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Abstract: In this paper, a multi-parameter modulation
scheme is proposed for secure communication via Lorenz
chaos using an adaptive learning mechanism. It is proved
using the Lyapunov method that under the scheme, the
tracking performance of the scheme can be guaranteed. It is
aso shown that by incorporating a low pass filter structure
into the structure of the receiver, good tracking
performance can be achieved when the signals to be
transmitted contain noises. Simulation studies are provided
to demonstrate the effectiveness of the method proposed.

1. Introduction

Secure communication via chaotic synchronization has
received an increasing attention recently. One approach is
by means of chaotic parameter modulation [1] [2]. Its
simplest form is the chaotic switching where the message
signals are assumed to be binary. The message signal(s) are
used to modulate one or more parameters of the chaotic
transmitter. At the receiver end, the message signal(s) are
decoded through chaotic synchronization.

Various strategies for communication inspired by chaotic
synchronization have been proposed. Hayes et al. [4], [5]
demonstrated that symbolic sequences can be assigned to
the chaotic waveform. Cuomo et al. attached a message
signal to the chaotic system (transmitter) output and
extracting it at the receiver end. Their method is sensitive
to additive noises [6]. Parlitz and Kocarev [7] and later
Yang and Chua [8] developed communication strategies
based on a modulated transmitter parameter. In their
methods, the chaotic system structure is used for the
transmitter as well as the receiver where the parameters of
the receiver are modulated for message transmission.
Sobiski and Thorp [7] further considered the effectiveness
of these methods in the presence of noise using the
extended Kalman filter. Their approach requires that the
chaotic system is near linear so that a localy linearized
model can be used with the extended Kaman filter for
estimation. Extension of the Kaman filter based
communication techniques to other chaotic systems is
difficult since most chaotic systems are highly nonlinear.

In this paper, we explore the multi parameter modulation
for secure communication by making use of inherent

nonlinear properties of chaotic systems so that a complete
and rigorous analysis of tracking convergence and effective
communication can be made without any approximation.
The structure of the example chaotic system, the Lorenz
chaos, is chosen for a transmitter and receiver for
communication. An adaptive learning mechanism is
derived which enables the receiver to retrieve the message
signals sent by the transmitter. Comparing with the existing
results, no approximation is required and the tracking
performance is guaranteed with a rigorous analysis using
the Lyapunov method. The method is verified via a
simulation study.

This paper is organized as follows. Section 2 presents the
main idea of multi-parameter modulation via the Lorenz
chaos for communication. Section 3 shows the simulation
results. Conclusion isdrawn in Section 4.

2. M ulti-Par ameter Modulation  for Secure

Communication

We first present the basic idea of parameter modulation for
secure communication using the Lorenz chaos. The Lorenz
systemisgiven

X=c(y—x)
y==XZ+Ix-y D
z=xy-bhz

which will be used as a master system (transmitter) to carry

message signals via its parameters. A well known tailored
slaver system (receiver) for synchronization is[10]

X = (Y-~ X)
Y =—xZ+rx-y 2

X1
1

Z=xy-bz

It has been proved that the synchronization will take
place between (1) and (2) [10].

Now we first choose the parameter r as a carrier for
message signal transmission using the tailored receiver



structure (2). The message signal we are considering is
assumed binary that is only two discrete values are
avalable for switching. Reformulating the chaotic
transmitter (1) with the extended state I yields

X=c(y—X)
y=-XZ+rx-y
z=xy-bhz
r=0

©)

The dave system (receiver) is aso reformulated to
consist of the statesX,Y,Zand the extended state T,
which isthe signal to be retrieved:

yy (4)

where the function f_is a function for learning to be
determined. Now let the errors be
e =X-X€e =y-y, e=2-2@ =T -TI. (5)

If we can find the function f in (4) so that the

synchronization between (1) and (2) is redlized, then all the
states of the receiver will track the corresponding states in
transmitter, and of course, 1 will track r. Therefore
because r isthe message signa carrier, the modulation of
r will be done.

Now we look at how to derive function f, . Subtracting
(3) from (4) yields the error dynamics

e =c(e, —e,) ke,
e, =—xe, —e, +ex-ke,

(6)

Hence the synchronization between system (3) and
system (4) is equivdent to that the system (6) is
asymptotically stable. We now use the Lyapunov method
to derive the learning function f, so that the system (6) is

asymptotically stable.

Take the Lyapunov function

V(ex’ey’ez’er):l(lef +e)2/ +e§ +ler2)’
2c y
y>0,c>0.

Its derivative along the error dynamics (6) is
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It isobviousthat if we let
& =-je,X y>0, @)
Then

V=—(g —%ey)2 —%ez - be? —%kxef— kg <0
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which means
e ~-0e -0e -0¢e -0.
That means asymptotical tracking of all states including

I will be realized. We now derive the function f . From
(5) and (7), we have

Hence

?:f—yeyx:—yeyx (8
since f =0 amost everywhere. Therefore

f, =—-)e,x 9)

The resulting receiver for modulating I is then written
as

yy (10)



Note that the knowledge of parameter r is not required
in the receiver (10). Also the adaptive learning for
modulating parameter r only relies on the information of
state x and the error e, . In addition, we include the low-
pass filter type of feedback ke and k e, inthe first and

second equations in (6) and (9), which will in turn improve
the sensitivity to possible noises in the state signals.

We now study the modulation for multiple parameters for
communication. We modulate all the parameters of the
Lorenz system, c,r, b, concurrently. The extended master

system (transmitter) consists of the states X, y, z,r,c,b.

X=c(y—x)
y=-XZ+rx-y
z=xy—bhz

. (11)
;
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y=- +rx-y-ke,
7=xy-bz-k.e
. Xy z"z (12)
r=r
c=f,
b=f,
Denoting
e=X-X6e=y-y,e=7-z
_ ~ (13)
e=r-r,e=c—-ceg=b-b
If we can derive the functions f ,f_, f, so that the

synchronization between system (11) and (12) occurs, then
the modulation will be realized. We now derive the

functions f,f,f, .

Subtracting (11) from (12) arrives at the errors dynamics
& =C(Y-X)-c(y-x -ke,

=cy-cy—-(cx-cx)-ke,
=e(y+ ey) +ce, -e(x+e)-ce —ke

€ =-XZ+IX-y—-(-xz+rx-y)-kge,
=-xe, +xe —e kg

& =Xy -bZ - (xy-b2) - ke,
=xe, - (bZ -bz) — ke,

=xe,—g(z+e)-be -kge,
e=f (14)

To design the functions f ,f_,f , we choose the
Lyapunov function as

V(ex’ey’ez’er’ec’eb)
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where y,0, and [ ae leaning parameters and
y>0,6>0,3>0 and the parameter p satisfies
4p > c. Itsderivative along the dynamics (14) becomes
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One can easily see that if the parameter error dynamicsis
built as follows



e =y(-pxe,) = y(-ox(y - Y)) = p(y - Y)
é =06(xe +e; -ye —ee,)=-0(x-Xx)(Xx-y) (17)
&, = B(pze, + pe;) = -Pp(z-2)z

Thensince 4p >c

V =—c(e, —%ey)2 +%cej - pe — phe? —k €

1
- k€ - phgl < cle, =58 - e
k& - pk el ~ k& <0

Therefore the state errors system, consisting of equation
(14) isasymptotically stable. That isto say

e - O,ey — O,ez — O,er —>O,eC — 0,eb -0

Hence the synchronization, and of course, the modulation
of three parameters, can al be realized. Note that the
additional termsin the first three equations of (14), namely
ke, ke ke,h has alow pass filtering effect that is

X Ox 1ty Ty itz ¥z
beneficial in terms of coping with high frequency
oscillations in state signals. In addition, the learning
parameters y,8, and B are introduced to adjust learning

Speed.

In conclusion, we arrived at the following receiver
system with modulation laws for the three parameters of
the Lorenz system.

X=c(y-xX)-ke,
y=-@+ix-y-ke,

Z=xy-b7-ke

2TThETRS (18)
r=pxy-y)

¢ =-8(x-X)(X-Y)

b =-pB(z-2)Z

Note that no a priori knowledge of the transmitter
parameters c,r,b is needed to be known in the receiver

(18).

3. Simulation Studies

We now present the simulation studies to demonstrate the
effectiveness of the modulation scheme proposed.

First, we look at the one parameter case with parameter
r used for modulation. Let ¢=10,b=8/3, and r be

changed between 28 and 32. The Lorenz system under
these parameters [3] is chaotic.c. We aso chose

k, =40,k, =60,y =8. The white noise 77, ~ N(0O, 0.06)
was added to the xchannel and white noise
n, ~N(0,0.014) was injected to the y channel. The

simulation results are shown in Figures 1 and 2. Figure 1
shows a good tracking of I to r . The solid line represents
the modulated parameter r and the dotted line the
parameter r . Figure 2 gives the errors of the state between
the transmitter and the receiver. Note that in [9], it was
mentioned that there is a limitation that parameters must
change in less than +5%to keep a good tracking.
However, there is no such a limitation in the modulation
scheme presented in this paper. We will further show this
point in the simulations on multi parameter modulation
below.

We now present the simulation results for muilti-
parameter modulation via the Lorenz system. In this
simulation, the parameters to be modulated concurrently
were the three parameters, namely r,c,b. The origina
parameters for the Lorenz system were
r =28, ¢=10,b=8/3. The switching of these three
parameters started at the 3 second, 6" second and 9"
second, respectively. The three parameters r,c,b were
switched between 28 and 32, 10 and 13, 8/3 and 4
respectively every 9 seconds. The noisesinjected in x,y,z
channels were  white noises 77, ~N(0,0.014),
n,~N(0,0.014), 1, ~N(0,0.06) respectively. We chose
k, =60k, =80,k, =50,y =2,6=60,5=.5,0=5 in the
simulation. Figure 3 consists of three subfigures. The
dotted lines depict the parameters r,c,b switched
respectively, and the solid lines show the modulated
estimated parameters T, €, b respectively. Figure 4 shows

the state errors. Good performance is observed with respect
to added noises.

4, Conclusion

We have proposed a multi-parameter modulation scheme
for secure communication via Lorenz chaos using an
adaptive learning mechanism. In comparison to the
existing methods, our method provides a rigorous proof of
tracking convergence hence the tracking performance is
guaranteed. Novel incorporation of a low pass filter
structure enables the receiver to handle the noises well.
Future work will be focussed on generalize this idea to
more general chaotic systems.
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Figure 3. Modulation of three parameters
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Figure 4. State errors between the receiver and transmitter



