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Abstract

This paper discusses the veri�cation problem of
Redundancy Management Systems (RMS) in fault-
tolerant control by using a hybrid system approach
- the Discrete-Event-System (DES) abstracting strat-
egy. The qualitative fault-tolerant criteria can be for-
mally veri�ed if a DES model is abstracted from the
continuous/discrete-time dynamical system in a consis-
tent way. The acquisition of the DES model and veri�-
cation of fault-tolerant criteria are illustrated based on
a concrete RMS of a redundant 
ight control system.

1 Introduction

Fault tolerance in control is the ability of control sys-
tems to cope with faults in components of controlled
plants and ensure that faults do not develop into fail-
ures or emergencies [4, 9]. In order to carry out the
fault tolerance, the redundancy techniques are utilized
popularly in Fault-Tolerant Control Systems (FTCS),
such as direct redundancy and analytical (indirect) re-
dundancy. Consequently, some speci�c systems referred
to as Redundancy Management Systems (RMS) are em-
ployed in order to monitor and manage these redun-
dant signals/components. For example, one redundant
control loop of a triplex-channel Fly-By-Wire (FBW)

ight control system is illustrated in Fig.1. These mod-
ules called Signal Monitor and Redundancy Manage-
ment (SMRM)monitor the redundant input signals and
then output a consolidated signal to the following com-
ponents. These SMRM modules carry out the function
of RMS, and can be implemented by logic circuits or
software programs.

Once we just consider the system components as digital
controller box, sensor box, actuator box and dynamical
system as shown in Fig.1, then the redundant control
system �ts into the conventional control system scheme
well. However, the analysis and synthesis of redundant
fault-tolerant control systems not only need to consider
the conventional control problem, but also need to con-

sider the RMS problem as well. It is obvious as shown
in Fig.1 that the correct operation of SMRM modules
plays a prominent role in the whole system stability and
performance, even though we could have a strong ro-
bust digital controller. However, little attention has
been payed to the systematic analysis and synthesis
problems related to RMS in fault-tolerant control re-
search area, although numerous work can be found in
some traditional topics such as model-based FDI and
recon�gurable control [4, 9]. Some fundamental prob-
lems about the RMS, such as

� The systematic and eÆcient way to design a RMS;
� Veri�cation of the correctness of a designed RMS;
� The reliability of a designed RMS, and
� The cooperation between recon�gurable digital con-
troller and RMS,

are quite far away from being well solved. The analy-
sis and synthesis of practical RMS heavily depend on
simulations and experimental tests regarding to the em-
pirical strategy. Moreover, many embedded RMS are
required to satisfy some fault-tolerant criteria in sys-
tem level, such as the requirement: FO=FO=FS for the
quadruple-channel RMS, where FO=FO=FS means the
system should operate normally when one or two faults
occurred inside the system, and the system should op-
erate in a safe mode when there are more than three
faults occurred. As we know, there is a little systematic
work to say that a designed RMS makes the require-
ment (FO=FO=FS) satis�ed in the dynamical system
level, although there are many work on data RMS from
the algorithm's point of view in the research area of
computer science [1, 5].

With respect to the system's structure as shown in
Fig.1, the RMS is an embedded real time system and
its operation includes quali�zing fault events from the
continuous/digital signals, determining the selection of
valid signals regarding to the detected fault informa-
tion, and deciding the voting rules so as to output a
consolidated signal. The whole closed-loop system ac-
tually is a typical hybrid control system [2, 6, 8, 11].
Therefore, in this paper we discuss the veri�cation
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Figure 1: One Loop of a Triplex FBW Control System

problem of RMS by using a hybrid system method -
the Discrete-Event-System (DES) abstracting approach
[3, 6, 7, 8, 11], i.e., once an DES model of the closed-
loop dynamical system can be abstracted, the veri�ca-
tion of qualitative fault-tolerant criteria is equivalent to
proving an invariant predicate in this DES model.

The rest of this paper is organized as: Section 2 intro-
duces a quadruple-channel RMS which has been used
in a practical 
ight control system. Section 3 reviews
brie
y the I/O automaton based abstracting approach
for hybrid systems [11]; Section 4 discusses the acqui-
sition of an I/O automaton abstraction of the concrete
RMS; Section 5 discusses the veri�cation of the con-
sidered RMS based on the I/O automaton abstraction;
And at last section 6 is conclusions.

2 A Flight Redundancy Management System

A RMS consists of three functional parts: Monitor-
ing Algorithm (MA), Voting Algorithm (VA) and RMS
Logic. The MA monitors redundant signals and gen-
erates residuals according to some speci�c numerical
algorithms. The VA generates a voted signal by con-
solidating proper signals according to some numerical
algorithms. While the RMS Logic plays the \brain"
role in the RMS, it carries out the Fault Detection and
Isolation (FDI) by some logical rules based on the resid-
uals generated from MA, and determine the usage of
di�erent voting rules with respect to the detected fault
information. The RMS Logic should keep the whole
RMS operating in a correct and consistent way.

Here we consider a concrete quadruple-channel RMS
which has been used in a practical FBW 
ight control
system. Denote signal-values from the four redundant
channels at one sampling instant as x1; x2; x3; x4 re-
spectively, and assume there is x1 � x2 � x3 � x4
1.

1Here we consider the analog signals, the proposed method

can also deal with digital signals.

The MA is to calculate the absolute di�erence between
xi and xi+1 for i = 1; 2; 3, i.e., three residuals Æi will be
generated by

Æi=̂jxi � xi+1j; i = 1; 2; 3: (1)

The VA has the following rules:

� V0: Output the priorly assigned Failure-Safe-Value;
� V1: Output the value of available signal;
� V2: Output the mid-value of available signals;
� V3: Output the average of available signals;
� V4: Output the average of two mid-value signals.

The RMS Logic for FDI has the rules:

� RM1: If there are 4 valid signals initially and
3V

i=1

(Æi <

Ta), then declare all signals valid;
� RM2: If there are 4 valid signals initially and only Æ1
or Æ3 greater than the prede�ned threshold Ta, i.e., 1
vs. 3 cases2, then declare the one signal invalid and the
other three valid;
� RM3: If there are 3 or 2 valid signals initially and no
Æi (i =1 or 2) greater than Ta, then declare all valid;
� For cases except those suitable directly for RM1 and
RM2, the Multiple Failure Logic (MFL) is needed.

In order to deal with possible multiple failure
cases, each redundant channel has equipped a hard-
ware/software In-line-Monitor (ILM) component, and
which monitors the status of current channel. The
ILM information (valid or invalid signals) participate
in MFL as:

� RM4: All signals with valid ILM are declared valid,
while the others are condemned;
� RM5: If the signals with valid ILM are split as 2 vs.
2, or 1 vs. 1 vs. 1 vs. 1, or 1 vs. 1 vs. 1, or 1 vs. 1
cases, condemn all signals;
� RM6: If the signals with valid ILM are split 2 vs. 1
case, condemn the 1;

2If the residual of two adjoining signals is greater than the

threshold, we say there is a 1 vs. 1 case.



The RMS Logic for signal-voting has rules:

� Isolate all invalid signals, and let only valid signals
into voting algorithm;
� RV1: If there is no valid signal, select V0;
� RV2: If there is only one valid signal, select V1;
� RV3: If there is 2 valid signals, select V2;
� RV4: If there is 3 valid signals, select V3;
� RV5: If there is 4 valid signals, select V4;

Here we assume that once a signal is declared invalid,
then the corresponding channel will be invalid. An
RMS is said correct when (1) it detects and isolates
faulty signals/channels correctly; and (2) it makes the
fault-tolerant criterion satis�ed within any possible op-
erating situations.

It should be noted that the invalid signals declared by
RMS don't mean all these signals are really faulty, be-
cause the real value of considered signal is usually un-
known in practice. In the following, the relationship
between (real-life) faulty and (algorithm-declared) in-
valid signals is explored qualitatively by using the I/O
automaton based approach for hybrid systems [11].

3 The I/O Automaton Based Approach for
Hybrid Control Systems

According to the strategy of using the DES abstrac-
tion in analysis and synthesis of hybrid control systems
[6, 7, 8, 11], once an DES model can be abstracted
for the continuous-time dynamical plant and A-D in-
terface, the analysis and synthesis of the logic part can
be carried out by the DES theory [3, 10]. The DES ab-
straction acts as the interface for the cooperative anal-
ysis and design within two di�erent domains. In order
to describe the DES abstraction which maybe includes
the abstraction of a set of continuous/discrete-time con-
trollers, a kind of I/O automata, named DES I/O au-
tomata was proposed in [11]:

De�nition 1 [11]: A DES I/O automaton (DE-
IOA) is de�ned as a tuple M=̂hQ;U;�int [�ext; ';Q0,
U0; �; F i, where Q is a �nite set of discrete modes,
each q 2 Q represents a kind of continuous-time dy-
namic status of the considered system. U is a �-
nite set of control symbols, each u 2 U represents a
kind of continuous/discrete-time control status of con-
sidered system. (q; u) 2 Q � U is referred to as a
state of the DE-IOA. �int is an internal event set,
and �ext is an external event set. If the operating
continuous/discrete-time controller switches at one mo-
ment, then we say there occurs an external event at
this moment. If the system's state trajectory runs
from one discrete mode into another, then we say
there occurs an internal event at the crossing moment.
'=̂'int_'ext is a partial state transfer function, where
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Figure 2: The Hybrid Framework of an Embedded RMS

'int : (Q � U) � �int 7! Q � U is an internal state
transfer function like3 'int((q; u); enqq0) = (q0; u), for
enqq0 2 �int; and 'ext : (Q� U)��ext 7! Q� U is an
external state transfer function. Q0 and U0 are the sets
of initial discrete modes and controls symbols, respec-
tively. � : Q � Q 7! �int is the output function, and
F � Q � U is a marked set, representing the expected
status of the whole system.

The language and marked language generated by DE-
IOA M are de�ned as

L(M)=̂fs j '((q0; u0); s)is de�ned; s 2 �?
; q0 2 Q0; u0 2 U0g;

(2)

LF (M)=̂fs j '((q0; u0); s)is de�ned and
'((q0; u0); s) 2 F; s 2 �?; q0 2 Q0; u0 2 U0g:

(3)

According to the operating principle of DE-IOA [11],
the symbols of external events and internal events are
mutually crossed in languages L(M) and LF (M). Let
del(D)(L) denote the projected language obtained from
strings in L by removing all symbols belong to D [7],
then the input and output languages of M , denoted as
Lin(M) and Lout(M) respectively, can be expressed as

Lin(M)=̂del(�int)(L(M)); Lout(M)=̂del(�ext)(L(M)):
(4)

It is obvious that Lin(M) � �?
ext and Lout(M) � �?

int.

4 DE-IOA Abstraction of the Embedded RMS

The embedded RMS implemented by the SMRM 2
module in practical system �ts into the framework of
hierarchical hybrid control systems as shown in Fig.2.
Assume these quadruple channels are already clock
synchronized, and the DE-IOA model is denoted as
Mrms=̂hQ;U;�int[�ext; Æ; Q0; U0; �; F i. In the follow-
ing we discuss the acquisition of this DES model.

3Here we only consider the deterministic systems.
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Figure 3: Di�erent Situations under Four Valid Channels

4.1 Control Alphabet and External Events
With respect to the voting algorithms, let symbols
V0; V1; V2; V3; V4, represent the �ve di�erent voting
rules V0, V1,V2,V3,V4 respectively, and these symbols
consist of the control alphabet U of the desired
DE-IOA model. The decision events generated by the
RMS logic represent two synchronized activities: (1)
isolating invalid signals; and (2) selecting proper voting
rule from V0, V1,V2,V3 and V4. If we denote decision
events as Dj

i for i; j = 1; 2; 3; 4 and i � j, they also can
be expressed as two prioritized synchronized events,
denoted as Ci�j

i k(Vi ! Vj), where event Ci�j
i repre-

sents the activity of isolating i�j (invalid) signals from
current i signals, i.e., there is(are) only j signal(s) will
enter the voting algorithm. The event Vi ! Vj repre-
sents the switch of voting rules from Vi to Vj . Once the
decision events can be accepted and executed correctly
by the open DE-IOA model, then these decision events
equal the external events in the closed DE-IOA model.
Therefore the external event set can be obtained as
�ext=̂fD

1
1; D

1
2; D

2
2; D

1
3; D

2
3; D

3
3 ; D

1
4; D

2
4; D

3
4; D

4
4g, and

these analysis can also be employed to de�ne the
function 'ext in Mrms.

4.2 Discrete Modes and Internal Events
We assume there are four valid channels at the begin-
ning, then at one sampling time instant, there are eight
possible di�erent situations with respect to the mon-
itoring algorithm (1). These di�erent situations are
labeled by discrete modes as illustrated in Fig.3 re-
spectively. Since the initial state (Q0; U0) is (q

4
0 ; V4),

by following the RM2 two di�erent internal events can
be de�ned as: the event e41 denotes the mode tran-
sition q40 ! q41 , and the numerical criterion for de-
termination of the occurrence of this event is (Æ12 �

Ta) ^ (
3V

i=2

Æi;i+1 < Ta); the event e
4
2 denotes the mode

transition q40 ! q42 , and numerical criterion for this

event is (Æ34 � Ta) ^ (
2V

i=1

Æi;i+1 < Ta). For the other

situations, RM4 and RM5 are needed for further explo-
ration. For example, within the situation of 1 vs. 1 vs.
2, such as the mode q43 , more discrete modes need to
be re�ned according to the ILM information, e.g., the
re�ned modes corresponding to the mode q43 are de�ned
as shown in Fig.4, where Æ denotes the invalid ILM sig-
nal. Within this case, some internal events can be de-
�ned as e43i, which represents the transition q

4
0 ! q43i for
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Figure 4: Re�ned Modes Corresponding to q43 with Re-
spect to ILM Information

i = 1; � � � ; f . With respect to the RMS logic, the corre-
sponding synchronized external events for these de�ned
internal events are:

External Event Corresponding Internal Event
D2
4 e431; e

4
32; e

4
35; e

4
3f

D3
4 e43a; e

4
3b; e

4
3c; e

4
3d

D4
4 all those not considered byD2

4; D
3
4

Then we get a re�ned sub-DE-IOA model which is
related to the mode q43 as illustrated in Fig.5, where
q21 , Q1 and Q0 represent the situations that there are
2, 1 and 0 valid channels inside the considered sys-
tem respectively. The internal event set of this sub-

DE-IOA is �
q4
3

int=̂fe
4
3ig

f
i=1 and external event set is

�
q4
3

ext=̂fD
2
4; D

3
4; D

4
4g.

4.3 DE-IOA Model of the Closed-Loop System
The DE-IOA model for the whole closed-loop system
can be obtained by combining all sub-DE-IOA mod-
els obtained though above analysis for all possible sit-
uations. The marked set of the obtained model is
F =̂f(q40 ; V4); (q

3
1 ; V3); (q

2
1 ; V2); (q

1
1 ; V1); (Q0; V0)g. If we

abstract this DE-IOA model in a high abstraction level,
i.e., in the forms of (Qi; Vk), where Qi for i = 0; 1; 2; 3; 4
represents the case that there is(are) i valid channel(s),
we can get a abstracted DE-IOA model as shown in
Fig.6. Because this DE-IOA model represents the op-
eration of the closed-loop system, some states denoted
as dash-boxes in Fig.6 do not appear in the closed-loop
DE-IOA operation.

Remark 2: The detailed analysis in the model set-
up is necessary in exploring di�erent FDI mechanisms
for di�erent situations, because this exploration is very
important in (1) getting the fault information from (de-
clared) invalid signals; and (2) exploring the proba-
bilistic reliability of each action in order to explore the
whole system reliability.

5 Veri�cation of the Considered RMS

The qualitative fault-tolerant criterion for the consid-
ered RMS is the requirement: FO=FO=FS, which
means: (1) no matter what kind of situations, the sys-
tem should operate in the nominal or safe status; (2)
the system should accommodate at least two sequen-
tial/parallel faults in the nominal operation. In follow-
ing, we assume: (1) the majority-decision strategy and
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ILM information in channel FDI are both correct; (2)
once two adjoining signals are healthy, their absolute
distance is no more than the threshold Ta; and (3) if
there is only one channel left, the signal in this channel
will be always correct.

5.1 The DE-IOA Model in Fault Event Level
It is obvious that the declaration of invalid channels by
RMS does not mean all these invalid channels are re-
ally faulty. Some internal events de�ned in above have
explicit fault information with respect to the majority-
decision and ILM information, such as the event e41
(representing the 1 vs. 3 case), while some other in-
ternal events have no explicit fault information, such
as the event e47 (representing the 1 vs. 1 vs. 1 vs.1
case), which just means that there are possible 3 or 4
faults. With respect to the concrete RMS introduced
in section 2, relationships between internal events in
DE-IOA model and fault events are expressed in table
1.

Let a fault event be denoted as E, two sequential fault
events as E:E, and two parallel fault events as EkE.
Furthermore, let Ek represents there are k fault events,
no matter they are sequential or parallel, then we have

Rule 1: E:E ) E1+1=̂E2; EkE ) E1+1=̂E2;

With respect to table 1, for i; j 2 f1; 2; 3; 4g, we have

Rule 2 : Ei
j ) Ei; ?Ej

j ) Ej�1 _ Ej ;

??E4
4 ) E4 _ E3 _E2:

5.2 Veri�cation of the Considered RMS
In order to set up the connection of states with the
language of the DE-IOA model, we use the nota-
tion (qijk ; Vi) ^ � ) '((qijk ; Vi); �), for q

i
jk 2 Q and

� 2 L(Mrms) to denote that the DE-IOA model can
reach the �nal state Æ((qijk ; Vi); �) from the initial state

(qijk ; Vi) by following the string � which belongs to the
language of Mrms, and it has the property:

Rule 3: (qijk ; Vi) ^ s:t) ((qijk ; Vi) ^ s) ^ t;

8s:t 2 L(Mrms);
(qijk ; Vi) ^ (s _ t)) ((qijk ; Vi) ^ s)

_((qijk ; Vi) ^ t); 8s; t 2 L(Mrms):

Due to the criterion of FO=FO=FS, any state of the
built Mrms can be abstracted as one of three states:
nominal state, safe state and faulty state, therefore, we
have the following:

Rule 4 : (q40 ; V4)) nominal state;
(8� 2 L(Mrms); (q

4
0 ; V4) ^ �) ((qi1; Vi)

^(1 � i � 3)))) nominal state;
(8� 2 L(Mrms); (q

4
0 ; V4) ^ �) (Q0; V0))

) safe state;
(8� 2 L(Mrms); (q

4
0 ; V4) ^ �) ((Qi; Vj)

^(i 6= j)))) faulty state;

De�ne a counter operator = : Lout(Mrms) 7! fEkgNk=0,
where Lout(Mrms) is the output language of Mrms

as de�ned in (4). 8� 2 L(Mrms), the result of
=(del(�ext)(�)) = Ek for k = 1; 2; 3; 4 means that the
string � indicates that there is(are) k fault event(s) im-
plicitly. If we assume the operator = has the property:

Rule 5 : =(s:t) = =(s):=(t); 8s:t 2 Lout(Mrms);
=(u _ w) = =(u) _ =(w); 8u;w 2 Lout(Mrms)

then the veri�cation of the criterion FO=FO=FS is
equivalent to proving that the predicate

8� 2 L(Mrms); ((q
4

0 ; V4) ^ � ^ (=(del(�ext)(�))

= Ek ^ 0 � k � 2)) nominal state) _ ((q40 ; V4)

^� ^ (=(del(�ext)(�)) = Ek ^ k � 3)) safe state)

(5)

is an invariance in the DE-IOA model Mrms.

By following the model-checking technique [2], we have

Theorem 3: The predicate (5) is invariant in DE-IOA
model Mrms once the speci�c state (q

4
6f ; V4) is not in-

cluded in Mrms. When the speci�c (q4
6f ; V4) appears in



Valid Channel Internal Events Abbr. Fault Number
4 e41; e

4
2 E1

4 1
4 e431; e

4
32; e

4
35; e

4
3f ; e

4
61; e

4
62; e

4
63; e

4
64 e

4
65; e

4
60 E2

4 2

4 e43a; e
4
3b; e

4
3c; e

4
3d; e

4
6a; e

4
6b; e

4
6c; e

4
6d; e

4
7a; e

4
7b; e

4
7c; e

4
7d E3

4 3
4 e433; e

4
34; e

4
36; e

4
37 e

4
38; e

4
39; e

4
30; e

4
66; e

4
67; e

4
68; e

4
69 ?E4

4 3 or 4
e471; e

4
72; e

4
73; e

4
74; e

4
75; e

4
76; e

4
77; e

4
78; e

4
79; e

4
70; e

4
7f

4 e43e; e
4
6e; e

4
7e E4

4 4
4 e4

3f ??E4
4 2 or 3 or 4

3 e31; e
3
2 E1

3 1
3 e341; e

3
42; e

3
43; e

3
48 ?E3

3 2 or 3
3 e347 E3

3 3
3 e344; e

3
45; e

3
46 E2

3 2
2 e21 ?E2

2 1 or 2

Table 1 Fault Information of the Obtained DE-IOA Model

Mrms model, the following predicate will be invariant
instead of (5):

8� 2 L(Mrms); ((q
4
0 ; V4) ^ � ^ (=(del(�ext)(�))

= Ek ^ 0 � k � 1)) nominal state) _ ((q40 ; V4)
^� ^ (=(del(�ext)(�)) = Ek ^ k � 2)) safe state):

(6)

Remark 4: Here (6) means the embedded RMS only
has the ability to accommodate one fault within nom-
inal operation. Actually the discrete mode q46f corre-
sponds to the 2 vs. 2 case in the practical situation,
since the RMS can not locate the faulty channels by
majority-voting strategy and ILM information, all four
signals are declared invalid by the considered RMS.

6 Conclusions

From the system engineering point of view, this pa-
per discussed the formal veri�cation of RMS in fault-
tolerant control by using the hybrid system method.
The illustration on a concrete 
ight RMS shows the
powerful potential of hybrid system methods in practi-
cal application. However, How to improve the current
RMS and systematically synthesize an eÆcient RMS by
using the hybrid control synthesis methods will be the
subjects of our future work.
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