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Abstract
An extension to a formal model for reason-

ing about knowledge and communication in discrete-

event systems is presented. The model is based on

a modal logic where propositions describe the knowl-

edge that agents in the system possess. Decentralized

discrete-event control problems, where agents must

communicate in order to e�ect control, are exam-

ined. Previously the identi�cation of a state where

agents should communicate was expressed solely in

terms of properties of a formal language. The up-

dated knowledge model presented here yields equiva-

lent propositional logic expressions so that agents can

determine where to communicate based on whether

certain propositions are true at certain states. This

amounts to agents making control decisions based on

their \knowledge" of the system. The key relevant

logic proposition corresponds to a check on whether a

group of agents, if they pooled their knowledge, would

possess su�cient information about the legality of a

given event sequence. The new formulation is applied

to a previously-solved example.

1. Introduction
We have proposed a knowledge model for ana-

lyzing decentralized discrete-event control problems
[5, 6]. Speci�cally, we are interested in study-
ing control problems where decentralized supervisors
must communicate with other supervisors to achieve
the desired system behavior. Other strategies for
incorporating communication into a decentralized
discrete-event systems (DES) framework have been
proposed [1, 7, 9, 10]. Previously we used the struc-
ture of sequences in the plant language to identify
states in the plant where communication could occur

�This work is partially supported by an ERCIM fellowship
for the �rst author and NSERC Grant OGP0138887 for the
second author.

and eventually allow supervisors to make the correct
control decision. In this paper we further examine
our knowledge model (which we summarize in section
2) and update a previous hypothesis [5] concerning
the nature of knowledge that the group of supervisors
requires to solve such a control problem.

In [5] we speculated about the knowledge of each
supervisor after pooling its information. This notion,
called distributed observability, expressed whether a
supervisor would know an event should be disabled
if it had access to all the information of the other
agents. We described an example where the pooled
information would not be su�cient for a supervisor
to make the correct control decision.

In this earlier work, we focussed on the knowl-
edge a supervisor had about the impending control
decision. Here we propose that instead, we consider
whether agents know whether the system is progress-
ing along a legal path or along an illegal path. We
illustrate the extended knowledge model using an ex-
ample from [6].

2. Background
The framework for decentralized discrete-event

control that we assume here is taken from [4]. A
discrete-event system is considered to be the gener-
ator of a formal language. A change in the system
state is precipitated by the occurrence of events that
describe the behavior of the system. The essence
of the control problem is to construct controllers or
supervisors that recognize some speci�ed subset of
sequences of the original system by either disabling
or enabling events.

The plant is modeled by an automaton G =
(QG;�; �G; qG

0
): In addition, the subset of speci�ed

or legal behavior of the plant is also described as an
automaton E = (QE ;�; �E ; qE

0
): The language L(G)

is the set of sequences generated by G and L(E) is a



subset of L(G) that describes desired behavior. We
assume that E is a subautomaton of G. We can also
de�ne a subset of �c � � that denotes controllable

events. The set of controllable events for a decentral-
ized supervisor i is denoted �i;c (where we assume
i 2 f1; : : : ; ng if there are n supervisors).

When not all events in the system can be seen by
a supervisor, we use a canonical projection P to de-
scribe a supervisor's view of the sequences in L(G).
We assume that a supervisor sees some set of events
�o � � and the projection operator is a mapping
from �� to ��

o. That is, the events � 2 (� n�o) that
are not visible to a supervisor \disappear" from its
view of a sequence s 2 L(G). A system is said to be
observable [3] if a supervisor that could see all the
observable events makes the same control decision
for all sequences that look alike via the projection
operator. The view of the plant for a decentralized
supervisor i is described by the canonical projection
Pi : �

� ! ��

i;o, where �i;o is the set of events ob-
servable to supervisor i.

When a supervisor has a partial view of a se-
quence, we want to be able to describe the states in
the plant the supervisor considers possible. We re-
peat our notion from [6] of a supervisor's local view
of a plant state.

Definition 1 The local view `i of a state ` 2
QG reached via sequence t (i.e.,9t 2 �� where

�G(t; qG
0
) = `) is the set of all the states in the

plant that supervisor i considers the plant could be

in upon seeing Pi(t): `i := fq
G j qG 2 QG ^ 9u 2

P�1

i (Pi(t)) such that �G(u; qG
0
) = qGg:

Thus if supervisor i cannot determine if t or t0 has
occurred in the plant (i.e., Pi(t) = Pi(t

0)) and if
�G(t; qG

0
) = q while �G(t0; qG

0
) = q0, the local view

of supervisor i at state q will contain q and q0.
We will also want to construct a \monitor-

ing" automaton to capture the overall view of the
plant and each supervisor's view of the plant: A =
(QA;�; �A; qA

0
), where a state qA 2 QA is an (n+1)-

tuple of the form (qG; (qG)1; : : : ; (q
G)n) and (qG)i is

supervisor i's local view of state qG; and the ini-
tial state is qA

0
= (qG

0
; (qG

0
)1; : : : ; (q

G
0
)n). Note that

�A(�; qA) = q0A if there is a transition of � in G

from the �rst entry in qA to the �rst entry in q0A.
If � 2 �i;o, the (i + 1)th entry of q0A is supervisor
i's local view of the �rst entry in q0A, otherwise the
(i + 1)th entry of q0A is (qA)i. If there are two dif-
ferent sequences that lead to the same plant state
(and if there is at least one supervisor that can dis-
tinguish them), there will be two states in A that
have the same �rst entry. By the way in which A is
constructed, we have L(A) = L(G).

We introduced Theorem 1 in [6] to describe the
conditions under which we could identify a place
where one supervisor communicates to another so
that the latter supervisor can make the correct con-
trol decision. We assumed that supervisor i could
not make the correct control decision about one of
its controllable events � because there are two se-
quences t and t0 in L(G) that supervisor i could not
tell apart (i.e., Pi(t) = Pi(t

0)) and t0� is in L(E) but
t� is not. The theorem states that as long as E is
observable with respect to G;P , we can �nd a state
q where supervisor j sends its local view qj to super-
visor i so that supervisor i will be able to distinguish
t from t0 and thus make the correct control decision
for �.

We developed our knowledge model for decen-
tralized discrete-event control by adapting a model
for distributed systems[2] where multiple agents rea-
son about their knowledge of the world. The model
assumes that when agents in the distributed system
do not have complete knowledge of the world, they
consider that several worlds are possible. In gen-
eral, the set of agents is denoted by G and without
loss of generality we assume here that G= f1; 2g.
When recasting decentralized DES into a knowledge
model, an agent is considered equivalent to a supervi-
sor. The set of agents that control event � is denoted
G� := fi j � 2 �i;cg. A world w = (we; w1; w2) is
a triple that describes the plant state (denoted we)
and each agent's set of possible worlds (called a local

state and denoted wi for agent i) that it cannot dis-
tinguish from the actual plant state. Note that the
local state of an agent is de�ned in the knowledge
model as a supervisor's local view of a plant state.

A run r is a (possibly) in�nite sequence of worlds.
A point of the system consists of a run r and an in-
dex m (where m ranges over the natural numbers),
denoted (r;m). At a point (r;m) the system is in
some world w|the mth entry along run r. We will
alternately denote the world at a point (r;m) as
r(m) = (re(m); r1(m); r2(m)). When a run can be
unambiguously identi�ed we will use a state name to
identify the run. That is, if there is only one run r

that reaches world w we use w to identify the run.

We can express our knowledge model as a labeled
graph or Kripke structure. In particular, nodes are
worlds and worlds that look alike to agent i are joined
by an edge with a label \i". Figure 1(i) shows a plant
where G= f1; 2g and agent 1 sees event a1 and agent
2 sees event b2. The corresponding Kripke structure
for this plant is shown in �gure 1(ii). The Kripke
structure of this system contains �ve possible worlds.
For example, there are three worlds in �gure 1(ii)
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Figure 1: (i) A plant G; (ii) Kripke structure for G.

where agent 2 has a local state of f2; 3; 4g. This
means that agent 2 cannot distinguish plant states
2, 3 or 4 (for the plant shown in �gure 1(i)). This is
indicated in the Kripke structure by the edge label of
\2" joining of all worlds w where w2 = f2; 3; 4g. Al-
though omitted from this diagram, each world should
also have a self-loop with an edge label of \1,2", since
a world cannot be distinguished from itself.

We want our agents to reason about their view
of the world. Facts about the world are described
in terms of propositions. The facts in our knowledge
model are the events in �. Each event is translated
into two propositions: one corresponding to whether
or not the event is de�ned at a particular state of the
plant, and the other indicating whether the event is
de�ned in the legal automaton. The following de�-
nition summarizes some concepts from [5].

Definition 2 (i) The proposition �G is \event �

can occur" and �E is \event � is legal". (ii) A propo-

sition �G is true at point (r;m) if the event � hap-

pens at the plant state described by re(m). A proposi-

tion �G is false (denoted :�G) at point (r;m) if the
event � is not de�ned at the plant state described by

re(m). (iii) A proposition �E is true at point (r;m)
if the event � happens at the plant state re(m) and is

part of the legal behavior of the plant. A proposition

�E is false (denoted :�E) at point (r;m) if either

�G = false or if the event � is part of the illegal

behavior of the plant at re(m).

We construct an interpreted system [2]|which
we denote I(G;E) |that allows us to speak about
compound statements in our knowledge model1.
Where G and E are understood, we will drop these
arguments. The set of worlds for I is simply the
set of states QA from the monitoring automaton A.
Two points (r;m) and (r0;m0) are indistinguishable
to agent i if they have the same local state. For-
mally this is denoted (r;m) �i (r

0;m0) and means
that ri(m) = r0i(m

0). In addition to standard propo-
sitional logic, the model includes the modal opera-

1In [6] we used the notation IDES
0

because we were consid-
ering the construction of several di�erent interpreted systems.

tor Ki, i = 1; 2, where Ki� means \agent i knows
�", and the modal operator DG, where DG� means
\among the set of agents G there is distributed
knowledge of �". An agent i has knowledge of fact �
at point (r;m) if that fact has the same truth value
at all points that agent i cannot distinguish from
(r;m). There is distributed knowledge of fact � at
point (r;m) i� � is true at all points (r0;m0) such that
for each i 2 G it is the case that ri(m) = r0i(m

0).
Using this knowledge model, a condition called

Kripke-observability (de�ned in section 3 and equiva-
lent to co-observability[8]) is necessary and su�cient
for solving|without communication|the decentral-
ized discrete-event control problem.

3. Extending the knowledge model
We want to use the result of Theorem 1 from

[6] to lead us to an expression of the knowledge that
exists in the system when communication between
supervisors allows them to make the correct control
decisions.

We �rst translate the notion of observability [3]
in terms of our knowledge model.

Definition 3 An interpreted system I is observ-

able if for all (r;m); (r0;m0) 2 I, for all i 2 G,

if (r;m) �i (r0;m0) there do not exist proposi-

tions �G; �E such that (I; r;m) j= �G ^ �E and

(I; r0;m0) j= �G ^ :�E :

To emulate the knowledge of an omniscient central-
ized agent (i.e., one that sees everything that each
agent sees) we consider only those possible worlds
that all agents �nd indistinguishable. That is, a sys-
tem is observable if one agent could see everything
that the other sees, there should not be two possible
worlds that the agent �nds indistinguishable where
di�erent control decisions for event � are required.

De�nition 3 provides a condition necessary for
centralized control. In [5] we discussed a condition
for decentralized control called Kripe-observability.
If the system is not Kripke-observable then there
is some point (r0;m0) where an illegal event � is
about to occur but none of the agents capable of
controlling � knows that � should be disabled. The
lack of knowledge arises from the existence of an-
other point (r;m) where � is also about to occur
but is a legal event and this same set of agents can-
not distinguish (r;m) from (r0;m0). More formally,
there exists (r0;m0) 2 I and a pair of primitive
propositions (�G; �E) where (I; r

0;m0) 6j= :�G _ �E ;
and for all i 2 G� , (I; r

0;m0) 6j= Ki:�E . That is,
(I; r0;m0) j= �G ^ :�E and for all i 2 G� there
exists (r;m) 2 I such that (r0;m0) �i (r;m) and



(I; r;m) j= �G ^ �E . Note that it is not possible for
(r;m) = (r0;m0) because G is assumed to be a de-
terministic automaton. That is, if (r;m) = (r0;m0)
then one transition involving event � at plant state
re(m) = r0e(m

0) would be part of the legal behavior
while a second transition of � would not be part of
the legal behavior.

We want to identify those points where Kripke-
observability does not hold. That is, we seek a point
where an agent does not have su�cient knowledge to
make the correct control decision and, in addition,
there is an event that must be disabled.

Definition 4 A point (r0;m0) is Ki-bad with re-

spect to event � for agent i 2 G� if (I; r0;m0) 6j=
Ki:�E and (I; r0;m0) j= �G ^ :�E.

In addition, we want to identify those points that
are indistinguishable from a Ki-bad point for agent
i where event � must be allowed to happen.

Definition 5 A point (r;m) is Ki-good with re-

spect to event � and point (r0;m0) for agent i 2 G� if

(r0;m0) is a Ki-bad point with respect to � for agent

i 2 G� ; (r
0;m0) �i (r;m) and (I; r;m) j= �G ^ �E.

Note that there could be more than one Ki-good
point associated with a Ki-bad point (r0;m0).

We want to de�ne new propositions good(r;m)
and bad(r0;m0) with respect to all the Ki-bad points
(r0;m0) and their associated Ki-good points. Us-
ing the Kripke structure for I (constructed from the
states of A) we can identify runs r and r0 that con-
tain (r;m) and (r0;m0). A point (r;m00) that occurs
along run r for m00 < m is deemed a \good" point
with respect to (r;m). A point (r0;m00) that occurs
along run r0 for m00 < m is deemed a \bad" point
with respect to (r0;m0).

Definition 6 (i) The proposition good(r;m) is

\this is a good point with respect to point (r;m)"
and bad(r0;m0) is \this is a bad point with respect

to point (r0;m0)". (ii) A proposition bad(r0;m0) is

true at point (r00;m00) if r00 = r0, m00 � m0, and

(r0;m0) is a Ki-bad point; otherwise bad(r0;m0) is

false. (iii) A proposition good(r;m) is true at point

(r00;m00) if r00 = r, m00 � m and (r;m) is a Ki-good

point associated with a Ki-bad point (r0;m0); other-
wise bad(r0;m0) is false.

In the formulation of Theorem 1 in [6], we as-
sumed that at least one of the agents could not dis-
tinguish legal sequences t and t0, where one lead to
an illegal sequence t0� and the other lead to a legal
sequence t�. We sought a state q along either t or

t0 where the intersection of the agents' local views of
q (with respect to sequences t and t0) yielded a set
of states that did not contain both a state that lay
on the path of the legal sequence t� and a state that
lay on the path of the illegal sequence t0�. When
we translate this in terms of the new propositions in
de�nition 6, it seems as if we want a knowledge con-
dition that indicates that there is distributed knowl-
edge that the system is either along a bad path to
point (r0;m0) (i.e., DG bad(r0;m0)) or that the sys-
tem is along a good path to point (r;m) (i.e., DG

good(r;m)). The problem with this approach is that
it does not take into account the fact that there could
be other paths|neither \good" nor \bad"|that an
agent cannot distinguish from the others. Thus we
rephrase the knowledge requirement so that there is
distributed knowledge that the system is not along a
good path or not along a bad path.

Previously (in [5]) we speculated that the dis-
tributed knowledge required to determine places to
share or pool information involved the propositions
from de�nition 2. We update our de�nition here:

Definition 7 A system has distributed observ-

ability if for all � 2 �, for all points (r0;m0) in I
that are Ki-bad with respect to � and their associated

Ki-good points (r;m), there exists a point (r00;m00) in
I where either r00 = r0 and m00 � m0 or r00 = r and

m00 � m such that

(I; r00;m00) j=

DG(:good(r;m)) _DG(:bad(r
0;m0)); (1)

and therefore either (I; r0;m00) j= DG(:good(r;m))
where m00 � m0, or (I; r;m00) j= DG(:bad(r

0;m0))
where m00 � m:

That is, there is distributed knowledge of whether
the system is not along a good path or not along a
bad path. This means that somewhere before a con-
trol decision regarding event � must be made by some
agent i2G� , there is a point where, if all the agents
pooled their knowledge, agent i would no longer con-
fuse the path to (r0;m0) with the path to (r;m).

The restatement of Theorem 1 in [6] within the
knowledge framework is as follows:

Theorem 1 Suppose that I is observable and not

Kripke-observable. Then I has distributed observ-

ability.

Proof: Let (r0;m0) be a Ki-bad point with respect to
� for agent i 2 G� . Let (r;m) be a Ki-good point
with respect to � and (r0;m0). From de�nition 4 we
have

(I; r0;m0) j= �G ^ :�E : (2)



Similarly, from de�nition 5 we have

(I; r;m) j= �G ^ �E : (3)

If (r0;m0) �i (r;m) then, by de�nition, (r0;m0)
and (r;m) have the same local state (i.e., local view)
according to agent i. This means that in A we can
�nd a path t0 along run r0 that leads to r0(m0) and
a path t along run r that leads to r(m) such that
agent i cannot distinguish between these paths, i.e.,
Pi(t) = Pi(t

0).
Since G generates the same language as A,

we also know that �G(t; qG
0
) is de�ned and that

�G(t0; qG
0
) is de�ned. In particular, �G(t; qG

0
) =

re(m) and �G(t0; qG
0
) = r0e(m

0).
By (2) and from above we have t0� 62 L(E). Sim-

ilarly, by (3) and above we have t� 2 L(E).
We can now apply Theorem 1 from [6] and �nd

a state ` 2 QG along either t or t0 such that the
intersection of `i and `j (for i; j 2 f1; 2g; i 6= j) does
not contain both a state along t and a state along
t0. Therefore we can also �nd w 2 QA such that
w = (`; `1; `2) where w lies along run r or run r0.

Let w = r(m00) where m00 � m, i.e., w lies along
run r before (r;m). From de�nition 6, we have

(I; r;m00) j= good(r;m): (4)

Claim 1: (I; r;m00) j= DG:bad(r
0;m0)

Suppose that (I; r;m00) 6j= DG:bad(r
0;m0): Then

by (4) there exists (r000;m000) 2 I, (r;m00) 6= (r000;m000)
such that (r;m00) �i (r000;m000) for i = 1; 2 and
(I; r000;m000) j= bad(r0;m0).

Therefore, by de�nition 6, r000=r0 and m000 � m0.
Let the world at (r0;m000) be denoted by w0 =

(`0; `0
1
; `0

2
). Since (r0;m000) �i (r;m

00) for i = 1; 2 then

`1 = `0
1

`2 = `0
2
: (5)

Since `0 is along run r0 that leads to r0(m0) andm000 �
m0, `0 lies along t0. Further, since ` 2 `1\`2 (because
a local view `i of a state ` always contains `), this
means that `1 \ `2 contains a state along t (since
m00 � m and t is a path on run r that leads to r(m))
and that `0

1
\ `0

2
contains `0, a state along t0.

From (5), `1 \ `2 = `0
1
\ `0

2
and therefore `1 \ `2

contains `0, a state along t0. This leads to a contra-
diction. 2 Claim 1

We can use a similar argument to show that if
w lies along a path to r0(m0), then (I; r0;m00) j=
DG:good(r;m): 2 Theorem 1

One of the di�culties we encountered in [6] re-
garding the identi�cation of a communication state

x x

q q

q

σ σ σ σ

t t

x x

q q

u u

Figure 2: Is the system is along legal sequence t0� or
illegal sequence t�?

is illustrated in the left-hand side of �gure 2. Sup-
pose that legal sequence t� passes through states q; u
and x while illegal sequence t0� passes through q0; u

and x0. Let agent i be the only agent that controls
event � and further suppose that agent i cannot dis-
tinguish t from t0 (i.e., Pi(t) = Pi(t

0)). Suppose that
the result of applying Theorem 1 from [6] to this ex-
ample is that the communication state is q. It might
be, though, that although agent i would be able to
distinguish the paths of t from t0 at q, this informa-
tion would be lost at state u, where the two paths
intersect again. That is, the knowledge that an agent
had acquired earlier does not persist as the system
evolves.

Our previous solution to the scenario in the left-
hand side of �gure 2 was to \split" state u. Thus
we assumed that the only state common to t and
t0 was the initial state. Yet it might be possible to
�nd a state such as q00 in the right-hand side of �g-
ure 2 where q00i \ q

00

j does not contain both a state
along t and along t0. Subsequently, agent i retains
the knowledge it acquired at q00i and is able to make
the correct control decision about �.

We hypothesize that one way to avoid splitting
states is to �nd a state where once an agent knows
that the system is not along a good path (equiv-
alently, not along a bad path) this knowledge per-
sists until the correct control decision must be made.
Thus we seek a state w along t (respectively, along t0)
satisfying the hypothesis of Theorem 1 such that (a)
distributed observability holds at w in I and (b) once
information pooling occurs at w and we update the
states of I accordingly to re
ect the e�ect of pool-
ing at w, distributed knowledge as described in (1)
holds at every successor state of the revised w along
t (respectively, states along t0) in the updated I.

In the next section, instead of explicitly refer-
encing a point by its run r and an index m, we will
alternately use the notation for worlds w to refer to
the point. We extend this abbreviation to the predi-
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Figure 3: Combined plant G and legal automaton E.

cates \good" and \bad" from de�nition 6, and refer
to good(w) and bad(w). In addition we refer to Ki-
good (-bad) worlds.

4. Example and Discussion
Figure 3 shows a plant and legal automaton

where supervisor 1 can see and control events a1; b1
and c1 while supervisor 2 sees and controls events
a2; b2 and c2. Because it sees only part of the de-
�ned plant behavior, supervisor 1 cannot make the
correct control decision to disable c1 at state 13 be-
cause it cannot distinguish state 14 (where c1 should

be allowed to occur) from state 13. A similar situa-
tion occurs at states 11 and 12.

For the example shown in �gure 3, we can
construct the Kripke structure and determine that
Kripke-observability does not hold at two worlds:
v0 = (11; f3; 7; 11; 12g; f9; 11; 13; 15; 17g) and bv0 =
(13; f13; 14g; f9; 11; 13; 15; 17g) for G� = f1g. At

both v0 and bv0 it is the case that c1G ^ :c1E holds.

Agent 1 cannot distinguish v0 and bv0 from v =
(12; f3; 7; 11; 12g; f8; 12; 16g) and v̂ = (14; f13; 14g;
f1; 5; 6; 7; 10; 14; 18g), respectively. At both worlds v
and v̂ it is the case that c1G ^ c1E holds. Thus at v0

and bv0 agent 1 does not have enough knowledge to
make the correct control decision about event c1.

According to the result of Theorem 1 in [6],
we would choose world w = (1; f0; 1; 2; 4; 6; 8g;
f1; 5; 6; 7; 10; 14; 18g) as the communication state for
v and v0. Similarly, ŵ = (9; f5; 9; 10g; f9; 11; 13;
15; 17g) would be the communication state for v̂ and
bv0. Is there distributed observability in this sys-
tem? We identify two K1-bad worlds for agent 1|
both with respect to event c1|v0 and bv0. The as-

( 6, {0, 1, 2, 4, 6, 8}, {1, 5, 6, 7, 10, 14, 18} )

bad(   )

good(  )

( 1, {0, 1, 2, 4, 6, 8}, {1, 5, 6, 7, 10, 14, 18} )

bad(   )

good(  )

v

v

v

v

Figure 4: Checking distributed knowledge of :bad(v0).

sociated K1-good worlds are, respectively, v and v̂.
The system I for the example in �gure 3 has dis-
tributed observability if we can �nd the following:
(i) a world w that occurs either along a path to v or
v0 such that there is distributed knowledge of either
:good(v) or :bad(v0); and (ii) a world ŵ that occurs

either along a path to v̂ or bv0 such that there is dis-
tributed knowledge of either :good(v̂) or :bad(bv0).
We will describe only the e�ect of communica-
tion at w for K1-bad world v0 = (11; f3; 7; 11; 12g;
f9; 11; 13; 15; 17g) and its associated K1-good world
v = (12; f3; 7; 11; 12g; f8; 12; 16g).

The only world that is indistinguishable from
w according to both agents is (6; f0; 1; 2; 4; 6; 8g;
f1; 5; 6; 7; 10; 14; 18g). Figure 4 shows these two
worlds and the truth assignments to the propositions
good(v) and bad(v0). Since :bad(v0) holds at both
these worlds, we can say that there is distributed
knowledge of :bad(v0) at w. That is, if agent 1 re-
ceived a communication of agent 2's local state then
agent 1 would know that the system is not along a
bad path.

When agent 2 is at its local state w2 =
f1; 5; 6; 7; 10; 14; 18g it sends this local state to agent
1. If agent 1 was at its local state of f0; 1; 2; 4; 6; 8g
and received a communication of w2 from agent 2,
agent 1 would update its local state to f1; 6g, the
intersection of the two local states. When agent 1
updates its local state, this a�ects the view it has
of the rest of the system. We consider the following
procedure for describing the propagation of informa-
tion from agent j to agent i along the path from
a communication state w to the Ki-good world v

(equivalently, to a Ki-bad world v0). In particular,
note that wj does not change.

Procedure 1

1. wj is sent to agent i; at w, wi is updated to
wi \ wj : We will denote the updated local view
as wcom

i .

2. For each world w00 such that w00 lies between w

and v (and w00 6= w) along legal sequence t�:



( 0, {0, 1, 2, 4, 6, 8}, {0, 2, 3} )

good(  )

bad(   )

( 1, {0, 1, 2, 4, 6, 8}, {1, 5, 6, 7, 10, 14, 18} )

good(  )

bad(   )

( 0, {0, 1, 2, 4, 6, 8}, {0, 2, 3} )

good(  )

bad(   )

( 4, {1, 6, 4, 8}, {4} )

bad(   )

( 12, {3, 7, 11, 12}, {8, 12, 16} )

bad(   )

good(  )

( 12, {12}, {8, 12, 16} )( 1, {1, 6}, {1, 5, 6, 7, 10, 14, 18} )

good(  )

bad(   )

good(  )

bad(   )

( 4, {0, 1, 2, 4, 6, 8}, {4} )

good(  )

bad(   )

good(  )good(  )

bad(   )

( 8, {0, 1, 2, 4, 6, 8}, {8, 12, 16} )

good(  )

bad(   )

( 8, {1, 6, 4, 8}, {8, 12, 16} )

v

v

v

vv

vv

v

v

v

v v

v

v

v

v

v

v

v

v

Figure 5: Worlds that occur along the path to v = (11; f3; 7; 11; 12g; f9; 11; 13; 15; 17g) before communication
(above line) and after communication (below line).

(a) if w00

i = wi,w
00

i  � wcom
i [ fq j 9 u 2

(� n�i;o)
�; 9 y2wcom

i and �G(u; y) = qg;

(b) else w00

i  � w00

i n fx 2 QG j for all
y 2 wcom

i ; @u2�� where �G(u; y) = xg

The top of �gure 5 contains the possible worlds
that occur along legal sequence t�. The bottom of
the same �gure shows the e�ect that receiving com-
munication from agent 2 has on the local states of
agent 1. At the point at which the agents in this
example pool information, agent 1 knows that the
system is either at state 1 or state 6. This corre-
sponds to agent 2 having seen a2. If agent 2 had seen
a2b2 and communicated that information to agent 1,
then agent 1 would have known the system was at
state 4. It is possible that after receiving commu-
nication from agent 2 subsequent system behavior
consists of events that are unobservable to agent 1.
So even though there is a point in the system evo-
lution where agent 1 is \certain" that the system is
either at state 1 or state 6, our de�nition of a local
view still takes into account the occurrence of unob-
servable events. Thus when using Procedure 1 with
wcom
1

= f1; 6g and worlds (4; f0; 1; 2; 4; 6; 8g; f4g)
and (8; f0; 1; 2; 4; 6; 8g; f8; 12; 16g), the updated lo-
cal view for both these worlds is f1; 6; 4; 8g. Note
that in a Kripke structure, if a local state for agent
i contains n elements then there would be n worlds
with such a local state for agent i. This is the case
in the Kripke structure of �gure 1(ii) where the local
state for agent 2 being f2; 3; 4g corresponded to three
worlds being joined by edges labeled with a \2". Yet
when the complete Kripke structure for the plant in
�gure 3 is updated according to Procedure 1, only
two possible worlds with the local state of f1; 6; 4; 8g
are indistinguishable to agent 1.

An interesting aspect of the updated local views
for agent 1 in �gure 5 is that when the \successor"
states of communication state w are updated using
Procedure 1, distributed knowledge of :bad(v0) does
in fact hold at all the updated versions of these \suc-
cessor" states. We know from [6] that communica-

tion at w does give agent 1 knowledge to make the
correct control decision. We are currently examining
combining Theorem 1|as presented here|with the
notion that distributed observability could persist as
the system evolves. This could allow us to avoid
the splitting activity noted in �gure 2 and identify a
range of possible worlds where communication from
an agent will still lead to a control solution.
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