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Abstract

We consider the problem of locating an intruder
in an IP domain using dynamic IPSec security associa-
tions as proposed in the DECIDUOUS project. We for-
mulate this problem as a Markov decision process that
evolves on the set of subtrees of a shortest path routing
tree. For small domains, an optimal stationary policy
can be determined by dynamic programming. For large
domains, the use of neurodynamic programming as well
as heuristic policies are examined. Our results indicate
that under certain assumptions, a one-feature heuristic
policy provides good performance.

1 Introduction

In 1991, the Computer Science and Telecommu-
nications Board released a study that began with the
following statement:

We are at risk. Increasingly, America
depends on computers. They control power
delivery, communications, aviation, and fi-
nancial services. They are used to store
vital information, from medical records to
business plans to criminal records. Al-
though we trust them, they are vulnerable—
to the effects of poor design and insufficient
quality control, to accident, and perhaps
most alarmingly, to deliberate attack. The
modern thief can steal more with a com-
puter than with a gun. Tomorrow’s terror-
ist may be able to do more damage with a
keyboard than with a bomb.

Nearly a decade later, the National Research Council
report on Trust in Cyberspace notes that
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Evidence abounds that the Internet and
the public telephone networks not only are
vulnerable to attacks but also are being pen-
etrated with some frequency. In addition,
hackers seeking the challenge and insiders
seeking personal gain or revenge have been
successful in attacking business and critical
infrastructure computing systems.

The NRC report goes on to state:

The Defense Information Systems Agency
(DISA) estimates that DOD may have ex-
perienced as many as 250,000 attacks on its
computer systems in a recent year and that
the number of such attacks may be doubling
each year. ..Similarly troubling statis-
tics about private-sector computer break-
ins have been reported,

2 Intrusion and Misuse Location

In recent years, there has been considerable progress in
developing systems for the detection of network intru-
sion and misuse. Most approaches use signature match-
ing to detect known attacks and statistical anomaly
detection for novel attacks. Among many others, ex-
amples include the IDES, NIDES, and EMERALD sys-
tems from Stanford Research Institute (SRI) [1] [6]; the
GrIDS system from UC Davis [10] which constructs ac-
tivity graphs of network operations to look for traffic
patterns indicative of coordinated attacks on a network;
the JiNao system from North Carolina State University
and MCNC [7] which uses statistical anomaly detection
and signature matching to detect attacks on routing in-
frastructure.

In contrast to the large amount of work on intru-



sion/misuse detection, there has been much less re-
search reported on the crucial related problem of lo-
cating the source(s) of an attack once it is detected.
(One such project is IDIP [8].) Because of IP spoofing,
the source address in an attack packet cannot be re-
lied upon to disclose the true source of the attack. IP
spoofing refers to a variety of techniques used to falsify
source IP addresses. This may be done simply to hide
the identity of the sender or may be done to obtain
unauthorized access privileges. In his comprehensive
analysis of the data compiled by CERT, Howard notes
4]

Mail spam is the most common form of
denial-of-service attack.... One way this is
accomplished is by sending repeated mes-
sages to a mail server with the intent of ex-
ceeding the capacity of the system. Attack-
ers will often use mail spoofing to falsify the
‘from’ address when sending mail spam.

Currently, the victim of an attack must rely on tools
that were not intended for attack source identification.
These include traceroute and finger which were devel-
oped for other purposes and are at best minimally suit-
able for tracing an attack source [3].

Recently, researchers from North Carolina State Uni-
versity and MCNC have proposed DECIDUOUS, a
security management framework for identifying the
sources of network-based intrusions [3]. DECIDUOUS
is constructed on top of IETF’s IPSEC/ISAKMP in-
frastructure. For attack source identification in a sin-
gle administrative domain, it has the advantage of not
requiring any new network protocols.

The key idea underlying DECIDUOUS is that of dy-
namic security associations. IPSEC is an extension of
the Internet Protocol to include features for authenti-
cation and/or confidentiality. The primary mechanism
by which these features are obtained is the security as-
sociation (SA). A security association is a one-way re-
lationship between a pair of nodes (hosts or routers)
A (viewed as sender) and B (viewed as receiver) estab-
lished to permit security services to be provided to the
traffic traveling from A to B. (See, e.g., [9].) Note that
the SA applies to all traffic going from A to B; it ap-
plies both to traffic destined for B that originates at A
as well as to traffic that originates at an upstream node
and is forwarded by A on its way to B. Also, nodes A
and B need not be immediate neighbors.

Only the authentication function of IPSEC is relevant
to our discussion. The authentication function provides
for data integrity and source identification. In particu-
lar, since the source and destination addresses are pro-
tected, IP address spoofing is prevented. Authentica-
tion is based on the utilization of a message authenti-

cation code (MAC). In turn, this requires the two par-
ties to the SA to share a secret key. Internet Security
Association and Key Management Protocol (ISAKMP)
is used for key management. ISAKMP typically uses a
key exchange algorithm such as Oakley that is based on
the Diffie-Hellman algorithm. Diffie-Hellman is compu-
tationally intensive since it requires modular exponen-
tiation.

Obviously one way to prevent spoofing and ensure iden-
tifiability of attack sources is to establish SAs between
every pair of nodes that might ever need to commu-
nicate. However, this would be too expensive from a
computational viewpoint. IPSEC processing overhead
would occur even when there are no attacks. Static SAs
between a limited collection of pairs of communicating
nodes would not guarantee attacker identification, es-
pecially with the increasing sophistication of attackers
who share vast databases of network vulnerability in-
formation [5]. The solution proposed by DECIDUOUS
is to construct a security management module that dy-
namically decides when and where to establish IPSEC
SAs.

For dynamic SAs to be effective at locating intruders,
it is critical to have an efficient, if not optimal, decision
algorithm to determine when and where to establish
SAs. We will show that this problem can be formulated
as a Markov decision process (MDP). This opens up
the possibility of using techniques for the solution (and
approximate solution) of MDPs to solve the sequential
decision problem of SA placement. In fact, the problem
is an example of an important class of MDPs that we
refer to as hierarchical diagnosis problems; see section
2.1 below.

2.1 The Hierarchical Diagnosis Problem

We define the general hierarchical diagnosis problem as
follows: Let S be the collection of all components of a
given system. For component i, let X; be the indica-
tor function for the component being faulty. For each
subset A C S, it is “possible” to perform a test to de-
termine if A contains a faulty component. The cost of
such a test is represented by a random variable C'4. In
reality, the structure of the system and the properties
of available diagnostic tools will make testing impos-
sible for certain subsets A. This can be modeled by
setting C'4 = oo. Finally, a joint distribution for the
random variables {X;} is given. In the special cases of
mutually exclusive or independent faults, it suffices to
specify the probability p; that component i is faulty for
each i. Given this model, the problem is to determine
the optimal order of subsets to be tested to locate the
faulty component(s).

In the standard sequential diagnosis problem, only in-



dividual components may be tested. This corresponds
to the special case of the hierarchical diagnosis problem
in which C'4 = oo whenever |A| > 1.

We focus on the important special case of the hierar-
chical diagnosis problem in which the subsets that may
be tested are constrained by a directed tree. A directed
spanning tree for S is given. For each i € S, let A;
denote the subset consisting of i together with all its
descendents. Only the subsets 4; may be tested; i.e.,
the testing cost for every other subset is infinite. Thus,
there is a test associated with each each node of the
tree. A test corresponding to a node i will be positive
if node 7 or any of its descendents are faulty.

We restrict our attention to the case where there is
exactly one faulty component. In the literature, this
is referred to as the mutually exclusive fault (MEF)
problem. Suppose that there is a probability p; that
component i is faulty. For a subset A; of S, let
p(4;) = ZjeAi pj. If subset A; is tested, the result will
be positive with probability p(A4;) and negative with
probability 1 — p(A4;). If the result is positive, the fault
is isolated to the subtree consisting of the nodes in A;;
if negative, it is isolated to the subtree consisting of the
nodes in S — A;.

More generally, suppose that a sequence of tests has
been performed that has isolated the fault to a subtree
S’ of the initial tree S. If the subset A; is tested, the
fault will be isolated to either 4, NS or S' — A4; NS’
depending on whether the result is positive or negative,
respectively. The probability of the former is p(A; N
S")/p(S"), while the probability of the latter is 1—p(A;N
S")/p(S"). Thus, we have a Markov decision process
in which the state space consists of all subtrees of the
initial tree S. There is an admissible action in state
S’ for each node i € S’. If action i is taken, there
are two possible successor states, namely 4; NS’ and
S'— A; NS’ The cost of taking action 7 in state S’ is
C4,. The MDP is a stochastic shortest path problem in
which the terminal states consist of those subtrees S’
that have |S’| = 1-i.e., single-node subtrees.

3 Intruder Location as an MDP

We now show that the problem of using dynamic secu-
rity associations to locate intruders/misusers in an IP-
based network can be formulated as a tree-hierarchical
diagnosis problem. Hence optimal policies for estab-
lishing dynamic SAs can be obtained by using tech-
niques available for solving the type of MDPs intro-
duced above.

As in the DECIDUOUS project [3], we assume that an

intrusion detection system is in place that can detect
attack packets that arrive at a host or router. We make
the assumption that shortest path routing is used; e.g.,
consider an autonomous system using OSPF in the In-
ternet. This means that there is a spanning tree rooted
at j that is used to route all packets with final destina-
tion j. When a packet destined for j reaches an inter-
mediate node %, ¢ forwards it to its parent node in the
spanning tree. Suppose that a security association is
established between ¢ and j. If an attack packet is then
received at j, it can be determined whether this packet
was forwarded by i. If the answer is positive, then the
attack source is localized to the subtree A; consisting
of 7 together with all of its descendents. (See Figure 1.)
If the answer is negative, then the attack source is lo-

A

Figure 1: SA with node 7 isolates attacker to subtree A;
or S — Al

calized to the subtree consisting of all nodes other than
i and its descendents. (This assumes a single source
attack.) Consequently, the problem of determining the
optimal sequence of SAs is equivalent to the hierarchical
diagnosis problem described above and corresponds to
an MDP. Note that if the attacker is not continuously
sending attack packets, then each time we establish a
new SA we will need to wait a random length of time
until the next attack packet is received.

In general, the optimal stationary policy for the
stochastic shortest path problem for the tree-
hierarchical MEF diagnosis problem will depend on the
topological structure of the tree, the fault probabilities
pi, and the single-stage cost function C; := Cy4,. For
the remainder of this paper, we consider the special
case where the probabilities and the single-stage cost
function are constant. In other words, we assume that
all nodes are equally likely as the attack source and the
establishment of each security association incurs a cost
which is independent of the node, and hence is taken to
be equal to 1. Under these assumptions it is clear that
the policy is determined by the graph topology.

As is pointed out in [3], the choice of policy is obvi-
ous in the case of a linear topology. In this case, an



optimal policy (which is also worst-case optimal) cor-
responds to choosing the security association with a
middle node—i.e., such that the difference in the num-
ber of nodes in the two successor subtrees is at most
one. In this case, the number of SAs required to lo-
cate the attacker is deterministic and is a logarithmic
function of the number of nodes. At the opposite end
of the spectrum is the case where all nodes are directly
connected to the victim node. In this case, each sub-
set A; consists of a single node and the optimal cost
depends linearly on the number of nodes. However, in
the case of general topology, the solution is not at all
obvious. Furthermore, exact solution by dynamic pro-
gramming becomes impractical for more than about 25
nodes. Consequently, it is natural to consider the use
of one of the variants of neurodynamic programming [2]
[11].

3.1 Solution Methodology

We explored four methods for computing or ap-
proximating the value function and obtaining optimal,
or near-optimal, policies:

Exact solution by dynamic programming

e Linear feature-based approximations of DP tables

Neurodynamic programming using linear approx-
imation architecture

e Heuristic policy with one feature

The first method considered was dynamic programming.
The dynamic programming starts with the single tree
containing one node, on which the value function takes
value 0. From this, it follows that the value of the single
tree containing two nodes is 1. Next one computes the
value of the two distinct trees with three nodes. This
approach can be applied to compute the value of all
trees with at most a given number of nodes. Alterna-
tively, if an initial tree of interest is given, the dynamic
programming can be restricted to all distinct subtrees
of the initial tree.

DP is computationally intensive since the number of
subtrees (and hence states) grows exponentially with
the number of nodes in the initial tree—i.e., the num-
ber of routers in the domain. In addition, storing the
optimal policy may require a very large lookup table.
To address the storage/lookup issue, we considered 9-
feature approximations of DP tables. The features are:
number of nodes N, average number of children per
node, number of leaf nodes, average path length, the
base 2 logarithms of the preceding four features, and
Nlog,(N).

We considered approximations for the optimal value
function that were of the form of a linear combination

of the nine feature functions. The nine coefficient val-
ues were determined by minimizing a weighted mean
square error between the approximation and the true
optimal value function obtained by dynamic program-
ming. It must be kept in mind that the ultimate goal is
to obtain a good approximation for the optimal policy,
not merely to obtain a good approximation for the op-
timal value function. In achieving this goal, the values
of the approximate value function on some states are
more important than the values on other states. We
were guided by the philosophy that the more often a
state (subgraph) arises in the calculation of the exact
value function by DP, the more important it is to have
an accurate approximation of the optimal value func-
tion at this state. Consequently, in the mean square
criterion, we used a weight factor for each state that
was proportional to the frequency with which the state
occurred in the DP computation. This was done as
follows. We created a counter for each subgraph and
incremented it by 1 when that subgraph was used di-
rectly in the DP process to compute the value function
for a larger graph—i.e., the subgraph is one of the two
successor states when the optimal action is chosen for
the larger graph. If the optimal action is not unique,
one of the optimal actions (and hence a pair of succes-
sor states) was chosen randomly. After using DP to
compute the exact value function for all graphs with
at most N nodes, the approximation was obtained by
weighted least squares with weights proportional to the
counter values. There are certainly other methods of
choosing the weights; the method we have followed is
not necessarily the best.

Linear feature-based approximation of the exact value
function as described above requires computation of the
exact value function prior to the approximation. Thus,
it does not overcome the exponential growth of the com-
putation time as a function of the number of nodes. To
deal with this issue, we considered using neurodynamic
programming [2, 11]. The particular algorithm used in
our experiments employed a linear approximation ar-
chitecture with nine non-binary features for the wvalue
function together with gradient-descent TD(1) learn-
ing. Actions were chosen using a policy that was e-
greedy with respect to the current approximate value
function. It should be noted that we approximated
the value function directly instead of approximating
the action-value function as is typically done in neu-
rodynamic programming. This was possible since there
is a complete model of the transition probabilities for
the controlled Markov chain. We used the same nine
features used previously for the direct approximation
of the optimal value function. The learning algorithm
generated values for the nine corresponding coefficients.

We now describe the algorithm more precisely. The
only uncertainty in the state transitions is due to the
location of the attacker. Consequently, instead of us-



ing a random number generator to simulate the uncer-
tainty in the state transitions, we were able to simplify
the simulation by rotating the (fixed) position of the
attacker at each new trial and using the corresponding
deterministic state transition function.

Consider the algorithm when the simulation state is
given by the tree s. Let 6§ = (61,...,09) be the cur-
rent parameter vector. Then the current value function
approximation is given by

Va(s) = Z Bidi(s),

where ¢;(s) is the value of the i*h feature of the state
(tree) s. Let a be an admissible action in s—i.e., a node
of s selected for an SA. Let s; and s> denote the two
possible successor states (subtrees) of s resulting from
the action a. Then the corresponding action-value func-
tion approximation is given by

Qufs.0) =1+ V(o) + L2V ),
since the single-stage cost is assumed to be 1 and the
probability that the next state is s; is proportional to
the number of nodes in that subtree since it is assumed
that the location distribution of the attacker is a uni-
form distribution. Thus,
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Consequently, this can be viewed as a linear approx-
imation architecture for the action-value function in
which the i*" action-value feature of the state s is
%qﬁi(sl) + %q&i(@). Since the action is chosen ac-
cording to an e-greedy policy with respect to the current
value function approximation, with probability 1 — € a
is chosen to be an action that minimizes Qy(s,a), and
with probability € is chosen randomly (with equal prob-
abilities) from the admissible actions in state s.

The next state s’ is uniquely determined from (s, a) by
the location of the attacker fixed at the start of the
simulation run. The general gradient descent update
for action-value approximation is given by [11, p. 211]

0" =0+ afv — Qo(s,a)]VeQa(s,a),

where « is the learning rate parameter and v is the
‘target output’. The form of the target output is de-
termined by the type of learning algorithm employed.
We used v = 1 + Vj(s') which corresponds to T'D(1)
learning. Note that

VoQo(s,a) = 2l g(sy) 1 1221

where ¢ = (¢1,..., o).

The final approach we considered was a heuristic pol-
icy based on a single feature. In each state, the action
(node) is chosen that minimizes the absolute value of
the difference between the number of nodes in the two
possible successor states (subgraphs). We explored sev-
eral methods for breaking ties by maximizing or mini-
mizing a variety of other features.

3.2 Results

In the experiments, random trees were generated
by starting with a single root node and recursively
adding one node to a random node in the existing tree
until a tree with the desired number of nodes was ob-
tained. For trees of up to about 25 nodes, we were
able to use DP to compute the exact value function;
hence, we were able to construct the 9-feature direct
approximations as well. In general, we found that
the single-feature heuristic policy was slightly worse
than the exact optimal value function, but typically
as good as the 9-feature direct approximation and sig-
nificantly better than the 9-feature approximation ob-
tained by neurodynamic programming. Furthermore,
the tiebreak method used in the single-feature heuristic
policy made little difference. Thus, it is sufficient to
randomly choose a node from those involved in a tie.

For more than 25 nodes, it may not be feasible to com-
pute the exact value function. Although we do not have
the optimal value functions to use for comparison, we
can compare the value function of a given policy with
the logarithmic bound-i.e., no policy is expected to iso-
late the attacker in less than log, N steps, where N is
the number of nodes. Using the single-feature heuristic
policy (with random tiebreak), we created a dozen ran-
dom 200-node trees and ran 200 simulations on each,
one for each attacker location. By averaging the time-
to-isolate over the 200 simulations, we were able to ex-
actly compute the value function for the heuristic pol-
icy on each of the 12 initial trees. The values obtained
ranged from 7.860 to 7.975. Since log,(200) = 7.64,
the heuristic policy performs reasonably close to the
log bound and hence close to optimal.

Given its computational simplicity, the single-feature
heuristic policy seems to be adequate for the special
case of the intruder location problem on which we have
focused—i.e., the problem with a single attack source,
a uniform location probability distribution for the at-
tacker, and a single-stage cost for setting up a secu-
rity association that is independent of node location. If
these assumptions are relaxed, we expect more complex
policies to be required. This is the subject of current
investigation.
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