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Abstract
A modular approach for designing observers and

diagnosers for detecting faults in large distributed

systems is presented. In particular, the model is

based on a discrete-event system framework. The

model assumes that the system is composed of dis-

tributed components that interact with each other

via sets of common resources. Modularity can be

achieved by imposing a total ordering on access to the

common resources. Further, a component's own ac-

cess to a common resource is an observable event. It

is then possible to partition component behavior such

that an observer of a component's behavior need not

be aware of all the behavior of other components that

use the same resources. Procedures for the design

of such observers and the subsequent construction of

diagnosers are given.

1. Introduction
Diagnosis of the breakdown of large distributed

systems is often made more complex by the need to
construct a global model of system behavior. This
becomes especially problematic for those systems
that also exhibit dynamic behavior in the form of
the addition or removal of system components. We
are interested in the diagnosis of distributed systems
where some components interact or cooperate. More-
over, the addition of new components or the removal
of components should have a minimal e�ect on ex-
isting diagnosers.

Our interest in constructing diagnosers for this
class of systems is motivated by a speci�c network
management application, initially presented in [4].
In this particular network, alarms are emitted when
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a fault occurs in the system. A distributed agent sees
sequences of alarms (not the faults) and in the event
that one alarm corresponds to the occurrence of sev-
eral di�erent faults, the agent must determine which
fault or faults could have taken place. The results
of [4] considered the construction of a centralized di-
agnoser. In this paper, we are concerned with the
construction of modular diagnosers for our network
management problem.

One aspect of our system is the presence of
shared resources. Shared resources in discrete-event
systems was considered in [6]. Di�erent components
of the system interact with each other by accessing
such resources. We can express a component's overall
behavior in terms of its own behavior and its interac-
tions with other components. It is this separation of
behavior that allows us to take advantage of a modu-
lar modeling approach and avoid the reconstruction
of a global state. In addition, we assume that there
are no system-wide faults to diagnose.

Another characteristic of the system is its dy-
namic nature. That is, components can be added to
and removed from the network. When a new compo-
nent is introduced to the system, the local diagnosers
for those components that do not interact with the
new component should be e�ectively oblivious to the
change in the system. Thus we seek a strategy for
producing a local diagnoser for each component that
can be constructed without taking into considera-
tion the behavior of the entire system. We want the
collection of modular diagnosers to detect the same
faults as a centralized diagnoser.

In the network application under consideration
here, we initially assume that alarms are not lost.
That is, when a fault occurs a corresponding alarm
is emitted and detected. Although the diagnosers
observe all the alarms, there is still uncertainty in
the observations. Since an alarm can correspond to
the occurrence of more than one fault, it may not



be clear which fault has given rise to the observed
alarm.

We use a discrete-event system approach to di-
agnose the faults in a telecommunication system.
Notably, we do not take timing information of the
alarms into account when producing a diagnosis. Di-
agnosis of untimed discrete-event systems include
[3, 7, 9]. In addition, communicating �nite-state ma-
chines (e.g., [1]) have been used to construct modular
diagnosers for large systems.

2. Background
In this paper, we adopt the control-theoretic

framework of [8] to examine the diagnosis of dis-
tributed systems. This formalism views the discrete-
event system as a generator of a formal language.
Refer to [2] for an introduction to the area of discrete-
event control theory.

The system we are interested in diagnosing is
composed of a set of n components. Each component
i (for i = 1; : : : ; n) is formally modeled as a (possibly)
non-deterministic automaton Ci = (Xi;�i; �i; xi;0);
where Xi is the set of states; �i is the set of events;
�i is the transition function, a partial function �i :
�i �Xi ! 2Xi ; and xi;0 is the initial state.

As the system evolves, it produces sequences
of events. It may be the case that an observer of
Ci no longer uniquely distinguishes every event in
�i, but instead observes events in some set �i;o �
�i. For purposes of this paper, we describe an ob-
server's view of the system using a mask function
Mi : ��

i ! ��

i;o. This function e�ectively either
replaces or erases those elements � from a sequence
s that are not found in the set of observable events
�i;o. In particular, Mi(�) represents an observer's
view of the event � where Mi(�) = �; if � 2 �i;o, or
Mi(�) 2 �i;o [ f"g if � 62 �i;o, where " is the empty
string.

When an observer of a system Ci no longer
uniquely distinguishes certain events in �i, we can
build an observer automaton, denoted by Obs(Ci)
to capture this partial view of Ci. That is, when
an observer cannot determine exactly to which state
of Ci a particular sequence of events leads, it esti-
mates the current state of the the system based on
its current observation. For instance, suppose that
an observer of some Ci cannot distinguish event b
from event d nor event c from g and it observes a
sequence of events abc. If the observer considers it
possibe that either sequence adc (leading to state 4
in Ci) or abg (leading to state 6 in Ci) has really
occurred, then its state estimate after observing abc
is the set f4; 6g.

A diagnoser for Ci, denoted Diag(Ci), is con-
structed from its observer Obs(Ci). The state space
of Diag(Ci) contains additional information about
the occurrence of failures in the system [9]. If a state
of the diagnoser is appended with a label Y , this
is interpreted as \there is a path to this state along
which a failure event has occurred" while a label ofN
corresponds to \normal" system behaviour (i.e., no
fault has occurred along a path to this state). Note
that while the label set in [9] is expanded from the
set fY;Ngto include references to failure classes, for
our purposes we will restrict ourselves to the simpler
label set.

3. Modular decomposition for a

distributed system
Our interest in diagnosing distributed systems

arises from an application analyzing faults in a
telecommunication network. In particular, we must
produce a diagnosis of faults that occur across a dis-
tributed architecture. The distributed system is de-
scribed in terms of components where some com-
ponents may share resources (e.g., equipment) and
where components may be added to or removed from
the network.

The behavior of component i (for i 2 f1; : : : ; ng)
is modeled as an automaton Ci where faults occur
at states and alarms are represented as transitions
out of faulty states. The event set �i of component
i is partitioned into two disjoint sets: those events
that are involved in the access of a common resource,
denoted by �i;g , and those that are not, denoted
by �i;`. Events in �i;g are called global events and
events in �i;` are called local events. Some events
in �i denote alarms which arise from the occurrence
of a fault. There is a set of faulty states Xi;f �
Xi. We further assume that a components do not
observe each other's behavior (i.e., �i \ �j = ; for
i; j 2 f1; : : : ; ng and i 6= j).

In the general case, components may interact
with many other components. This behavior is mod-
eled by an \interaction" automaton that describes
the interaction between k components, where 0 �
k � n. The event set of an interaction automaton
for k components is the union of the k global event
sets. The overall behavior of component i is then
the parallel composition of Ci and all interaction au-
tomata in which component i collaborates. Here we
consider the case when k = 2.

Formally, when k = 2, the interaction automa-
ton for two components i and j is given by Cij =
(Xij ;�i;g [ �j;g; �ij ; xo;ij), where i; j 2 f1; : : : ; ng
and i 6= j, and Xij;f � Xij is the set of faulty states
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Figure 1: Two components of a distributed system.

involved in accessing the common resources. We as-
sume that we are given this automaton and note that
Cij imposes a total order on i and j's access to the
common resources. For the remainder of this paper,
we will assume that n = 2.

It is the separation of behavior into local and
global events coupled with the assumption that a
component does not observe events in any other com-
ponent's event set that allows us to design modular
diagnosers. A modular diagnoser for component i

needs to detect faults arising from local alarms (i.e.,
an event in Ei;`), faults arising from global alarms
(i.e., an event in Ei;g). A strategy is presented in [5]
for reconstructing the causality of alarms that arise
from several components accessing a set of common
resources. This is necessary when di�erent patterns
of the same alarms indicate the occurrence of di�er-
ent faults.

3.1. Modular observers
We want to design observers of the behavior of

each component and its interactions with other com-
ponents. Using the observers, we can subsequently
construct diagnosers. An observer of the behavior
of a component is aware of the events correspond-
ing to alarms but does not see the fault occur. It
could be the case that two di�erent faults give rise
to the same alarm or that more than one alarm is as-
sociated with a given fault (and an observer cannot
distinguish between these alarms). We assume that
observers of the components have a partial view in
the sense described above of sequences of events that
characterize the overall behavior of a component.

Consider the two components C1 and C2 in �g-
ure 1. All the events in component C1 are global
while component C2 has both global and local events.
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(2, {C,E,F})

Figure 3: Obs(C1) for the components in �gures 1
and 2.

The interaction between C1 and C2 is shown in �g-
ure 2. We assume that the interaction between C1

and C2 is identical to the interaction between C2 and
C1 and therefore C12 = C21. The behavior of the en-
tire system is described by the parallel composition
of C1, C12 and C2. We will construct an observer for
component 1's overall behavior C1jjC12 and an ob-
server for component 2's overall behaviour C12jjC2.
Note that we invert the order of composition for com-
ponent 2. This will make it easier to compare the
collection of modular diagnosers to the performance
of a centralized diagnoser for C1jjC12jjC2.

An observer of component i sees all global and
local transitions associated with CijjCij , for any com-
ponent j that shares resources with component i. An
observer i does not see the global and local transi-
tions of other components. Additionally, we assume
that no alarms are lost. Thus the ambiguity of an ob-
server i is derived from either the global transitions
of another component j that occur in Cij or from the
inability of an observer to uniquely distinguish some
its own local and global transitions (as described by
the mask function Mi).

An observer of the behavior of CijjCij is an
automaton we Obs(Ci). Formally, Obs(Ci) =
(Q;�i;o; �obsi; q0). Note that although the event set
of Cij includes the global events of component j,
these events are unobservable to component i and
thus the observer is constructed purely from observa-
tions of events in �i;o. Since we assume that mutual
exclusion is satis�ed, prior to generating observers,
component i does not need to be aware of the ex-
act local state that component j is in. The observer
does, though, keep track of the possible states in Cij .
Therefore, a state in Obs(Ci) has the form (x; q),
where x 2 Xi and q 2 Q. Observers for C1jjC12 and
C12jjC2 are shown in �gures 3 and 4, respectively.
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Figure 2: The interaction between the two components in �gure 1.
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Figure 4: Obs(C2) for the components in �gures 1
and 2.

3.2. Constructing modular diagnosers
We depart from some of the speci�cs of the for-

mulation of the diagnosers introduced in [9]. We in-
corporate the idea that diagnosers are constructed
from observers by augmenting states with labels that
indicate whether or not a failure has occurred. In this
paper, we are not so much interested in the exact 
a-
vor of the failure as much as we want to know if the
system has passed through a faulty state.

We indicate the possibility of the system having
passed through a faulty state at state by appending
a \Y" after a state estimate if a fault in component i
has occurred and \N" after a state estimate if a fault
has not occurred [2].

A diagnoser for CijjCij , denoted Diag(Ci), is an
automaton that is constructed from Obs(Ci). For-
mally, Diag(Ci) = (Di;�i;o; �diagi; d0). Recall that
a state in Obs(Ci) has the form f(x; x0; ) j x 2
Xi and x0 2 Xijg. A state in the corresponding diag-
noser augments these states with labels to indicate
whether or not a given local state x 2 X and/or
global state x0 2 Xij is reachable from a faulty state.

To describe the construction of the states of the di-
agnoser, we adopt the algorithm for constructing di-
agnosers from [2]:
Procedure 1 Constructing Diagnosers

1. Given: CijjCij jjCj .

2. Begin with the initial state of q0 of Obs(Ci).

(a) Attach the label N to all q0 2 q0 that
can be reached from the initial state in
CijjCij jjCj by unobservable sequences in
(� n �i;o)

� such that the sequence does
not pass through a state (a; b; �) where in
a 2 Xi;f and/or b 2 Xij;f and * represents
\any state" in Xj .

(b) Attach the label Y to all q0 2 q0 that can be
reached from the initial state of CijjCij jjCj

by unobservable sequences in (� n �i;o)
�

such that the sequence does pass through
a state (a; b; �) where in a 2 Xi;f and/or
b 2 Xij;f and * represents \any state" in
Xj .

(c) If q0 2 q0 can be reached via a faulty state
and a non-faulty state, create two entries
for inclusion in d0, namely xN and xY .

3. The remaining states of the diagnoser are con-
structed by appending labels to observer states
(following the transition function of Obs(Ci))
and propagating the label Y. That is, any state
z reachable from state xY receives the label Y
to note that a faulty state was reached on some
path to z.

3.3. Composing modular diagnosers
We want to ensure that our modular diagnosers

for C1jjC12 and C2jjC12 produce equivalent informa-
tion to a \centralized" diagnoser for C1jjC12jjC2. By
centralized diagnoser, we mean a diagnoser that is
constructed for the complete behavior of components
1 and 2. We denote the composition of the two local



diagnosers as the automaton Diaggbl. The construc-
tion of Diaggbl is described in the following proce-
dure.
Procedure 2 Composition of local diagnosers

Diag(C1) and Diag(C2)

1. Let DL = fY;Ng be a set of labels for the diag-
noser.

2. The initial state of Diag(C1) is d1;0 and is a set
of states of the form (a L; d L; �), where a 2 Xi,
d 2 Xij and L 2 DL.

3. The initial state of Diag(C2) is d2;0 is a set of
states of the form (�; d0 L; b L), where d0 2 Xij ,
b 2 Xj and L 2 DL.

4. The function merge(`1; `2), is a partial func-
tion merge:D1 � D2 ! (X1 � DL) � (X12 �
DL)� (X2 �DL) and is de�ned as follows:

(a) Let D = fd j (a L; d L; �) 2 `1g and D0 =
fd0 j (�; d0 L; b L) 2 `2g

(b) The output of merge:

merge(`1; `2) :=

8>>>><
>>>>:

f(a L; d̂ L; b L) j

(a L; d̂ L; b L) 2 `1 [ `2

and d̂ 2 D \D0g
if D \D0 6= ;;
unde�ned otherwise.

5. The initial state of Diaggbl is the result of per-
forming the merge function on d1;0 and d2;0.
Subsequent states are constructed by applying
the transition function (de�ned below) to the
initial state.

6. The transition function is de�ned as follows
where � 2 � and merge(`1; `2), where `1 2 D1

and `2 2 D2, is de�ned:

�Diaggbl (merge(`1; `2); �) :=8>>>>>>>>>>>>>>>><
>>>>>>>>>>>>>>>>:

merge(�obs1(`1; �); `2) if � 2 �1;g and
�1(a; �); �12(c; �)
are de�ned;

merge(�obs1(`1; �); `2) if � 2 �1;` and
�1(a; �) is de�ned;

merge(`1; �obs2(`2; �)) if � 2 �2;g and
�12(c

0; �); �2(b; �)
are de�ned;

merge(`1; �obs2(`2; �)) if � 2 �2;` and
�2(b; �) is de�ned;

unde�ned otherwise.

4. Discussion
We were able to formulate modular diagnosers

for our network management system because there
are interactions between the components in the dis-
tributed system. The a priori assignment of this in-
teraction may not be possible to describe in other
application domains. In addition, we have assumed
here that all alarms arising from faults in the sys-
tem are observable, although it is possible that there
is uncertainty surrounding the identity of the alarm.
A necessary extension of the strategy must allow for
the loss of alarms.

Another question to address in future work is
how this strategy for modular diagnosis can be ap-
plied to systems where failure events are unobserv-
able and hence no observable alarms herald the oc-
currence of a fault (e.g., [9, 3]). We conjecture that
as long as the overall behavior of each component
satis�es the standard notions of diagnosability, the
total ordering of access to common resources may be
enough to ensure that the modular diagnosers pro-
duce equivalent diagnoses to a centralized diagnoser.
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