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Abstract: In this paper, problems related to the fault
detection in dynamic systems with unknown inputs are
studied. Instead of designing fault detection systems
from the viewpoint of increasing the system robust-
ness against unknown inputs and the sensitivity to the
faults, an approach is proposed, which allows us to de-
sign fault detection systems based on a trade-off be-
tween the false alarm rate and the missed detection
rate. A further study on the relationships between
the approach proposed and the existing Hz, H., /oo and
H../min optimization approaches demonstrates that
the approach proposed in this paper provides us not
only with a unified solution to the existing approaches
but also with the best solution among these approaches
in view of minimizing the missed detection rate under
a given false alarm rate.

1 Introduction and background

In this contribution, we consider fault detection prob-
lems for linear time-invariant (LTT) dynamic systems
described by

y(s) = Guls)u(s) + Ga(s)d(s) + Gf(s)f(s) (1)

where G (s), G¢(s),Gq(s) are known transfer function
matrices from the input vector u(s) € R, the fault
vector f(s) € R¥ to be detected and from the un-
known input vector d(s) € RXe to the output vector
y(s) € R™. d is unknown but bounded by ||d|j2 < Ag.
To simplify the description, we denote the minimal
state-space realization of G,(s), Ga(s) and Gy(s) with
(A,B,C,D),(A,Eq,C, Fy) and (A,E;,C,Fy) and as-
sume that for all w

rank (Gq(jw)) = rank (Ga(s)) = kq (2)

1.1 A brief review of fault detection methods
A typical FD system consists of a residual generator
and a residual evaluation stage including an evaluation

function and a threshold [2], [7], [8], [10], [11], [12], [15],
[16]. For the purpose of residual generation, we use an
LTT residual generator, which can be expressed in terms
of a general form

r(s) = R(s) (Mu()y(s) — Nu()u())  (3)

where (M, (s), Ny(s)) is a left coprime factorization of
Gu(s),i.e. Gyu(s) = M1 (s)Ny(s) and transfer function
matrix R(s), also called post-filter, is a parameteriza-
tion matrix being arbitrarily selectable in RH... It has
been shown by Ding and Frank [9] that the dynamics
of the residual generator (3) is governed by

r(s) = R(s)(Ga(s)d(s)+Gs(s)f(s)),  (4)
Ga(s) = M'U(S)Gd(s), (_?f(s) = JVIu(s)Gf(s)

In this contribution, the Hy-norm of residual vector r(s)

is used as the residual evaluation function which eval-

uates the energy change in r(s) caused by f(s) or d(s)
and is presented either in the time domain

1/2

Il = ( I rT(t)T(t)dt> (5)

or in the frequency domain
1 [ 1/2
7|2 = <%/ rT(jw)T(jw)dw> (6)

The last step to a successful fault detection is the estab-
lishment of a logic decision unit. In this contribution,
we consider a simple but mostly used logic:

If |Ir[l2 > Jun (threshold) = then fault (7)
If ||r[l2 < Juw (threshold) = then no fault (8)

The main task of designing a fault detection system
consists in the selection of parameter matrix R(s) €



RH., and threshold Jy,. For the first task, a widely
adopted scheme is to solve an optimization problem

HR(S)MU(S)Gd(s)

min

RERH,, HR(S)Mu(S)Gf(S)H

9)

where ||-|| stands for some norm or a function which is
used to measure the "size” of a transfer function matrix
[1], 12], [7], [10]. The basic idea behind (9) is to max-
imize the influence of f(s) on r(s) and simultaneously
to minimize the one of d(s) on r(s). The calculation of
J¢p, often follows the definition

Jin = sup ]2 = [[R(s)Ga(s)llosup|d]l,  (10)
d,f=0 d
Note that if
rank [ Ga(s) Gyg(s) ] > rank (Gq(s)) = ka

then there exists a R,(s) such that

B Gas)

B HRO(S)MM(S)Gd(s)

RERIL. |REMLGas)| | Role)31u()Gals) =0

and thus the threshold can be set to be zero. This is
the so-called full decoupling from d(s) [2], [7].

1.2 Problem formulation

Without doubt, the control engineering community has
made a decisive contribution to the establishment of the
model based FDI theory and technology. It is therefore
a logic result that many model based FDI problems are
handled in the context of control theory. So are the
concepts robustness and sensitivity. What is the real
idea behind these two concepts? They are indeed the
”translation” of two essential requirements on a fault
diagnosis system: false alarm rate and missed detection
rate. False alarms are caused by d(s), and to reduce
them threshold is introduced, which leads in turn to
missed detection. In fact, the real and most difficult
task of designing a fault detection system is to find out
a suitable trade-off between the false alarm rate and
the missed detection rate.

It is evident that setting Jy, according to (10) prevents
false alarms. Thus, choosing R(s) by solving optimiza-
tion problem (9) is indeed an indirect optimization of
the missed detection rate on the assumption that the
false alarm rate is zero. This way of handling FD de-
sign problem seems elegant but has two practical prob-
lems: (i) The nice performance that the false alarm
rate equals zero is achieved at the cost of missed de-
tection rate. This problem may become more serious if
the probability that ||d||, reaches its maximum is very
small; (ii) Choosing R(s) by solving optimization prob-
lem (9) does not ensure a minimization of the missed

detection rate. The main objective of this paper is to
develop a new approach to the design of fault detec-
tion systems from the viewpoint of achieving a suitable
trade-off between the false alarm rate and missed detec-
tion rate. Motivated by the above discussion, we shall
try to solve the following problems: (i) Establishment
of a trade-off relationship between the false alarm rate
and the missed detection rate; (ii) Direct design of R(s)
to minimize the missed detection rate for a given false
alarm rate.

2 A new design approach

2.1 Formulation of design problem
To begin with, we introduce §4 < supy ||d||, = A4 and
define the threshold as follows

Jw=_sup |2 (11)
], <84, =0

It then turns out Jy, = || R(s)Ga(s)l|ec64. Since for any
d(s), Agq > ||d||; > 64 we may have ||R(s)Ga(s)d(s)[]2 >
|R(s)G4(3)|lccOa, which leads to, in fault-free case,

Irll2 = [[R(s)Ga(s)d(s) |2 > Jen

and hence results in a false alarm. Thus, the false alarm
rate may be nonzero and its value depends on the prob-
ability that [|d||, > 6q.

Recall that following detection logic (7)-(8) a fault f(s)
can be detected if and only if |72 > Ju. As a re-
sult, we claim that for a given d(s) a fault f(s) can be
detected if and only if

IR(s)(Ga(s)d(s) + Gy (s)f(s))ll2 > [|R(5)Ga(s)llsoba
(12)

We now introduce two sets: (i) the set of detectable
faults Qg j,, (d)

Qr,g (@) ={f | Ir(s)ll2 > Jen} (13)

and (ii) the set of undetectable faults Qg ; (d)

g, (@) = {F [ Ir(s)]l < Jn} (14)

Since the missed detection rate is proportional to the
number of undetectable faults, minimizing the missed
detection rate under a given false alarm rate is equiva-
lent to minimize the dimension of set Qﬁ, 7., Note that

Q=A{f|f#0}=Qg, (d) UQg,,(d)
we further have

max dimQg j,, (d)

min 1m R,Jm( ) R(s)€ERHeo

R(s)cRHoo



Following this, we formulate the problem of designing
fault detection systems as finding R(s) € RH,, such
that for all d the dimension of the set of detectable
faults reaches maximum, i.e.

Yd dim d 15
) g, dim R,J,;, (d) (15)

2.2 A solution

We now outline the basic idea and present an approach
to the solution of optimization problem (15). To this
end, we first assume that rank (Gy(s)) = kg = m, i.e.
a full decoupling from the unknown inputs is impossi-
ble, and consider condition (12). We begin with the
so-called co-inner-outer factorization (CIOF) of trans-
fer function matrix G4(s), Ga(s) = Gao(s)Gai(s), where
G 4:(s) is the co-inner of matrix of Gy4(s) and Gy, (s) is
the co-inner and RH.-left-invertible. Setting R(s) =
Q(s)Gy) (s) yields

lr(s)ll2 = Jen = ~[1Q(5)Gai(s) | cobat
1Q(5)G, ()G (5)f () + Q(s)Gai(s)d(s)] |2

where Q(s) € RH stands for an arbitrarily selectable
matrix of an appropriate dimension. Note that

1R(5)Gas(3)lloo = | (Q5)Gas(3)) lloo = 1Q(5) oo
1Q(5)G3, ()G 1 (s) f(5) + Q(s)Gai(s)d(s) 2
< Q) eollGZy ()G (5) £ (5) + Gai(s)d(s)]|2

It turns out: for all Q(s) € RHy,

Ir()le —Jun < (16)
Q) (1G22 ()G () £(3) + Gale)d(s)]12 — b0)

Inequality (16) shows that condition
IG 2, ()G (5)f(s) + Gai(s)d(s)ll2 = 64> 0 (17)

is a necessary condition under which fault f(s) becomes
detectable. Note that (16) is expressed only in terms of
the model parameters Ggo(s), Gai(s), Gy(s) and f(s)
as well as d(s), moreover no assumption on R(s) has
been made by the derivation, thus the following theo-
rem holds.

Theorem 1 Given system (1) and threshold (11), a
fault f(s) can then be detected only if (17) holds.

Following Theorem 1, we know that increasing 64 re-
duces the false alarm rate on the one side and makes de-
tecting f(s) more difficult and thus increases the missed
detection rate on the other side. From this point of
view, we say that (17) expresses a relationship between
the false alarm rate and the missed detection rate and
further, based on it, we are able to make a suitable
trade-off between them.

Note that setting Q(s) = I and therefore R(s) =
G (s) leads to [r(3)]le — Jin = [IG3(5)Gir(5) F(5) +
Gai(s)d(s)||2 — 64. This means that (17) is also a suffi-
cient condition for f(s) to be detectable if R(s) is set
to be G} (s). Using this result we are able to prove the
following theorem.

Theorem 2 R*(s) = G*O1 (8) is the optimal solution of
optimization problem (15).

We would like to emphasize that the optimal solution
R*(s) is independent of d and it ensures that for all
d the dimension of the set of detectable faults reaches
maximum.

2.3 Interpretation and generalization

In this subsection, we discuss the optimal solution de-
rived above and then extend it to a more general case.
We begin with the dynamics of the residual signal. Sub-
stituting the optimal solution R*(s) into (4) yields

r(s) = Gg, ()G () (s) + Gai(s)d(s)
Recall that Gg(s) = Ggo(5)Ggi(s) and so
Ga(jw)Ga(jw) = Gao(jw)Go(jw)

Hence, the frequency domain profile of the ”amplitude”
of G4(jw) is uniquely determined by Gy,(jw). More-
over, for f(s) =0

[rw)ll, = [Gai(jw)d(iw)l, < [ld(jw)l;
and Jth = HGdZ(]w)Hoo (Sd = (Sd

These facts reveal that in the residual signal the
weighting factor for the unknown inputs equals or
is smaller than one and the faults are weighted by

G o (jw) G (jw).

It is very interesting to note that in the directions as
well as at the frequencies where the influence of the un-
known inputs on y — ¢ is strong, the influence of the
faults on the residual signal will be, due to Ggol (jw),
weakly weighted. In against, the influence of the faults
on the residual signal will be more strongly weighted
in directions and at frequencies where the influence of
the unknown inputs on y — ¢ is weak. This observation
not only provides us with an interpretation of the opti-
mal solution but also motivates us to extend the above
result to the case

rank (Gg(s)) = kg <m (18)

i.e. a full decoupling from d is possible. Note that in
this case there exists a RH.-matrix P(s) so that

P(s)Ga(s) = [ Gdg)(s) } € R™ % rank (Gai(s)) = ka



Let Gg1(8) = Ggo1(8)Gas1(8) be a co-inner-co-outer fac-
torization, then we have

[ Gaor(s) O ] P(5)Ga(s) = Gain(s)

With the aid of this result, we are able to prove the
following theorem.

Theorem 3

vd sup

dim QR,J”L (d) = lim dim QR* JJin (d)
R(s)€RHoo =0

with — R*(s) = [ Gc%(s) 36 } P(s), Jun = 64

It is very interesting to notice that

[ O 1/e | P(s)Ga(s) = O
[ O 1/e | P(s)Gy(s)f(s) = 1/efa(s)
This means that a fault f(s), whose influence on r(s)
is different from that of d(s), i.e.

R*(s)Gy(s)f(s) ¢ Im (R"(s)Ga(s))

can be, independent of its size, detected. This fact is
indeed equivalent to a perfect decoupling of r(s) from
d(s), although a threshold different from zero is used.
Hence, the solution given above also provides us with
an alternative solution to the well-known perfect decou-
pling FD problem. Note, however, that the idea behind
our solution is different from the known ones. In fact,
we weight the part of faults, whose influence satisfies

R*(s)Gs(s)f(s) ¢ Im(R*(s)Ga(s)) & (19)
Gr(s)f(s) ¢ Tm(Ga(s))

very strongly by factor 1/e so that this part of faults
can always be detected in spite of the existence of a
threshold larger than zero.

3 Interconnections

In this section, we study the relationships between the
design approach presented in this contribution and the
known ones [7], [8], [10], [12], [15], [16], [19].

3.1 Relationship to perfectly decoupled FD
Under the concept perfectly decoupled fault detection
(PDFD) we understand a residual generation satisfying

r(s) = Q(s) (Gals)d(s) + Gy (s)f(s)) = Q(s)Gr(s) f(s)

It is well-known that the existence condition for a
PDFD is

rank [ Ga(s) Gy(s) | > rank(Ga(s)) =ka  (20)

In case that a PDFD is achievable, the threshold will
be set equal to zero.

In order to compare the scheme presented in this con-
tribution with the PDFD, we denote the set of all de-
tectable faults using the PDFD with

Qq.o(d) ={f | Q(s)Gy(s)f(s) > 0}
The following theorem gives a comparison of these two

approaches.

Theorem 4 Vd, Qg ,(d) -
dim Qg 5, (d) > dim QQ,O(d)'

Qr+ 7, (d)  or

3.2 Relationship to Hs-optimal FD

For the case when a PDFD is not achievable, Ding et
al. [3] proposed to design FD in the following Ha-
optimization sense:

maxm,q(s) € HY (21)
7 o],

where it is assumed that

Ga(s) = Mg'(s)Na(s) = M (s)Na(s)
Gp(s) = My (s)Ny(s) = M (s)Ny(s)

The solution of optimization problem (21) is given by

Hq(s)Nf(s)H2 B qopt(S)Nf(s)HQ
«) [lqs) Na(s) | [gepet) Nats) 2

= sup )\max (w) = )\ma.x(wopt)

Qopt (8) = qb(8)Vmax(5)
Vmax (§0) (N (j0) N5 (50) = Amase(@) Na(jw) N (jw)) = 0

Here, \pax(w) is the maximal eigenvalue of the general-
ized eigenvalue problem and vgmax(jw) the correspond-
ing eigenvector. gp(s) represents a band pass filter at
frequency wope, which gives

(% /OO Gopt (jw) Na(jw) ASE(jw)q:pt(jw)d“>1/2

— 00

R~ | . 1/2
— (g [ |l mtio) Na)|

wopt—e

. . yy . s 1/2
~ (s (Gopt) Na(ope) NG (1 opt) Vi o)

Gopt (1&) Na(jw) N () g ()
Umax(jWOPt)Nf (ijPt)N; (Jwopt)Vnnax (Jwopt)

)\ma.x (Wopt)




the threshold Jij,2 is set as

V%MWWWW%MW@WW&M%Mé
d

)\max (Wopt ) AH

with Ay = 26. Denote the set of faults which are de-
tectable using Hs-optimal FD system with

qup[ thh,Q (d) =

{1 120pt () Na(s)d(s) + N1() £ () 2 > Jonz |
The following theorem gives a comparison between

the Hs-optimal FD system and the approach proposed
here.

Theorem 5 Vd,Qq,,1,,.(d)  C
dim QR* »Jin (d) > dim qupt,Jth,,z (d)

Qg+ ,7,,(d) or

3.3 Relationship to H,/.-optimal FD

The concept of H,/oo-0ptimal FD systems stands for
the FD systems which are designed under the perfor-
mance index [9], [17], [19]

1B()Ga(s)]]
min @ T
)G

R(s)€RHeo ||R f(S)HOO (22)

and the threshold is set to be

Jth,oo/oo = ||R(S)éd(5) ||oo 6d

We now analyze the influence of the optimization on
the behavior of the residual signal and the performance
of the fault detection system. To this end, we rewrite
I(s)ll; into

Ir(s)ll5 = H[ R(s)Gal(s) R(s)G(s) | [ ?8 }

It can be shown that for some f if
1 n ||R é S 8
||R )Ga(s) (s)

d(s) Eﬁﬁﬁﬂgfl
L5 )], <o (” EaGel.)

holds, then f becomes undetectable. We introduce
value Tundetec:
= -1
RO
1B()Ga(s)]
and define

@ = {11 5601,

<6d<:>

T‘undetec = 6d <

S T‘undetec }
(24)

It is evident that Qﬁ;/wJM e (d) -
Qﬁw/w,mm/w (d), where R, /s(s) denotes the
optimal solution of (22),

problem (22) is equivalent to

and thus optimization

min = Tyndetec <  min

dim Q3! d
R(s)€ERH R(s)ERH, o °°/°°"]”L°°/°°()

Note, on the other side, that Qz! P (d) is

not the complement of the set of detectable faults

QR dinoe /oo (d), since there does exist f(s) so that

d(s)
> Tun etec but 25
LA )], > st
Ir(s)lly < Jinoo/oo (26)
Denote the set of such faults by Qx> e (),
Qﬁi,hh,w/w (d) = {f | satisfies (25) and (26)}

then we have: Q; = {f | f # 0} equals to

QRoo/oolth oo/oo( ) QJ_zo/oonyh,oo/oo (d) U QRoo/oolJth,oo/oo
(27)
It follows from (27) that minimizing

dimQﬁL/w Jinoyeo (@) i mot equivalent to the

maximization of dim Q (d). The following

oo/ooath,oo/oo
theorem can then be proven.

d) € Qrs g, (d) or
d).

Theorem 6 Vd,Qp ;. oo/oo(

dim QR*’J”L (d) 2 dlm QRoo/omJth,,oo/oo(

3.4 Relationship to Hu,/min-optimal FD
H. ) min-optimal FD systems are systems which are op-
timized under the performance index

| R(s)Ga(s)]l

R(s)ERM.. | R(s)G(s) (28)

Hmin

where || R(s)G(s) ||Inin is a kind of measurement of the
minimum influence of the faults on the residual signal,
usually defined by the nonzero minimal singular value
of R(s)G¢(s) [3], [13], [18] Agam the threshold is given
by Jih,00/ min = HR || 0q4. Let’s introduce

|R()G H Hd )iz +6a)
HR

Tdetec - (29)

||min

It can be shown that all f(s) satisfying

Hf(s)HQ > Tdetec (30)
can be detected. Denoting the optimal solution by
R/ min(s) and the set of faults satisfying (30) by

Q} = Il > Taeteet

Roo/ minaJLh,oo/ min (d)



it becomes clear that performance index (28) is equiv-
alent to

: 1 : 1
max dimQ (d) =dim
R(S)GRHOO Rleh,oo/nun( ) R

oo/ minsJt h,00/ min

On the other side, we know that Q}
is only a sub-set of ()

(d)

oo/ minsJt h,00/ min

(d) defined by

Reo / min>Jth, 00/ min

{f‘ HROO/min(S)(Gd(S)dJFéf(s)f)Hg > Jth,oo/min}

and moreover there does exist f(s) satisfying f(s) €

QROO/ rnirnth,oo/ min (d) but f(s) ¢ Q}%oo/ mianLh,oo/ min (d) !
We thus have the following theorem.

Theorem 7 Vd, QRoo/ min>Jth, 00/ min
dim QR*,JM (d) Z dim QR

(d) g QR*,J”L(d) or
(d).

oo/ mianLh,oo/ min

4 Concluding remarks

From the viewpoint of a trade-off between the false
alarm rate and missed detection rate, an approach to
the design of fault detection system has been devel-
oped. Core of our study is the formulation of the design
problem, minimizing the missed detection rate under
a given false alarm rate, as an optimization problem
and the derivation of an optimal solution. A further
study on the relationships between the approach pro-
posed and the existing Ha, Ho /oo, Hoo/ min OPtimiza-
tion approaches as well as the full decoupling from the
unknown inputs demonstrates that the approach pro-
posed in this paper provides us not only with a unified
solution to the existing approaches but also with the
best solution among these approaches in view of min-
imizing the missed detection rate under a given false
alarm rate.
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