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Abstract

A mathematical representation of the air operations
command and control problem is developed. The size
of the problem implies a need for reduction to subprob-
lems. Two of these subproblems are discussed here.
First, the development of an approach to the generation
of approximate optimal aircraft routing through a hos-
tile region is given. Once this is established, a stochastic
game is solved to determine the time-ordering of aircraft
engagements with surface-to-air missile batteries, for the
ultimate purpose of engaging a strategic target.

1 Introduction

The command and control (C? ) problem for air opera-
tions in the presence of antagonistic forces is considered.
Specifically, the adversarial forces take the form of SAM
(surface-to-air missle) batteries and geographically fixed
strategic targets.

The seemingly natural problem formulation of a game
was used. The problem is decomposed into geographi-
cally isolated regions. In each region, an approximate
aircraft route to the strategic target is generated via a
reverse Lyapunov technique. Once this is established, a
zero-sum stochastic game approach is used to determine
the air operations strategy. This may include multiple
sorties to remove intervening SAMs. At the same time,
the opponent’s control includes the ability to turn the
radars associated with the SAMs on and off. When on,
they have a higher probability of damaging the aircraft
as well as a higher probability of being damaged them-
selves. A hierarchical approach is taken to the problem
of allocation of resources between the regions.
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2 Model

One significant difficulty with the C? problem is the lack
of an obvious model. We will present a model which
seems “reasonable”, and design objectives within the
context of that model. Justification of the model is out-
side the scope of this paper. The objects which will
be of interest here are aircraft (belonging to what will
be termed the “blue” player), SAMs (belonging to the
“red” player), and strategic targets (belonging to red).

We will reduce the state of the it" (blue) aircraft at
time ¢ to a pair, YA(t) = (DA(t), X/*(t)) where D will
represent the health status of the aircraft, and X/ will
represent its position. Note that since the scope of the
C? problem is large, we will not model the dynamics of
each aircraft in detail; we will not include velocity, at-
titude, mass and so forth as part of the state. When
the problem is decomposed into separate subproblems
below, we will abuse notation in the sense that in one
subproblem, XiA will represent a position taking con-
tinuous values in R2, while for the other subproblem
this will indicate position among a discrete set of al-
ternatives; the meaning will be completely obvious by
context. We will suppose that the health status take
values in the discrete set {1,2,3,4} where 1 represents
healthy, 2 and 3 represent various levels of damage (or
need of maintenance), and 4 indicates that the aircraft
has been destroyed.

We will assume similar state models for the SAMs.
The " SAM state will be represented by the pair
YE(t) = (DE(t), XE(t)) where D will represent the
health status of the SAM, and X2 will represent its
position. (Note that there exist both mobile and fixed-
site SAMs.) Similar comments as those above can be
made with regard to X?. As for the health status of the
SAMs, we let DF take values in {1,2,3} where 1 rep-
resents healthy, 2 represents damage (or need of main-
tenance), and 3 indicates that the SAM has been de-
stroyed (not repairable). Lastly, we will take a similar
model for the strategic targets, where the pair will be de-
noted as Y1 (t) = (D¥(¢), XTI (t)) with DI (¢) € {1,2,3},
where 1, 2 and 3 will have the same meaning as for the
SAMs. Let the number of blue aircraft be N4, the num-
ber of red SAMs be Ng, and the number of red strategic
targets be Np. Let YA = {YA N4 VR = {y R} Ve 5pq
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T = {v;"}¥= . Throughout, we will use the convention
of uppercase letters for the state processes and lowercase
for values that the state process may take on, that is,
YA(t) = 74 indicates that the aircraft state process has
the value 74 at time ¢.

The objective is not clearly defined in a mathematical
sense. For blue, it may sometimes be to destroy a strate-
gic target while minimizing damage to the aircraft; in
other situations it may be more general attrition of both
SAMs and targets. In order to simplify matters, we will
assume here that both players are using the same ob-
jective function. That is, blue is trying to minimize the
worst case (maximum) payoff, and red is trying to max-
imize their worst case (minimum) of the same payoff.
The time-horizon over which these objectives should be
met is not fixed. We choose to consider an exit cost,
without running cost terms. Let 7 be the exit time.
We define the exit time to be the time when either: 1)
all the blue aircraft have been destroyed or 2) the red
strategic target(s) has(have) been destroyed and the sur-
viving blue aircraft have returned to base. We let the set
of states satisfying one of the exit conditions be denoted
by €. In order to capture the objective in a reasonably
simple payoff function, one can consider, for instance, a
linear payoff with parameters which can be varied de-
pending on the value of the assets such as

(A, i, ) = [Z di] - p [%f d] —pir [%Tj !
i=1 i=1

(1)
where pa, ug, ur are the parameters. The presence of
the expectation in the above equation is due to the fact
that the dynamics of the health status of the objects will
involve random outcomes of engagements and mainte-
nance.

As mentioned in the introduction, the problem is being
decomposed into subproblems. The dynamic models for
the subproblems will be discussed below.

3 Optimal Routing Problem

The first step taken is to find the optimal routes to the
target(s) for the aircraft while avoiding the SAMs. First
we discuss the control problem formulation.

3.1 Control Problem Formulation
We formulate the optimal routing problem from the base
4 = (#,74) to the target 7 € R? as an optimal

(exit) control problem;

min / 1+Za” —zF))at (3.1)

subject to X4(0) = z4, X4(r) = 2T and

u(t)| < 1, 3.2
" ju(t)] < (32)
where X4 (t) € R? is the location of an aircraft, u(t) =
(u1(t),ua(t)) is the velocity control, and zf is the it"
opponent, SAM site with strength o;, 1 <i < Ng. The
loss function ¢; represents a loss due to ﬂying close to
the site i, and for example ¢; (24 —2F) = m That
is, the optimal route is determined so that the sum of
time and total loss is minimized. The optimal control

of (3.1) is given by the feedback law [4]

Vo (XA(2))
[Voa (XA())]

where the value function V satisfies the Hamilton-
Jacobi-Bellman equation

—|Voa (ah)| + (2 A) 0, V(z T)—O
—1+Z o bi(z? — zf), (3.4)

u(t) = — (3.3)

with £(z

Next, we describe the numerical method to HJ equation
(3.4). Let V;; denote an approximation of V' at each
grid point (z;,y;) which is uniformly distributed over a
square domain Q in R2. Let h > 0 be the stepsize and
we define the backward and forward difference

— Viji=Vic1,; Vit1,;—=Vij
(D:t )i,jV = = h - ) (Dj)ldv = +1’Jh =

_ Vi, Vi Vijr—Viy
(D;)i;V = izt (D)) ;V = gl

We use the upwinding method of Godnov to discretize
(3.4):

([max((D;»,jv, (D) V0P
1 (3.5)

max((D] )i,V —(DF )iV, 0>12) e

where (; ; = {(z;,y;). We employ the fixed point iter-

ate [5]: let V", denote the n-th iterate and we update

ViZjH by solvmg ELB .5) for V"+1 at each grid point, given
+1,50 Vz—lm sz+1 V,J 1

The exact step is given as

Qi,j = mln(Vi—l,j’VH-l,j)v bi; = mln(V',j—1aVi,j+1)a

(3
2 _ 2
cij =4 sij=cij— (@i —bij)
+1 _ 1 .
Vit = g(aig +bij) + eig Fsigif si; >0
1 . .
Vifl;r = mln(ai,j + bi,j) + /Ci,j if 55,5 < 0.

We have the boundary (exit) condition V;; = 0 at the
target grid and also we set V; ; = oo at the boundary of
Q. The initial iterate can be set as V2, = |(zy, ;) — 27 |.



3.2 Multi-Body Dynamic Formulation

We propose the following feedback law based on multi-
body interaction dynamics, which can be implemented
in real time. Let :rf be the target location with value
w; for 1 < j < Np. A route XA(t), t > 0 is determined
as a solution to

d
%XA( ) =

W,a (XA(#))

_ A ::f’A .
WA ~ O (3.6)

where the potential function W is given by

Nt
W(z?) = Zw] |z —ZCT|+ZO'Z (Jz? - zF)),
j=1
e.g., U(|lzA —zF|) = W. Thus, the force field W,
is given by '

R

- Z“’J |mA +20173|3

R

—ﬁ represents an attracting force
)

A R
to the target j and the term ﬁ is for a repelling
force from the SAM site 1. '

Here the term

We can relate a closed loop system (3.6) to the optimal
control problem (3.1)—(3.2) as follows. We define the
performance index £(z?) by £ = |[W,a|. Note that if
o; = 0and N4 =1, then V = W = |24 — 27| and
_ XAt)—zT . : A

’U,(t) = TIXAD) 2T 1S Optlmal. |Wx(.’I}
minima and maxima at the same points as £(z
by (3.4) does.

Similarly, we also construct a movement of SAMs as

follows. We assume that they protect the targets while
avoiding voids.

)| attains local
4Y defined

d W,or (X4

(1), X (1))
%Xz (t) = |WxF(XA

(1), XE(1))]

(3.7)

where the potential function W is given by

Nr
Wz, 2") = =3 wjlef — ]|
j=1
Nr Ngr Ngr
+3° Giy Ullaf =2 ) + > os U(le? = )
i=1 j=1 i=1
e.g., U(lalt — 2f|) = o7y~ Thus the force field W,r
i J
is given by
- zk a:T
W R Z w;
i ! |a:R — ]|
PSSy, e et
i, — Uy
f|R R

J#i

R_,T
with attracting force — ‘Z;_z;‘ to the target j and re-
i

1 f Rzl
it
pelling forces i

A combined closed loop dynamics (3.6)—(3.7) has the

game theoretic interpretation that is similar to the one
for the optimal control problem.

4 Discrete Stochastic Game

We consider the problem where a single strategic tar-
get is selected, and an approximate path from the blue
base to that target has been generated. As discussed
above, there may be one or more SAM sites intervening
along this path. At this level, the positional dynamics
will be specified only in a general way. Let the SAMs
be indexed as {1,2,3,..., Ng}. Let the aircraft position
take values in the set £ = {B,1,2,3,..., Ng, N + 1}
where B indicates the (blue) base and Np + 1 indi-
cates the (red) strategic target. We suppose a discrete
time model where each time step occurs only when ei-
ther an aircraft engages a SAM, an aircraft engages the
target, or an aircraft returns to base. More than one
such activity can occur at each step. The aircraft con-
trol for each aircraft, U/ (t), must be specified at each
time step. The set of possible values is 4 = £ U {0}
where numbers between U/ = 1 and U/ = Ng + 1
indicate attack the corresponding red SAM or target,
U#A = B indicates return to base, and U/ = 0 indi-
cates “do nothing”. Note that the dynamics of the mo-
tion is simply X/ (t + 1) = U/ (t) when U(t) # 0 and
XA(t+1) = X/(t) when UA(t) = 0. We place some re-
strictions on the allowable controls. The control actions
will be organized into cycles of length, n.. That is, each
cycle will consist of n. time steps. At the start of each
cycle, all aircraft must be at the base. Consequently, we
require U (t) = B for all i < N and all t = kn, — 1 for
all £ > 1. We also require that for any ¢t = kn, — 1

if there exists i such that X/(t) = B and D{(t) = 1,
then there must be a k < N4 with D{(¢) # 4 such that
Ui (t) # B.

(€0)
Note that this last requirement forces at least some air-
craft to engage red during each cycle for which there is
a fully healthy aircraft.

It will be assumed for this subproblem that the SAMs
cannot move during the duration of the game. The con-
trols for the i*" SAM at (discrete) time ¢ is GF(t), taking
values in {0,1} where 0 indicates radar on and 1 indi-
cates radar off. As mentioned in the introduction, when
the radar is on, the probability of the SAM inflicting
damage on the aircraft rises - as does the probabilty
that the aircraft can inflict damage on the SAM.



The health status of each of the objects will transition
according to a discrete-time Markov chain model. The
transisiton probabilities will be state/control dependent.
To simplify matters, assume that multiple aircraft can
attack a single SAM, but that the aircraft need only
engage one SAM at a time. At each time-step, where a
SAM is under attack, we let the transition probabilty be
given by the matrices PO, pEO2 PRl anq pRIZ i
dicating the transition probabilities for the cases where
a SAM with radar off is being attacked by a single air-
craft, a SAM with radar off is being attacked by mul-
tiple aircraft simultaneously, a SAM with radar on is
being attacked by a single aircraft, and a SAM with
radar on is being attacked by multiple aircraft simulta-
neously, respectively. Of course, there are many more
possibilities, but we consider only these for simplicity.
If a SAM radar is on, and the SAM is not under attack
during that time step, then we assume the SAM health
status remains constant with probability one. Lastly, if
a SAM site is off and not under attack, the health may
improve through maintenance, with a tranistion prob-
ability given by PF%. The state df = 3 will be an
absorbing state for all the transistion matrices. In par-
ticular, maintenance cannot repair a SAM once it has
entered state 3. The transition probabilities for the red
target are the same as those for a SAM with radar off.

Let the corresponding probabilities for the aircraft dur-
ing engagement be given by P40l pA02 pAll and pAl2
where these stand for the same situations as those indi-
cated for the SAMs above. We assume that the proba-
bility of transitioning to state 4 (down) is nonzero for all
of the above matrices (i.e. that the last columns have
no zero entries). We also allow the aircraft to undergo
maintenance while at the base (U/A(t) = B), and let the
transition probabilities be PA%. For the aircraft, one
must also consider the possibility of damage due to fly-
ing over SAMs with radars that are on while enroute
from one point to the next. For instance, if X/(t) = 1
and XA (t+1) = UA(t) = 3, and if SAMs 2 and 4 are be-
tween 1 and 3, then aircraft ¢ could suffer damage while
flying over each of the SAMs 2 and 4 — if they are on.
We let the transition probability for aircraft health due
to flying over a SAM that is on (Gf(t) = 1) and not de-
stroyed (DF(t) # 3) be PALF for each SAM that is flown
over. In the above example, if SAM 3 is on and aircraft i
is the only one attacking, then its transition probability
for this time step is given by PAF PALF pAll T astly,
the destroyed/down state will be absorbing for all the
transition matrices including P40,

Here we will consider a simplified information pattern
that is chosen to mimic the real world situation in a
rather loose way. Specifically, we will consider the game
where at each time step blue chooses its control given
the current state, and then red chooses its control given
the current state plus the control choice for blue at the

current time. In other words, we are interested here in
an upper value (recall blue is minimizing and red max-
imizing). Let the value function for this game be de-
noted by V (74,7, 47). Since it is quite standard, we
do not include a proof of the DPE (dynamic program-
ming equation) which is given as follows.

Theorem 4.1 The value function satisfies

V(g 9",y ) = min max
) )
@reuNa gRe{0,1}Vr

—

B{V (AW, 7R, 77 (1)
PA(0) = ¢, R (0) = %, 7T (0) = 7, }]

= min max
gAeUNa gRe{0,1}Vr

We will now indicate how this value function can be
obtained through repeated appplication of the backward
dynamic programming operator. First however, we will
need the following lemma which essentially implies that
there is a positive probability of reaching the absorbing
states in a fixed number of steps.

Lemma 4.2 There exists n < oo and 6 > 0 such that
for any sequence of controls for blue and red

P[ (YAt +n), YRt +n),YT(t+n)) €&

| (PAW, PR, 77 (0) = @475 | > 8

for any (74, 7%, §T) where we recall £ was the exit set.
Proof: Let t;, = min{s > t : s = kn. +
1 for some nonnegative integerk}. Then, by condition
(CC), there exists iy < N4 such that X7 (t1) # B,
and consequently, there exists §; > 0 (dependent on
the choice of transition matrices) such that P(D{ (t1) =
4) > 01. Let Q3 C Q (the sampls space) be given
by Q1 = {w € Q: D{(t;) = 4}. For points in O
such that (YA(t1), YE(t1), Y7 (t;)) ¢ € (where not all
the aircraft are down), let to, = min{s > ¢; : s =
kn. + 1 for some nonnegative integer k}. Then again
by condition (CC), there exists i < N4 such that
X{(t2) # B, and consequently, P({w € Q@ : D{(t2) =
4}) > &;. Since state 4 is absorbing, This implies that
P(D{(t) = 4, D{A(t) = 4) > 67 for all t > t5. Proceed-
ing inductively, one finds that by, at most, time t+n.N4,
the state is in E with probability no less than 624, m

Define the backward dynamic programming (DP) algo-
rtihm as follows. Let the terminal value be

w0, 7, 7", i) = { B, 77 i (74,7 77) € €
0 otherwise.



(We remark that the choice of 0 is irrelevant.) Given
W (k,-), one computes W (k — 1,-) by the backward dy-
namic programming operator given by

Wk -1,y 7% 77) = min max
( AT aAN A gﬂe{OJ}NRl

GTI W (k, )@, 7 )

= min max
dAeuNa ghe{0,1}Nr
it (74,9%¢") ¢ € and W(k — 1,74, 9%¢7) =
U (74, i7", i) otherwise.

Lemma 4.3 This backward dynamic programming
propagation operator is a contraction.

Proof: Once one has Lemma 4.2, the proof of this
lemma is a minor variation of standard results, but in
this case for a game with an exit criterion. (See, for
instance, [2], [3] for similar results.) We will simply
indicate some of the main points. Let W; and W,
be given by the backward DP with possibly different
conditions at £ = 0. For simplicity, use the notation
7= (74, 7%,47). Note that (for k& < 0)

Wl (k’,:lj) _W2(k7:17)

= min max
gAeUNa gRe{0,1}Vr

G (W (k + 1,)](§)

G Wk + 1,9 ().

— min max
tAeUNa gRe{0,1}VR
Choose ui' to be £-optimal for W; and then choose gf*
to be %—optimal for W, given the same control u’l4 as
used for Wy. Then

W1 (k,?j) _WQ(kag)

A 2
< G W (k + 1, ) — =

Wy(k+1,-)](y )+—

Repeating this process, one finds that (for ¥ < —n) and
proper choice of feedback controls,

Wik, ) —Wa(k,¥)
< TLAG% T Wi (k +n, ) = Wak +n,)](§) + 2

where we are using the [] notation to indicate operator
composition. Alternatively, one may write this as

Wik ) — Wal) < {10+,
D)

Wk 4 2] PREA Y, (G 1>}+25

where this last term indicates the probability of transi-
tioning from ¢ to Z'in n steps given the feedback control
processes specified in the arguments. Using symmetry
and the Lemma 4.2, one obtains

|W1(k7,]j) _W2(k7g)|
< max{|wl<k+n,z> -

> ppo({i
e
< max{|Wi(k +n,Z2) —

Wa(k +n,2)|}

P AdnYi) + 2

Wa(k 4+ n, 2)|H1 = 6) + 2e.
This then yields

Wik, ) = Wa(k; )l
< A =0)[[Wi(k +n,-) = Wa(k +n, )|l
]

The proof of convergence is also standard, and so we
state the result without proof.

Theorem 4.4 W (k, 74, 7%,§7) converges to the value
function V (G4, 7%, 47) as k | —oo for all points in the

state space.

We remark that since the controls spaces are finite, the
controls actually converge in a finite number of steps.

5 Reducing the Computations

The above algorithm for the computation of the value
function (and corresponding control policies) suffers
from the curse of dimensionality typical for DP al-
gorithms.  Specifically, notice that computation of
Gita W (k,)](gj‘) may require summing the product
of W(k,Z) and Pq Jg over all possible values of 2 for
each point 7. More specifically, the computations for
W(k — 1,7) (for each %) require O(4™¥4(Nr + Nr +
1)Na3Nr3NT) operations, even without optimization
over blue and red control policies. We will discuss one
of the methods being used to reduce these computa-
tion costs. The method will involve an approximation
of W at each step. The result will be that the com-
putational costs per ¢ point will be reduced from the
above exponential growth in the number of dimensions
to only linear growth in the number of dimensions. This
is a tremendous reduction in computational costs which
makes the difference between feasibility and infeasibil-
ity of computation for low-dimensional problems. The
growth in the number of points at which we must evalu-
ate W remains exponential in the number of dimensions
of course.



We introduce the following operator which is essentially
an approximation operator for the value function or
DP iterates around any given point %. In order to re-
duce the notation, we will consider a simplified state
space where §¥ = (y1,¥2,ys) with y; € {1,2,3,4} and
y2,y3 € {1,2,3}. This will reduce notation without los-
ing the flavor of the method. Define the matrices A? for
i=1,2,3given by A5, =1if j =k =iand 45, =0
otherwise. Then, given ¢, define the approximation op-
erator for approximation around i by

3
st Sl

V(Ai(Z=9) +9)] if 7 #

V(%) if

<y

=17.

Ny

The operator is essentially an approximation operator
where convex combinations are used to approximate V'
for states which are not directly along a basis direction
from the point around which V' is being approximated.
Although we will not discuss the error analysis here, we
note that of course the appropriateness of an approxi-
mator of this form depends critically on the nature of
the value function itself which, in turn, depends on the
choice of terminal payoff, ¥. Recall that since the prob-
lem is rather loosely defined, we have great freedom in
the choice of ¥. Now, note that the approximation op-
erator is a nonexpansive map for any . The backward
DP operator of the previous section will now be replaced
by the approximate backward DP operator given by

W(k—1,7)= min _ max _G¥ 9" [Hz[W(k,)]()]#)

gAeUNa gRe{0,1}Vr

if ¥ ¢ &€ and W(k — 1,49) = ¥(¥) otherwise. Using
the nonexpansivity of this approximation operator and
the contraction property of the backward DP, one can
obtain the following result in a straightforward manner
similar to that of the previous section.

Theorem 5.1 The approzimate backward DP operator
18 a contraction, and the corresponding iterates converge
to a fized point of the operator.

Lastly, we indicate the promised reduction in compu-
tation via the approximation. Recall that each of the
transitions is independent. Suppose for this simplified
problem that the transition matrices for yi,ys,ys are
given by P!, P2, P3 respectively, where we are suppress-
ing the dependence of each P on the states and controls.
(Note that in this simplified problem, we have actually
eliminated that position state for the aircraft.) Then
the approximate backward DP takes the form

Wk —1,9) (2)
= min max  W(k,j)P. , P2 P>

@AcuUNAa GRe{0,1}VR Y1,Y17 Y2,Y2” Y3,Y3
4
1 1
+ Z W(kaZl>y27y3)Q‘z1_y1‘Pyl7zl

z1=1

3
+ Z W(k7y17227y3)Q‘2Z2—y2‘P;2722

22:1
3
+ > Wk, 1,2, 23)Q, . Pi (3)
23:1
where
3 3
1 - Z22:1 |Z2 — y2|‘Py22,Z2+223:1 |Z3 — y3|Py33723
Q\21*y1| -

3
Ei:l |zi — yil

with analogous deﬁnitions for Q|2Z27y2| and Q|3237y3|.
Note that these () may be pre-computed. Thus the
approximate DP (3) has only linear growth in the com-
puations which must be performed at each step (per
point in the state space).
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