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Abstract

The paper describes modeling and performance control
of an Internet server using classical feedback control
theory. We show that classical feedback control can
leverage on well-known real-time scheduling results to
resolve one of the fundamental problems in Internet-
servers today; namely, achieving overload protection
and performance guarantees in the presence of load
unpredictability. The research is motivated by the in-
creasing proliferation of a new category of Web-based
services, such as online trading, banking, and busi-
ness transactions, where performance guarantees are re-
quired in the face of unpredictable server load. Failure
to meet desired performance levels may result in loss
of customers, financial damage or liability violations.
State-of-the-art Web servers are not designed to offer
such performance guarantees.

We show that control theory offers a robust solution to
the server performance control problem. We demon-
strate that a general web server may be modeled as a
linear time-varying system, describe the equivalents of
sensors and actuators in that system, formulate a sim-
ple feedback loop, describe how it can leverage on real-
time scheduling theory to achieve timing guarantees,
and evaluate the efficacy of the scheme on an experi-
mental testbed using a real web server (Apache), which
is the most popular Internet server today. Experimental
results indicate that control-theoretical techniques offer
a promising way of achieving desired performance in
emerging critical Internet applications.

1 Introduction

Current web servers treat all clients alike in a first-come
first-served fashion. As a result, individual performance
guarantees cannot be given to individual clients (or
client categories). When the server is overloaded, all
clients suffer unacceptable delays and connection fail-
ures even although enough resources may exist on the
server to serve a subset of clients efficiently. Comput-

ing the size of that subset is a challenge since the load
imposed by a single client is unpredictable.

The traditional approach to achieving performance
guarantees in computing systems has been to quantify
hardware speed and software execution requirements,
then apply an appropriate combination of pre-run-time
analysis, admission control, and resource allocation al-
gorithms to ensure that the system is not overloaded and
that the desired performance is achieved [12]. The ap-
proach is open loop in nature. It works well for embed-
ded computing systems, such as avionics and factory
automation, in which an accurate model exists for the
system a priori.

The web has traditionally been considered a non-critical
application for which no performance guarantees are re-
quired. Recently, we have seen a rapid emergence of a
category of applications that require performance guar-
antees but execute in unpredictable general-purpose en-
vironments, such as the Internet. Examples include on-
line trading, e-commerce, and real-time databases. Fail-
ure to meet performance specifications may result in
loss of customers, financial damage, or liability viola-
tions. Existing approaches for designing performance-
guaranteed computing systems rely on a priori work-
load and resource knowledge and are therefore inappli-
cable.

In this paper we show that classical feedback control
offers a solution to the problem of achieving perfor-
mance guarantees for this new category of applica-
tions and discuss the challenges involved in realizing
this approach. We demonstrate that a web server can
be approximated by a time-varying linear model, de-
scribe the needed software actuators and sensors, and
cast server performance control as a classical feedback
control problem. Experimental results derived from
testing the scheme on a widely used web server show
that our approach is feasible. The computing system
is amenable to analysis using feedback control theory.
This analysis offers a new mathematical foundation for



providing service performance guarantees.

Although our approach can be applied to other services
as well, such as multimedia, we have chosen to focus
on controlling performance of web servers due to the
increasing importance of this application, spurred by
the phenomenal growth of the Internet. The web is the
largest and most visible client-server application in ex-
istence today. It is therefore a perfect vehicle for in-
vestigating fundamental problems of distributed client-
server computing such as that of overload protection
and providing performance guarantees. Web servers are
used for a variety of day-to-day functions of various
importance levels, including online shopping, trading,
banking, and recreation, making it desirable to provide
different classes of service to meet the performance de-
mands of different applications.

Support for different classes of (quality of) service on
the web has been investigated in recent literature. An
important measure of quality is the responsiveness of
the server. In the simplest case it is desired to differen-
tiate between two classes of clients; premium and basic,
such that premium clients receive better service at over-
load. For example, in [13] an architecture is proposed
and evaluated where restrictions are put on the amount
of server resources (such as threads) available to basic
clients. In [6, 1] admission control and scheduling algo-
rithms are investigated to provide premium clients with
better service. In [9] a server architecture is proposed
that maintains separate service queues for premium and
basic clients allowing them to be handled separately in
an appropriate order.

While the above architectures offer better service to
premium clients, no individual performance guarantees
are given to served requests. This may not be acceptable
to critical online applications such as stock-trading.
Our work [4, 5, 2, 14] differs from other approaches
in that we offer performance guarantees. Server re-
sponse time, i.e., the time it takes to serve a client’s
request, is probably the most visible performance met-
ric from the client’s perspective. Thus, in this paper,
we consider guarantees on server response time. Real-
time (deadline-monotonic) scheduling theory [7] makes
response-time guarantees possible if server utilization
is maintained below a pre-computed bound. In the ab-
sence of exact knowledge of per-client load, utilization
can be maintained around the bound via feedback con-
trol to enforce the specified response-time bounds.

In the rest of this paper we detail our performance con-

trol architecture and describe issues in applying control-
theoretical techniques to a computing server. Section 2
describes the computing system being controlled. Sec-
tion 3 introduces the control problem, the issues in-
volved with sensors and actuators, their modeling, and
closing the feedback control loop around a popular web
server. Section 4 evaluates the performance of the re-
sulting feedback loop on an experimental testbed. Sec-
tion 5 concludes the paper with a summary of contribu-
tions and suggests avenues for future work.

2 The Computing Server

We consider a distributed client-server system in which
clients send a succession of requests to the web server
across a communication network. Each service re-
quest has an associated soft deadline by which it must
be served (perhaps determined from the importance,
preferences, or subscription fees of the client). The
delay seen by the client includes the time a request
spends in the network and the time it spends on the
server. Research in the networking community ad-
dressed the problem of bounding network delays, as
in diff-serv [10] and int-serv [11] architectures. We
address the complementary problem of bounding the
server-side delay. With the dramatic increase in the
number of Internet clients, servers are becoming poten-
tially significant bottleneck points making this problem
particularly important.

Serving a request consumes different server resources,
such as memory, disk bandwidth, communication band-
width, and processing cycles. The capacity of the server
is limited by that of the bottleneck resource. We assume
that the ith request has a deadline Di and consumes an
amount Ci of the bottleneck resource. Since each re-
quest must be executed by the deadline, the utilization
of the bottleneck resource is U =

P
i Ci=Di, where

the summation is carried out over all current requests.
A request is current if it has arrived but its deadline has
not yet expired.

3 The Control Problem

The objective of our performance control loop is to (i)
avoid server overload, and (ii) meet the individual dead-
lines of all served requests. A recent result in deadline-
monotonic scheduling theory [3] states that a group of
aperiodic tasks with individual deadlines, scheduled in
order of increasing response-time bounds, will always
meet their deadline constraints as long as U < 5=8.
This result leads to a simple implementation of a server



that guarantees meeting all request deadlines; the server
simply needs to ensure that its utilization does not ex-
ceed the aforementioned bound. Since it is also desired
to maximize server throughput, the utilization should be
maintained exactly at the upper bound, if possible. The
key difficulty in implementing an algorithm that would
observe the utilization bound is the lack of proper esti-
mates of resource load imposed by an individual client.

A classical linear feedback control problem can be for-
mulated to keep server utilization at 5=8. Server load
can be approximated by a liquid flow model. Since a
typical server can serve thousands of clients concur-
rently, each client contributes an unknown, but small,
amount to this flow, represented by a series of requests.
The control loop, depicted in Figure 1, measures server
utilization and determines (based on load conditions) a
subset of clients that may receive service at the current
time. The size of this subset is adjusted to keep the uti-
lization at the desired level. The three main challenges
in implementing the control loop are (i) the choice of
a proper actuator that can affect server utilization, (ii)
the choice of a monitor that can measure current uti-
lization reliably, and (iii) appropriate modeling of the
server, actuator and monitor. The above three items are
elaborated upon below. Section 3.1 describes issues in
designing the actuator. Section 3.2 describes the moni-
tor. Section 3.3 discusses system modeling for the pur-
poses of feedback control and presents the procedure
we used for controller tuning.

Utilization
Controller

Actuator
Server
Process

Monitor

-

+
U

dU = ln 2  

Figure 1: The Utilization Control Loop

3.1 The Actuator
A fundamental problem in applying control to a com-
puting server is an appropriate choice of the actuator.
In general, admission control can be used as an actua-
tor in computing servers. In the simplest case, admis-
sion control limits the number of clients who access the
server concurrently by denying service to some of them.
An algorithm decides, on a request-per-request basis,
whether service should be granted (request admitted) or
denied (request rejected), depending on client identity.
If the client is not admitted, a short message may be re-
turned to the client informing them that the service is
temporarily unavailable. Client rejection is acceptable
because no scheme can provide guarantees on admis-

sion to all web clients, unless one limits the total num-
ber of clients on the Internet to the maximum number
than can be served by a single server concurrently. The
challenge a control loop accomplishes is that of pro-
viding performance guarantees to the clients whom the
“actuator” chooses to admit.

In general, the actuator can also offer intermediate “de-
graded” service levels. In a web server, a degraded level
of service can correspond to providing an abbreviated
version of content, or a lower quality version of images
and sound. The degraded content is prepared a priori.
Such a scheme is described in [5]. Content degradation
has also been discussed at length in multimedia appli-
cations. A good survey is found in [8].

Consider a general actuator with M discrete service
levels. These levels are numbered 1; :::;M from low-
est quality to highest quality. The level 0 is added to
denote the special case of request rejection. The actua-
tor accepts as input the control variable m in the range
[0;M ]. The manipulated variables are the fractions of
clients served at each service level. An essential prob-
lem in actuator design is that of unique mapping from
m to these manipulated variables. One option is sug-
gested below.

In general, m is a fractional number composed of an
integral part I and a fraction F , such that m = I +
F . We let the two nearest integers to m (namely, I
and I + 1, where I < m < I + 1) determine the two
most appropriate service levels at which clients must be
served under the given load conditions. The fractional
part F determines the fraction of clients served at each
of the two levels. In effect, m is interpreted to mean
that a fraction 1 � F of clients must be served at level
I , and a fraction F at level I + 1. This specification
constrains only the total number of clients to be served
at each level without dictating which clients should be
chosen. The latter is a separate policy that may operate
within the confines of the former.

Server utilization will increase (possibly nonlinearly)
when m is increased and vice versa. At the upper ex-
treme, m = M , all requests are given highest quality
service. At the lower extreme, m = 0, all requests are
rejected. The actuator changes the amount of load on a
server with discrete service levels in a continuous fash-
ion, depending on its input m.



3.2 The Monitor
Most operating systems provide means for monitoring
server resource utilization, such as percentage of con-
sumed CPU, disk and network bandwidth. Unfortu-
nately, utilization measurements in practical systems
tend to be extremely noisy. One option would be to use
a filter to smooth these measurements. The filter will
introduce an additional lag that may reduce the tight-
ness of utilization control. A problem we encountered
was obtaining “good” utilization measurements.

In the common case where the web server serves mostly
static files (web pages), one can express server utiliza-
tion U as a function of the served request rate R and
delivered byte bandwidth W . Both of these variables
can be measured very accurately in a computing server.
In [5], we prove that:

U = aR+ bW (1)

where a and b are constants which can be computed by
a linear regression. The intuition behind Eq. (1) comes
from the fact that the resource requirements Ci of serv-
ing a file are composed from a fixed overhead plus a
variable overhead that depends on the length xi of the
file. Thus, Ci = a + bxi, where a and b are constants
that depend only on the type of platform used. Aggre-
gating resource consumption over multiple requests and
averaging over time we arrive at Eq. (1). The expres-
sion gives a noise-free utilization estimate which we use
for feedback in the control loop of Figure 1. If only a
fraction f of requests are admitted, server utilization is
given by:

U = aRf + bW + cR(1� f) (2)

where c is the cost of rejecting one request. In Eq. (2),
R is the total request rate received by the server (in-
cluding requests that will be rejected), f is the fraction
of admitted requests, andW is the total byte rate sent by
the server. An interesting challenge is to compute pa-
rameters a, b, and c, and determine their sensitivity to
variations in the operating conditions of the computing
system. In a preliminary investigation, we compute c
experimentally by instrumenting the server to reject all
requests and obtaining the reciprocal of the maximum
attained rejection rate. This results in c = 0:55ms. To
estimate a and b, we fit the web server with a recursive
least squares estimator that measures R, W , and U and
infers the coefficients of Eq. (1). In [2], we present an
evaluation of this estimator; a and b are computed us-
ing data collected in real-time on an Apache web server
subjected to a varying request rate. Figure 2 illustrates
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c) Estimated Model Parameters

Figure 2: Online Estimation of Apache Server Model, Low
Load

the conversion of the resulting estimates in a representa-
tive experiment. Figure 2-a shows the workload that we
applied to the server for parameter estimation purposes.
In particular, it depicts the request rate R on the server
and the resulting bandwidth W delivered as a function
of time during the experiment. Requests for short web
pages where interleaved with those for long pages to of-
fer load points with different proportion ofR toW . The
horizontal axis depicts the sampling count (one sam-
ple of R, W , and U was taken every 3 seconds). Fig-
ure 2-b depicts the measured CPU utilization,U , during
this experiment due to the applied workload. Figure 2-
c depicts the output of the least squares estimator. In
can be seen that the estimator converges to the values
a = 830�s, and b = 33�s=kB. Thus, from Eq. (2),
U = 0:83Rf + 0:035W + 0:55R(1� f), where R is
in requsts=ms and W is in kB=ms. We call the above
procedure “profiling”. Architectures for automated pro-
filing are needed for performance-guaranteed services



to facilitate monitor design. During normal operation
the monitor will use results of profiling to estimate the
measured variable periodically at some period, T.

3.3 The Controller and System Model
The choice of controller may be an interesting prob-
lem in computing systems. As a first step towards sys-
tem utilization control, we use a digital approximation
of a linear continuous PI controller given by the equa-
tion G(s) = Kp(1 + Ki=s). A PID is not used due
to the noisy nature of the process which may be am-
plified by a derivative action or lead controllers. The
controlled software system (including the web server,
actuator, and monitor) is modeled by a transfer func-
tion P (s). Modeling introduces a plethora of future
challenges that we summarize in the conclusions of this
paper. In the simplest case, we assume that P (s) is
a static gain, p (i.e., process dynamics are negligible).
The gain is linearized by obtaining the derivative of the
output (utilization) with respect to the input, m. Thus,
p = dU=dm around the operating point (which typ-
ically is U = 5=8). Intuitively, the maximum gain,
pmax, occurs when the range of m is minimum for the
same range in outputU , i.e., when the actuator supports
only client rejection, but no intermediate service levels.
In this case, m = f , the fraction of admitted clients,
and pmax = dU=df . Let Uaccept be the utilization that
would result if all clients were admitted. If presently a
fraction f of the clients is admitted, the actual utiliza-
tion is U = Uacceptf + c(1�f)R. Differentiating with
respect to f , we obtain pmax = Uaccept�cR. It may be
more convenient to express the gain in terms of actual
current utilization, U . Algebraic manipulation yields:

pmax = (U � cR)=f (3)

Designing the controller for the maximum process gain
will guarantee stability for all other gain values. While
the server has additional dynamics, they are of the or-
der of milliseconds and thus will be neglected given the
range of human perception. In addition to the gain, dig-
ital sampling introduces an effective dead-time of half
the sampling period, Td = T=2. Under the above gen-
eral assumptions, the simplified transfer function of the
computing system, P (s), is given by the Laplace trans-
form:

P (s) = pmax:e
�sT=2 (4)

The natural frequency of oscillation of this loop, w, is
obtained by setting s = jw in the poles of the closed
loop transfer function, where j is the imaginary unit

vector. This yields:

pmaxe
�jwT=2Kp(1 +Ki=jw) = �1 (5)

For stable control, a gain margin G is specified as a
design parameter. From Eq. (5), the closed loop gain
and phase at the natural frequency of oscillation are:

pmaxje
jwT=2jKpj1 +Ki=jwj = 1=G (6)

wT=2 + tan�1(Ki=w) = � (7)

Incidentally, if the damped frequency of oscillation is
not far from w, successive peaks of the closed loop os-
cillations will have a ratio of approximately 1=G2. It is
a common practice in industrial PI controller tuning to
set the controller phase to ��=6 [16]. In this case:

tan�1(Ki=w) = �=6; (8)

Eq. (6), Eq. (7), and Eq. (8) are three equations in
three unknowns, Kp, Ki, and w, two computed model
parameters, pmax and T , and one design parameter,
namely the gain margin G. They can be solved for
Kp and Ki for a particular gain margin to achieve
a specified transient response. The system is time-
varying. Controller settings depend on process gain
which changes with the incoming request rate, utiliza-
tion, and fraction of admitted requests, as seen from
Eq. (3). For purposes of controller tuning, utilization
in Eq. (3) can be substituted by its set point value.

4 Experimental Evaluation

We now evaluate controlling server utilization using the
loop described in the previous section. We consider an
Apache web server on the Linux operating system. The
combination of Apache over Linux is representative of
many web server configurations today. The experimen-
tal server platform was an AMD-based PC connected
via a local area network to client machines. Several
machines were used to run client software that tests the
server with a synthetic workload. We used a web-load
generator, called httperf [15], on the client machines to
bombard the server with web requests. The server code
was modified to implement the discussed control loop.

Figure 3 depicts the achieved utilization. In this exper-
iment, the request rate on the server was increased sud-
denly, at time = 0, from zero to a rate that overloads
the server. Such a sudden load change approximates a
step function. It is more difficult to control than small
incremental changes, thereby stress-testing the respon-
siveness of our control loop. The target utilization, Ut,



was chosen to be just under 5=8. The actuator was us-
ing admission control. Figure 3 compares the open loop
server utilization to the closed loop utilization (with
gain margin values of G = 4 and G = 10). As shown
in Figure 3, the controller was successful in reducing
server utilization to remain successfully around the tar-
get for the duration of the experiment. Utilization con-
trol was achieved by admitting the “right” number of
clients. One can observe that the exponential decay in
tracking error follows a damped profile that converges
quickly to the set point. A zero steady state error is
achieved.
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Figure 3: Utilization Control Performance

With server utilization steady ar or below 5=8, we could
easily verify by instrumenting the client software that
individual request deadlines were met. At the expense
of rejecting excess clients, all admitted clients received
their requested pages within their respective timing con-
straints.

5 Conclusions and Future Work

In this paper, we demonstrated the application of con-
trol theory to Internet server performance control. All
measurements in this paper were done on an experi-
mental platform running the popular Apache web server
which we have modified to incorporate the suggested
control loop. There are several outstanding issues
that the authors hope to address in future interdisci-
plinary collaborations. For example, how to model
non-linearities peculiar to computing systems? How
can these nonlinearities be accounted for in control?
How efficient are adaptive control and robust control
techniques in dealing with parameter variation and load
uncertainty? Can automatic identification and estima-
tion techniques be applied to model servers, software
sensors, and actuators? How to implement control-
theoretical resource management in the operating sys-
tem? Examples, theoretical foundations, experimental

evidence, and practical experience are needed in apply-
ing feedback performance control to different comput-
ing systems. This is an important focus of our research
group at the present time.
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