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Abstract: This paper studies fault detection problems 
for sampled-data (SD) systems. At first a discrete-time 
residual generator is constructed in two steps. With 
the help of introduced operators, the residual is ana- 
lyzed quantitatively. Following the principle of inte- 
grated design, the design of fault detection system is 
then formulated as an optimization problem. Finally, 
two design procedures using H ~  optimization technique 
are provided and full decoupling problem is discussed. 
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1 Introduction and problem formulation 

In this contribution, fault detection and isolation (FDI) 
problems are studied for SD systems, which are de- 
scribed by the following three sub-models' 

T h e  plant model: 

y(s) - G~(s)u(s) + Gd(s)d(s) + Gf(s) f (s )  (1) 

where u E R k~ denotes the vector of control signals, 
y E R "~ the vector of plant outputs, d E R k~ the vector 
of unknown but bounded disturbances with sup Ildl12 _< 
5d and f C R kl the vector of faults to be detected. 
G~(s),Gd(s) and Gf(s) are the transfer function ma- 
trices from u, d, f to y respectively. 

T h e  m o d e l  of A / D  conve r t e r  [1]" 

1 +oo 

~ = - -  (:x:) 

(2) 

where ¢ is the sampled output signal, h the sampling 
27r period, w s - -h- the sampling frequency. 

T h e  mode l  of D / A  conve r t e r  [1]" 

_ = (3) 

For the SD system (1)-(3), our task is to design a 
discrete-time fault detection (FD) system which is sensi- 
rive to faults f (t) and simultaneously robust to unknown 
disturbances d(t). 

During the last decade, many encouraging results have 
been achieved in sampled-data control [I], [2]. The ba- 
sic problem is how to suitably describe and analyze the 
intersample behavior since the sampling period cannot 
be arbitrarily specified. In dealing with FDI, we indeed 
face the similar problem. Moreover, different from the 
controller design, the central problem in designing an 
FDI system for SD systems is to analyze the influence of 
continuous-time signal on the so-called residual signal, a 
discrete-time signal, and the main objective of designing 
an FDI system consists in finding a suitable compromise 
between enhancing the sensitivity to the faults and in- 
creasing the robustness to the unknown disturbances [3], 
[4], [5]. Recently, [6] and [7] demonstrated that the use of 
indirect FDI design methods for sampled-data systems, 
analog design and SD implementation or discrete-time 
design based on the discretization of the plant model, 
may cause some problems and cannot achieve the de- 
sired performance. The main objective of this paper is 
to study the Ho~ optimal design of FD system for SD 
systems using the direct design scheme. 

For our purpose, we first briefly review the fault de- 
tection schemes in purely continuous- or discrete-time 
systems based on the integrated design principle. Con- 
sider the input-output description of purely continuous- 
or discrete-time LTI systems given by: 

y(p) = G~, (p)u(p) + Gd(p)d(p) + G f (p) f (p) (4) 

where p denote either the complex variable of Laplace 
transformation for c°ntinu°us-time signals or the corn- 
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plex variable of z-transformation for discrete-time sig- 
nals. Generally, an FD system consists of a residual 
generator and a residual evaluator. It is well known 
that  all LTI residual generators for system (4) can be 
described by [8] 

~(p) = n ( p ) ( M ~ ( p ) v ( p )  - ~ ( p ) ~ ( ; o ) )  (5) 

where R(p) is an arbitrarily selectable parametrization 
matr ix belonging to RHo~, f&(p) and N~(p) are a left 
coprime factorization of G~(p). The dynamics of the 
residual generator (5) with respect to d and f is governed 
by 

r(p) = R(p)-fJ~(p)(Gd(p)d(p) + Gf(p)f(p)) (6) 

To evaluate the residual, the 2-norm of the residual sig- 
nal r is used. The decision logic is 

Ilrl12 > d~h ~ faul t  (7) 

otherwise no fault, where Jth is the threshold selected 
as the maximal possible 2-norm of the residual r in the 
fault-free case, i.e. 

/ = 0 , d  c~ 
(8) 

A full decoupling of r(;) from d(p), i.e. ~ R(p) such that  

R(p)J~(p)Gd(p) - 0 and R(p)f&(p)Gf(p) # 0 (9) 

is an ideal case which is achievable if and only if [8] 

~ [G~(p) ~ ( p ) }  > ~ ~  [G~(~)] (~0) 

However, (10) is difficult to be satisfied in practice. 
Bearing in mind that  the main objective of designing 
residual generators is to enhance the robustness of the 
FD system to disturbances without loss of the sensitivity 
to faults and considering the residual evaluation process, 
the selection of the post-filter R(s) can be formulated as 
an optimization problem [9] 

min J = min IIR(p)M~(p)Gd(p)I[~ (11) 

In the continuous-time system, we have the following 
solution. Under the assumption that  Gd(s) has no zeros 
on the imaginary axis or at infinity, a solution to the 
optimization problem (11) was derived in [9] to be 

R(s) = G~J(s )  (~2) 

where Gdo(S), Gdi(S) are the co-inner-outer factorization 
(CIOF) of M~(s)Gd(s), i.e. 

(13) 

and Gdi(jw)GdT(--jw) = if, Gdo(S) is left invertible. 

In the discrete-time systems, (11) can be written as 

IJ I 
II (z)&(z) 

= 

,(z) (,4) 

Analogous to the method used in [9], a solution to the 
optimization problem (14) can be obtained as follows. 
Assume that  Gd(z) has no zeros on the unit circle and 
t h . t  M~(z)O~(z) h.s  ~ CIOF as 

M~(z)C~(z) = &o(Z)C~(z) (15) 

with Gdi(Z) as co-inner satisfying Gdi(eJ~h)G*di(e j~°h) = 
I, Gdo(Z) as co-outer having a left inverse Gdl(z)  in 
RH~.  Then 

Let R(z) = Ro(z)G-~ol(z). It turns out 

IIR(z)ado(z)ll~ 1 

Since setting Ro(z) - I can make the equality achieved, 
R(z) = G~-o 1 (z) is the optimal solution to the optimiza- 
tion problem (14). 

2 M a i n  r e s u l t s  

In this section, we shall first construct a discrete-time 
FD system for SD systems (1)-(3). Based on the analy- 
sis of the influence of continuous-time disturbances and 
faults on the discrete-time residual signal, the design 
of the FD system will then be formulated as an opti- 
mization problem and two solution algorithms will be 
presented. Finally we shall discuss the full decoupling 
problem in SD systems. 

2.1 C o n s t r u c t i o n  of  t h e  F D  s y s t e m  
Let yu(S) = G~(s)u(s), yd/(S) = Gd(s)d(s) + Gf(s) f(s) ,  
t h e .  (1) oa .  b~ wr i t t~ .  into V(~) = V~(~) + Vd~(~). As- 
sume that  G~(s) in (1) has a minimal state space real- 
ization (A~, B~, Cu, O). The characteristics of the SD 
system at the sampling instants is exactly described by 

x(k + 1) = Audx(k) + B~dv(k), ¢(k) = ¢~(k) + Cd/(k) 

¢~(k) = C.x(k), Cdj(k) : ydj(t)I~:kh, ~(k) = x(t)I,:kh 

wj(t) : e-~(vd~(~)): e-~(&(~)d(~) + Gj(~)f(~))  

Ate = e A~h, Bud = eA~tB~dt (17) 
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and (9 -~ denotes the inverse Laplace transform. The 
residual generator is constructed in two steps. At first, 
construct a discrete-time system for (1)-(3) as follows 

2(k + 1) = A~dYc(k) + B~dv(k) + L(¢(k)  - ~(k)) 

+(~) = C . ~ ( ~ ) ,  ~(~)  = ¢ ( ~ )  - ~ ( ~ )  ( iS)  

Define e(k) A x(k)-tic(k). The dynamics of the discrete- 
time system (18) is governed by 

e(k + 1) - (A~d - LC~)e(k) - L¢df(k ) (19) 

~(~) = C . ~ ( ~ )  + ¢~(~)  

(18) is internally stable if the gain matrix L is suitably 
selected so that  all the eigenvalues of A ~ d -  LC~ are 
inside the unit circle. Recalling the importance of the 
application of post-filter in improving the performance 
of an FD system [10], we then use a post-filter R(z) to 
filter the output estimation error signal ( and generate 
residual signal r ~ Rq 

~(z) = ~(z)~(z)  (~o) 

In summary, the construction of the residual generator 
consists of the discrete-time system (18) and the post- 
filter (20). 

To evaluate the residual, the 2-norm of the discrete-time 
residual signal r is used and the decision logic is selected 
as (7). The threshold Jth is defined as the maximal 
possible 2-norm of the residual r in the fault-free case 

J~n = sup II~lli <2~) 
f=O,d 

2.2 Opt imizat ion  of the  FD sys t em 
We first consider dynamics of the residual generator. 
From (18), we have 

~(z) = ¢ ( z ) - ~ ( z )  

= [I - C~(zI - A~d + LC~)-~L]¢(z) 

- C ~ ( z I  - A~d + LC~)-~B~dv(z) 

(22) 

Let l ~ ( z )  = I - C~(zI - A~d + LC~)-~L, N~(z) = 
C~(zI - A~d + LC~)-  ~B~d. It is well-known that 
/~/~(z) and N~,(z)are just a left coprime factorization 
of G~d(Z) = C~(zI - A~d)-~B~d. Thus (22) turns out 
to be 

~(z) = M~(~) (¢ (z )  - ¢~(z ) )  = M ~ ( ~ ) ¢ ~ ( z )  

where Cdf(Z)= Z(¢di(k)) .  Considering (20), we have 

~(z) = ~ ( z ) M ~ ( z ) ¢ ~ ( ~ )  (e3) 

Due to the following relationship between ydf(jw) and 
¢~s(~J ~h) [1] 

1 +c~ 
¢~s(~5~) = ~ ~ v~s(J~ + jk~)  

k---cx~ 

1 +~ = ~ ~ Gd(j~ + jk~)d(j~ + jk~)  
] ~ - - - -  OG 

1 +c~ 
+ ~ ~ Gs(j~ + jk~)f ( j~  + jk~)  

k ' - ' - -  OO 

the dynamics of the residual generator constructed can 
then be described in the frequency domain by 

~(~5~h)_ R(~j~h)M~(~j~h)¢~S(~j~ ) 
= rd(e y~h) + rf(e j~h) (24) 

~(~J~) = hR(~5~)~?~(~J ~)  
+oo 

• 1 R(~5~)M~(~J~h) 

+cx~ 

~g--  - -  (:x:) 

Therefore, it is clear that the dynamics of discrete-time 
residual r is influenced by the continuous-time unknown 
disturbances d(t) and faults f( t) .  

To measure such influence, the operators FCa,RM~ and 
F c I,Ra2~ are introduced and defined as 

FG~,RM~ " L2(jR,  C kd) H n2(~,  C q) (25) 

rd(e j~h) = (rC~,RM d)(eJ"~h) (26) 

where Lg(jR,  Ck), k = kd, kf, denotes the space of all 
vector-valued functions a(jco) E C k for jw E j R  with 
inner product 

< a(jw), ~(jw) > =  ~ (j~o)~(jw)dw (29) 

~t denotes the unit circle in the complex plane and 
L2(~, C q) denotes the space of all vector-valued func- 
tions/3(e j~h) E cq for e jwh  E ~ with inner product 

• h Jl ~ 9" (~J~h)d~ </~(~h), ~(~j~h) >= ~ (~h)~ 

(~0) 
The operators FGa,RM," and F ~ , ~ t  map, respectively, 
the continuous-time disturbances d and faults f to 
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the discrete-time signal rd and r /  through a so-called 
continuous-discrete system, which is composed of a 
strictly proper continuous LTI system, an ideal A/D 
converter and a discrete LTI system. It can be eas- 
ily derived that the adjoint operators of FG~,RM~ and 
Fas ,R£r~ are respectively 

F~e,RM.,~ ' L2 (a ,  C q) ~ L2 (jR,  C ke ) (31) 
$ • ^ $ ' 

(rae,RM rd)(jw) = Gd(JW)M ~ (eJ~h)R*(eJ~°h)rd(e ~h )  

(32) 

F* . L 2 ( ~  C ~) ~ L2( jR  C ~y) (33) G/, Rh?/~ ' 

• 0~ )M:(d  ~ ) ~ * ( d  ~ ) ~ ( d  ~ )  (ra~,~M ~)( j~)  = a ;  " ^* 
(34) 

where • represents adjoint and conjugate transpose for 
operator and matrix respectively. 

The norms of the operators FCd,R~ and FCI,RM~ are 
defined by 

' d¢o IldI2 

--sup Irsll= (36) 
j~o Ilfl12 

which measure the maximal possible influence of 
continuous-time disturbances d and faults f on discrete- 
time signals rd and rf respectively. Furthermore, the 
norms of the operators Fa~,R~4 ~ and Fa.r,UM" can be 
calculated by the H¢~ norm of associated discrete-time 
systems [1], [11], i.e. 

= I 
with the following definitions 

(37) 

(38) 

Gd(Z) = C d ( z I -  Add)-l[~d, Gy(z ) = C / ( z I -  A I d ) - I B I  

fO h Add = e Aeh, BdB T = eAetBdBTd eATtdt 

h 
Afd = e Ash, [~S[~ -- fo emstBfB~eATtdt 

(39) 

(40) 

(41) 

where (Ad, Bd, Cd, O) and (A f , B f , CI , O) are the state 
space realizations of Gd(s) and Gy(s) respectively. Us- 
ing operators Fae,RM~ and FGs,RM, the frequency dy- 
namics (24) of the residual generator can be expressed 
as 

r (d  ~h) = (ra.,RM d)(d ~h) + (ra~,RM~ f ) (d  ~ )  (42) 

Similar to (11), in consideration of the sensitivity of 
the FD system to faults f ( t )  and simultaneously its ro- 
bustness to unknown disturbances d(t), the optimization 
problem can be formulated as 

I !  

min J =  rain FG~'R~/u [[ (43) 
It(z) R H ~  R ( z ) E R H ~  

According to (37) and (38), the optimization problem 
(43) is equivalent to 

min J =  min I]R(z)fd~(Z)Od(Z)l]~ (44) 

I I  t t  

due to which the design approach proposed in this con- 
tribution is also called H ~  approach. Note that the 
optimization problem (44) is solvable by the method de- 
scribed in Section 1. Therefore, the optimal solution to 
the original optimization problem (43) is 

R(z) = G 2 ( z  ) (45) 

where Gdl(z) is the left inverse of the co-outer matrix 
of f/I~(Z)¢d(Z), i.e. 

M.~(z)Od(z) - Odo(Z)Od~(z) (46) 

and Gd(z)is given by (39). Considering (21), the thresh- 
old should be set to 

R e m a r k :  Since 2t:/~(z) is the denominator of the 
left coprime factorization of G~d(Z), f / I u ( z ) i s  a 
full rank square matrix for any z. Thus, Vz, 
rank f/I~ (Z)¢d(Z) = rank Od(Z). The co-inner-outer 
factorization (46), where the co-outer matrix Gdo(Z) is 
left R H ~  invertible, can always be done as long as Gd(Z) 
doesn't have zeros on the unit circle [12]. 

R e m a r k :  The optimal post-filter R(z) is not unique in 
the sense that, depending on different CIOF approaches, 
e.g. [12], [13], different R(z) may be obtained. Taking 
account of the strictly proper character of fJu(Z)Gd(z), 
Lemma I is provided below for the computation of the 
optimal post-filter R(z) based on the approach to the 
dual problem inner-outer factorization given by [12]. 

L e m m a  1 Suppose that 2~/I~(Z)Od(Z) has no zeros on 
the unit circle and that (A, B, C, O) is its detectable state 
space realization and has no unreachable null modes and 
no unobservable modes on the unit circle. Then 

R(z) = Q + QC(z I  - A - F C ) - I F  (48) 

where Q is the right inverse of H which is an appro- 
priate .full row rank matrix satisfying H H  T = C X C  T, 
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F = Fo T and (X, Fo) is the stabilizing solution to 
the discrete-time algebraic Riccati system (DTARS) 

C X A  T C X C  T Fo -- 0 

From the above analysis, the optimal FD system can be 
designed as follows. 

It turns out that l~u(Z)Od(Z) = C ( z I -  Ad + LC)- IBd .  
According to Lemma 1, Algorithm 3 is thus obtained, 
which can be applied to design the optimal FD system 
as an alternative to Algorithm 2. 

A l g o r i t h m  3 Hoo optimal design of fault detection sys- 
tern .for SD systems (1)-(3) 

Algorithm 2 Ho~ optimal design of.fault detection sys- 
tem .for SD systems (1)-(3) 

• Find (Au, Bu, Cu, O) of Cu(s). 

• Compute Aug and Bud using (17). 

• Determine L to ensure the stability of A u d -  LC~ 
and construct the discrete-time system (18). 

• Calculate J~u(z), Gd(Z) using (22), (39). 

• Find a minimal state space realization of 
M~(z)Q~(z). 

• Compute R(z) according to Lemma 1. 

• Construct the residual generator according to (18) 
~nd (20). 

• Set the threshold to Jth = 5d. 

2.3 Discussion 
In this subsection, we shall present at first an alternative 
design procedure of the optimal FD system and then 
address the full disturbance decoupling problem. 

An alternative design procedure 

In fact, if the discrete-time system (18) is constructed 
based on the state space realization of [G~(s) Gd(S)] 
instead of only on Gu(s), the computation of the optimal 
post-filter can be simplified. Assume that one minimal 
state space realization of [Gu(s) Gd(8)] is 

[Cu(s) Cd(S)] = C(s l  - A ) - I B  (49) 

and partition the matrix B into [Bu Bd], i.e. Gu(s )=  
C(sI  - A ) - IBu ,  Gd(s) = C(s l  - A)-ZBd. Then 

Gud(Z) = C(zI  - Ad)- lBud 

Gd(Z)  -- C ( z I  - A d ) - I B d ,  Ad  = e Ah (50) 

fo Bud = ~0 eAtBudt' BdBTd ~- eAt,-, nT A T ~dD d e tdt 

Note that f / Iu(z)= I - C ( z I -  Ad + L C ) - I L  and one of 
u 

the left coprime factorizations of Gd(z) is given by 

f~d(Z) = I - -  C(zI  - Ad + L C ) - I L  (51) 

Nd(z) = C(zI  - Ad + LC)-I[~d (52) 

• Find (A, [Bu Bd], C, O) of Cu(s). 

• Compute Ad, Bud and Bd using (5@. 

• LetbL e any constant matrix stabilizing A d -  LC.  

• Compute R(z),  which is given by 

R(z) = (~ + QC(zI  - Ad + L C ) - I ( L  - L) (53) 

where Q is the right inverse of H which is an ap- 
propriate .full row rank matrix satisfying [I[-I T = 
C X C  T, L = --LTo and (X, no) is the stabilizing 
solution to DTARS 

[ A d X A T - - X + B d B T d  AdXCT ] [ I 
C X A  T C X C  T Lo = 0 

• Construct the optimal residual generator as r(z) = 
R(z)~(z) with 

b(k + 1) - Adb(k) + B~dv(k) + n(¢(k)  - ~(k)) 

~>(k) = c ~ ( k ) ,  ~(k) = ¢ ( k )  - ~ (k )  

and set the threshold Jth - - ~ d .  

It is interesting to note the following remarks. 

Remark: Algorithm 2, which is based on the state 
space realization of [Gu(s) Gd(S)], provides a more con- 
venient computation approach of the optimal post-filter 
R(z) due to the special selection of (51). On the other 
side, Algorithm 1, which is based on the state space real- 
ization of G~(s), is more intuitive and sheds more insight 
into the essence of the optimal design of FD system for 
SD systems. 

Remark :  If L = L in (53), then R(z) reduces to a 
constant matrix Q. In this case, the residual generator 
has the lowest order. 

Remark: Apparently, the discrete-time system (18) can 
also be constructed based on the state space realization 
of [cu(~) c~(~) a~(~)] 

bp = Apxp + Buu + Bdd + B f  f 

y --" Cpxp  

instead of only on [Gu(s) Gd(S)] or Gu(s). However, 
note that the optimal solution (45) is indeed unrelated 
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to Gf(s). If the dynamics from f(s)  to y(s) is different 
from the dynamics from [uT(s) dT(s)] T to y(s), such 
a treatment will unnecessarily increase the order of the 
residual generator, which is undesirable in practice. 

Full decoup l ing  p r o b l e m  

The discrete-time residual r is said to be fully decoupled 
from the continuous-time disturbances d if the dynamics 
of the residual generator satisfies r(e j~°h) = rd(eJ"~h) + 
rf(e j~°h) -- rf(eJ~h), i.e. for any disturbance d, 

rd(eJ~h) = (rC~,RM~ d)(eJ~h) -- 0, W ~ [0, w~] (54) 

which holds iff 

h / i  ~ 
Vd, I]rdl]2 = -~ r~(eJ~h)rd(e3"~h)dw = 0 (55) 

From (35) and (37), (55) is equivalent to 

Because f/Iu(Z) is a full rank square matrix, (56) holds 
iff 

Thus for the SD system (1)-(3), there exists a linear 
discrete-time residual generator fully decoupled from 
disturbance d if and only if (57) holds. 

Recall that in purely continuous-time systems described 
by (1), the condition for full decoupling of r(t) from 
disturbance d(t) is rank Gd(s) < m and note that 
rank Gd(z) >_ rank Gd(s), because for the state space 
realization of Gd(s) = Cd(sI--Ad)- lBd and correspond- 
ing Gn(z)= C d ( z I -  Add)-l[~d in (39), 

rank [~d j~0 h = rank [~d[~ = rank eA~tBdB~eA~tdt 

>_ rankBdB~ = rankBd 

Therefore, a full decoupling of the residual from the dis- 
turbance is more difficult in SD systems than in purely 
continuous-time systems. 

3 Conc lus ion  

In this paper, we proposed an H~-optimization tech- 
nique based approach to the optimal design of discrete- 
time fault detection system for SD systems. With 
the help of the introduced operators, the influence of 
continuous-time disturbances and faults on the discrete- 
time residual can be quantitatively analyzed without 
any approximation. The optimization problem was then 
formulated following the principle of integrated design. 
Two algorithms were presented for the design of the op- 
timal fault detection system. Further discussion shows 
that full decoupling of the residual from disturbances 
becomes more difficult in SD systems. 
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