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Abstract

Fault detection is addressed within a statistical framework.
The corresponding inference problem is stated. Particular
emphasis is put on dealing with nuisance parameters. A sta-
tistical tool for solving this inference problem is described.
An example illustrates the proposed method.

1 Introduction

Monitoring complex structures and processes is neces-
sary for security, condition-based maintenance, supervision.
Faults can often be modeled as deviations, with respect
to a nominal reference value, in the parameter vector of a
stochastic system. A crucial issue is to state the significance
of the observed changes with respect to noises, uncertain-
ties (nuisance parameters), and changes in the environment
of the monitored process [1, 3, 7].
The problem of nuisance parameters rejection is tradition-
ally treated in the framework of the analytical redundancy
approach. This approach is based on some natural geomet-
ric properties of static (dynamic) systems. The theory of an-
alytical redundancy is purely deterministic. Random noises
are only heuristically treated. For this reason the problem
of optimal fault detection remains unsolved. On the other
hand, there exist an invariant hypothesis testing approach
(if the original problem is invariant) or an adaptive testing
method (such as the generalized likelihood ratio test). Key
features of these statistical methods are their ability to han-
dle noises and uncertainties, to reject nuisance parameters,
to decide between two hypotheses H0 (no faults) and H1

(there exists a fault).
The goal of this paper is to propose an optimal statistical
tool to detect a fault in a linear stochastic (dynamical) sys-
tem with nuisance parameters. It is supposed that the nui-
sance parameters are unknown but non random; practically,
this means that the nuisance can be intentionally chosen to
maximize its negative impact on the monitored system (for
instance, to mask a fault).
The paper is organized as follows. We start with the prob-
lem statement in section 2. A simple linear model (without
nuisance) is treated in section 3. Next, the nuisance param-
eters are introduced and the problem of optimal fault de-
tection with nuisance is discussed in section 4. Section 5
is devoted to a dynamical model with a deterministic state
equation governed by an unknown input. An example of

ground station based GPS integrity monitoring illustrating
the relevance of the proposed tools is described in section 6.

2 Problem statement

Any detection procedure should perform a tradeoff between
two incorrect decisions : false alarm (false rejection of the
null hypothesis) and non detection (missed acceptance, or
equivalently false rejection, of the alternative hypothesis).
Two types of hypotheses have to be distinguished : simple
hypothesis Hi, i = 0,1, is defined by a unique value of the
parameter vector: Hi :θ=θi. A composite hypothesis refers
to a set of parameters Hi : θ ∈ Θi with Θi ⊂R

r. We assume
that Θ0

⋂
Θ1 = /0. Composite hypotheses are more relevant

than simple ones in practice, because of limited available
amount of information, especially for the alternative (fault
mode). The quality of a binary statistical test δ is defined
with the probability of false alarm: α = Pr0 (δ �= H0), where
Pri stands for observations Y1, . . . ,Yk being generated by dis-
tribution Pi, and the power function : βδ(θ) = Prθ (δ = H1).
In case of a vector parameter θ, the crucial issue is to find
an optimal solution over a set of alternatives which is rich
enough. Unfortunately, uniformly most powerful (UMP)
tests scarcely exist, except when parameter θ is scalar, the
family of distributions has a monotone likelihood ratio, and
the test is one-sided [2, 4]. As we have mentioned in the in-
troduction, another important issue is dealing with the nui-
sance parameters. To solve the composite hypotheses test-
ing problem with nuisance parameters we use the theory
developed by Wald in his paper [10]. We also adapt the
Wald’s theory to the case where the parameter of interest
(fault) θ and the nuisance X belong to different subspaces
of the observation space. Therefore, the goal of this paper
is twofold. First, we develop an optimal statistical tool to
solve the problem of fault θ detection in the following lin-
ear gaussian model :

Y = HX +Mθ+ξ, (1)

where Y ∈ R
n is the measured output, θ ∈ R

r is the param-
eter (fault) of model (1), M is a full column rank matrix of
size (n× r) with r < n, X ∈ R

m is an unknown and non ran-
dom state vector (nuisance parameter), H is a matrix of size
(n×m) with m < n, and ξ is a zero mean gaussian noise
ξ ∼ N (0,σ2In) with the known variance σ2 > 0 and the
(n× n) identity matrix In. Second, the developed tool is
used to examine several more practical questions, for in-
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stance, how to assess the impact of nuisance dynamics, in-
jected in the model via a state equation, or how to solve the
problem of “optimal residual generation”.

3 Simple linear model

The goal of this section is to apply the Wald’s theory of bi-
nary hypotheses testing to a linear gaussian model, to adapt
the optimality criterion to this case and to design the optimal
algorithm that realizes this optimality criterion. We mainly
use the technique developed by Wald [10] in this section.

3.1 Design of the test and its optimality
Originally, Wald has proposed a solution to the following
problem : the observation Y ∈R

n is generated by one of two
gaussian distributions : N (0,Σ) and N (θ �= 0,Σ), where θ
is the mean vector and Σ is a positive definite covariance
matrix. The hypotheses testing problem consists in deciding
between

H0 : {θ = 0} and H1 : {θ �= 0}. (2)

The peculiarity of the above problem is that that a uniformly
most powerful (UMP) test does not exist in case of a vector
parameter θ. To overcome this difficulty, Wald propose to
impose an additional constraint on the class of considered
tests, namely, a constant power function over a family of
surfaces S defined on the parameter space Θ, in order to
avoid the existence of UMP tests over a subspace Θ of Θ
which are very inefficient over Θ\Θ.

Definition 1 A test δ∗ ∈ Kα =
{

δ : Pr0(δ �= H0) ≤ α
}

,
where α is the prescribed probability of false alarm, is
said to have uniformly best constant power (UBCP) on the
family of surfaces S , if the following conditions are ful-
filled [10] :

1. for any pair of points θ1 and θ2 which lies on the same
surface Sc ∈ S , βδ∗(θ1) = βδ∗(θ2), where βδ(θ) =
Prθ(δ = H1) is the power function of the test δ.

2. for another test δ ∈ Kα, which satisfies the previous
condition, we have βδ∗(θ) ≥ βδ(θ).

To solve the hypotheses testing problem (2), Wald defines
the following family of surfaces (ellipsoids) :

S = {Sc : θT Σ−1θ = c2}. (3)

The UBCP test defined on the family of surfaces (3) is given
by

δ∗(Y ) =
{

H0 if Λ(Y ) = Y T Σ−1Y < h(α)
H1 if Λ(Y ) = Y T Σ−1Y ≥ h(α) , (4)

where the threshold h = h(α) is chosen to satisfy the defini-
tion of the class Kα. Let us assume the following gaussian
linear model :

Y = Mθ+ξ, (5)

where Y ∈R
n is the observation vector, θ∈R

r is the param-
eter of model (5), i.e. the vector of faults, M is a full column
rank matrix of size (n× r) with r < n and ξ is a zero mean
gaussian noise ξ ∼ N (0,σ2Ir), σ2 > 0. As in the previous
case, the problem consists in deciding between the hypothe-
ses H0 : {θ = 0} and H1 : {θ �= 0}. Let us apply the general
Wald’s idea to design the UBCP test :

δ∗(Y )=
{
H0 if Λ(Y )= 1

σ2 Y T M(MT M)−1MTY <h(α)
H1 if Λ(Y )= 1

σ2 Y T M(MT M)−1MTY ≥h(α)
. (6)

It is necessary to prove that the test δ∗, given by equation
(6), is UBCP over the following family of ellipsoids:

S =
{

Sc :
1

σ2 θT MT Mθ = c2
}

. (7)

The main result of this section is established in the follow-
ing Theorem 1.

Theorem 1 Let us consider the regression model (5). The
test δ∗(Y ) ∈ Kα, given by equation (6), is UBCP for decid-
ing between the hypotheses H0 : {θ = 0} and H1 : {θ �= 0}
over the family of ellipsoids (7).

3.2 Discussion of the UBCP test
Let us discuss now some issues in deciding between H0 :
{θ = 0} and H1 : {θ �= 0}. First of all, the test δ∗(Y ) coin-
cides with the generalized likelihood ratio (GLR) test. After
a simple algebra we obtain the following expression for the
GLR

Λ̂(Y ) = 2log
supθ fθ(Y )

f0(Y )
=

1
σ2Y T M(MT M)−1MTY = Λ(Y ),

where Λ(Y ) is given by equation (6). A typical family of
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σ2 θT MT Mθ=c2
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Figure 1: Family of ellipsoids and the power function β(c2).

ellipsoids and power function βδ∗ of the test δ∗ are depicted
in figure 1. Because the power is constant on the same sur-
face Sc : 1

σ2 θT MT Mθ = c2, it is reasonable to present the

power as a function of c2 : c2 �→ βδ∗(c2). The statistics
Λ(Y ) = 1

σ2 Y T M(MT M)−1MTY is distributed according to

the χ2 law with m degrees of freedom. The law χ2 is central
under H0 and noncentral under H1. It is easy to see that c2

is the parameter of non centrality of the χ2 law under H1.
Hence, the power function is given by

βδ∗(c
2) = Prc2(δ∗ = H1) =

∫ ∞

h
fc2(y)dy, (8)
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where fλ(y) = f0(y)e−
λ
2 G

(
r
2 , λy

4

)
is the density of the non

central χ2
r,λ with r degrees of freedom, f0(y) = y

r
2 −1e−

y
2

2
r
2 Γ( r

2 )
,

λ is the noncentrality parameter, Γ(x) =
∫ ∞

0 ux−1e−udu is

the gamma function, and G(κ,x) = 1+ x
κ + x2

κ(κ+1)2! + . . .+
xp

κ(κ+1)···(κ+p−1)p! + . . . is the hypergeometric function. The

threshold h = h(α) is defined by solving the following equa-
tion :

α = Pr0(δ∗ �= H0) =
∫ ∞

h
f0(y)dy, (9)

where α is the prescribed probability of false alarm.

4 Linear model with nuisance parameters

The goal of this section is to apply the Wald’s theory of
binary hypotheses testing to a linear gaussian model with a
nuisance parameter. As in the previous section, the Wald’s
idea to define a family of surfaces around the point θ = 0 on
the parameter space will be extensively used now to adapt
the optimality criterion to this case and to design a decision
rule that realizes the optimality criterion.

4.1 Nuisance parameters rejection
Let us recall the regression model (1) with the nuisance pa-
rameter X . The new hypotheses testing problem consists in
deciding between

H0 : {θ = 0, X ∈ R
m} and H1 : {θ �= 0, X ∈ R

m}, (10)

where θ is the informative parameter and X is the nuisance
parameter, while considering X as an unknown vector. Be-
cause the nuisance parameter X is non random and its cur-
rent values are not bounded (X ∈ R

m), the only solution is
to eliminate the impact of X on the decision function Λ.
First of all, let us note that the family of distributions
Y ∼ N (HX + Mθ,σ2In) remains invariant (see [4] for de-
tails and definitions) under the group of translations G = {g :
g(Y ) = Y +HC}, C ∈ R

m, which in the parameter space in-
duces the group G = {g : g(Y ) = Y + HB}, B ∈ R

m, that
preserves both Ω0 = {E(Y ) = HX , X ∈ R

m} and Ω1 =
{E(Y ) = HX + Mθ, X ∈ R

m, θ �= 0}, i.e. gΩ0 = Ω0 and
gΩ1 = Ω1. Hence, the hypotheses testing problem (10) re-
mains invariant under G [4]. As it is mentioned in [4], the
optimal invariant tests are based on the maximal invariants
(principle of invariance). Let us recall the notion of maximal
invariant [4] :

Definition 2 A function M = M(Y ) is said to be maximal
invariant to a group of transformation G, if the following
two conditions are satisfied: 1) M(g(Y )) = M(Y ) for all
g∈G; 2) M(Y1) = M(Y2) implies Y2 = g(Y1) for some g∈G.

To apply the principle of invariance, let us define the col-
umn space R(H) of the matrix H. The standard solution
is the projection of Y on the orthogonal complement R(H)⊥
of the column space R(H). The space R(H)⊥ is well-known

under the name “parity space” in the analytical redundancy
literature [3]. This situation is depicted in figure 2 where

y1

y2

y3

Parity space

Column space R(H)

O

w1

w2

fault Mθ

Projection WMθ

Figure 2: Column space and its orthogonal complement (parity
space).

Y ∈ R
3, X ∈ R. If the matrix H is full column rank, the

parity vector Z = WY is the transformation of the measured
output Y into a set of n−m linearly independent variables by
projection onto the left null space of the matrix H. The ma-
trix W T = (w1, . . . ,wn−m) of size n× (n−m) is composed
of the eigenvectors w1, . . . ,wn−m of the projection matrix
PH = In − H(HT H)−1HT corresponding to eigenvalue 1.
The matrix W satisfies the following conditions : WH = 0,
W TW = PH , WW T = In−m. If the rank of H is equal to
q : 1 ≤ q < m, then PH = In −H(HT H)−HT , where A−
is a generalized inverse of A, and the matrix W is of size
n× (n−q). It follows from the first of the above conditions
that the transformation by W completely removes the inter-
ference of the nuisance parameter X . It can be shown that
the function M(Y ) = Z = WY is maximal invariant to the
group of translations G = {g : g(Y ) = Y + HX}. For this
reason all invariant tests should depend on Y only via the
vector Z = WY . The measurement model (1) can be rewrit-
ten by the following manner :

Z = WY = WMθ+Wξ = WMθ+ζ, (11)

where ζ ∼ N (0,σ2In−m), σ2 > 0.

4.2 Design of the UBCP invariant test
Let us assume that the matrix WM is full column rank of
size ((n−m)× r) with r < n−m. Hence, the results of
section 3 (Theorem 1) can be directly applied to the model
given by equation (11) for deciding between H0 : {θ = 0}
and H1 : {θ �= 0}. Putting together equations (6) and (11)
we get the invariant test :

δ∗(Y ) =
{

H0 if Λ(Y ) < h(α)
H1 if Λ(Y ) ≥ h(α) (12)
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with Λ(Y ) = 1
σ2 Y T PHM

(
MT PHM

)−1
MT PHY which is

UBCP over the following family of surfaces

S =
{

Sc :
1

σ2 θT MT PHMθ = c2
}

. (13)

To compute the power function and the probability of false
alarm, equations (8) - (9) can be used with the following
elementary modification : the noncentrality parameter λ is
equal now to c2 = 1

σ2 θT MT PHMθ.

4.3 Discussion of the UBCP invariant test
Let us discuss some issues in deciding between H0 : {θ = 0}
and H1 : {θ �= 0} (10) while considering X as an unknown
nuisance parameter. As in the previous case, the invariant
test δ∗(Y ) coincides with the GLR test. It can be shown that
the following equality is satisfied

Λ̂(Y ) = 2log
supθ,X fθ,X (Y )

fX (Y )
=

1
σ2Y T (PH −PM,H)Y = Λ(Y ),

where PM,H = In − H̃(H̃T H̃)−1H̃T , H̃ = (H M) and Λ(Y ) is
given by equation (12). Hence, in the case of the regression
model (1), the GLR is an optimal invariant test.
The statistical properties of the GLR test have been exam-
ined in [6]. It has been mentioned in [6] that the GLR test is
(UMP) optimal because the χ2 distribution of Λ̂(Y ) = Λ(Y )
is monotone in the noncentrality parameter λ. Therefore,
the authors of [6] have reduced a vector parameter detection
problem to a scalar one (without any guarantee that this re-
duction does not change the sense of optimality). We would
like to stress that in contrast with [6] we prove the optimal-
ity of the test directly in the parameter space.
Another interesting question arises in connection with the
above mentioned problem of “optimal residual generation”
(see, for instance, the survey [7]). The recommendation of
the theory of invariant tests is to use the maximal invariant
statistics Z = WY to design an optimal test. Let us consider
now a subspace of the parity space (defined by W ) and es-
timate the power function of such a test based on such a
“subset” parity vector. To obtain this subspace, let us define
another nuisance rejection matrix W1 of size (k×n), where
k is so chosen that r < k < n−m, from the matrix W by
deleting n−m−k rows of W . It is easy to see that W1H = 0
and W1W T

1 = Ik. Finally, we obtain

Z1 = W1Y = W1Mθ+W1ξ = W1Mθ+ζ1, (14)

where ζ1 ∼ N (0,σ2Ik),σ2 > 0. Putting together equations
(6) and (11) we get the new invariant test :

δ∗1(Z1) =
{

H0 if Λ(Z1) < h(α)
H1 if Λ(Z1) ≥ h(α) (15)

with Λ(Z1)= 1
σ2 ZT

1 W1M
(
(W1M)TW1M

)−1
MTW T

1 Z1 which
is UBCP over the family of ellipsoids

S =
{

Sc :
1

σ2 ‖W1Mθ ‖2
2= c2

}
. (16)

Lemma 1 Let us assume that Pr0(δ∗1 �= H0) = Pr0(δ∗ �=
H0) = α (0 < α < 1). Then the following inequality is sat-
isfied for any θ �= 0 : βδ∗1(θ) ≤ βδ∗(θ).

The above equation shows that a “subset” parity vector can-
not improve the power of the test and the full-set parity
space is better (at least not worse) than a subset one. But the
choice of the full-set rejection matrix W of size (n−m×n)
is not unique. As it is mentioned in the survey [7], the prod-
uct AW , where A is a matrix of size (n−m× n−m) such
that detA �= 0, leads to another rejection matrix W̃ = AW .
It is asked in [7] whether such an operation can improve
the residual generation step or not. It is clear that W̃H = 0.
The following lemma shows that using the rejection matrix
W̃ = AW does not change the power function of the test.

Lemma 2 Let us assume that the UBCP invariant test (12)
is designed by using a rejection matrix W̃ = AW, where
detA �= 0. Then the power function of the test (12) remains
independent of A.

5 Dynamical model with unknown inputs

The goal of this section is to apply the statistical tools de-
veloped in sections 3 and 4 to a dynamical model where the
nuisance is modeled by a deterministic state equation :

Xk = FXk−1 +BUk, (17)

Yk = HXk +Mθk +ξk, (18)

where Yk ∈ R
n is the measured output, Xk ∈ R

m is the state
vector, Uk ∈ R

p is the unknown input vector (nuisance pa-
rameter), θk ∈ R

r is the vector of faults at time k, and ξk is
a zero mean gaussian white noise, ξk ∼ N (0,σ2In), σ2 > 0.
It is assumed that all the matrices of (17) - (18) and the
variance σ2 are known. The characteristic feature of the dy-
namical model (17) - (18) is that the nuisance X is modeled
by a deterministic state equation (17) which is governed by
the input vector U . For instance, the nuisance Xk, say, the
altitude of aircraft, certainly depends on its previous value
Xk−1, via the aircraft dynamics of modeled by the matrix
F , and some unknown factors like positions of control sur-
faces.
A fixed N-size sample of measured outputs Y1, . . . ,YN is
available and supposed to be generated by one of two al-
ternative hypotheses. There are two methods to deal with
the nuisance parameters X1, . . . ,XN .
Method 1 : Ignoring the state equation. Here, the UBCP in-
variant test is designed by using uniquely the measurement
equation (18). Equation (17) is ignored. By putting together
N measurement equations we get :

Y1,N = H X1,N +M θ1,N +ξ1,N . (19)

where X1,N = (XT
1 , . . .XT

N )T , θ1,N = (θT
1 , . . .θT

N)T , ξ1,N =
(ξT

1 , . . .ξT
N)T and the block diagonal matrices M et H are

composed of M and H respectively. The UBCP invari-
ant test (12) is applicable now by replacing the vector Y ,
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matrices H, M and PH by Y1,N , H , M and PH = Ikn −
H (H T H )−1H T respectively. This test δ∗H is UBCP over
the following family of ellipsoids

SH =
{

Sc :
1

σ2 ‖ W M θ1,k ‖2
2= c2

}
,

where the matrix W satisfies the following conditions
W H = 0, W T W = PH and W W T = IN(n−q).
Method 2 : Using both (state-space and measurement)
equations. In contrast with the previous case, the UBCP
invariant test is designed now by using both equations
(17) and (18). The nuisance Xi is replaced by FkX0 +
∑i−1

j=0 F jBUi− j for i ≥ 1. This implies that Yi = HFiX0 +
HFi−1BU1 + . . .+HBUi for 1 ≤ i ≤ N. By putting together
N measurement equations, we get :

Y1,N = UX0 +VU1,N +M θ1,N +ξ1,N , (20)

where the nuisance is defined by X0 and U1,N =
(UT

1 , . . . ,UT
N )T and the matrices U and V are fonctions of

the matrices H, F and B. Let us apply the UBCP invariant
test (12) to the model given by equation (20), by replacing
the vector Y , matrices H, M and PH by Y1,N , (U V ), M and

P(U V ) = INn − ( U V )
(
( U V )T (U V )

)−1 ( U V )T

respectively. This test δ∗(U V ) is UBCP over the following
family of ellipsoids

S(U V ) =
{

Sc :
1

σ2 ‖ W1M θ1,k ‖2
2= c2

}
,

where matrix W1 satisfies the following conditions
W1(U V ) = 0, W1W T

1 = INn−rank(U V ), and W T
1 W1 =

P(U V ). If the matrices H and/or (U V ) are not full col-
umn rank then A−1 should be replaced by A− in the above
equations.
Comparison of the above mentioned methods. Let us con-
sider the above mentioned tests δ∗H and δ∗(U V ). The result
of their comparison is established by the following Lemma.

Lemma 3 Let us assume that Pr0(δ∗H �= H0) =
Pr0(δ∗(U V ) �= H0) = α (0 < α < 1). Then the

following inequality is satisfied for any θ1,k �= 0 :
βδ∗H

(θ1,N) ≤ βδ∗(U V )
(θ1,N).

The proof of Lemma 3 is based on the fact that the col-
umn space of (U V ) (see equation(20)) is contained in
the column space of H (see equation(19)). This leads to
the orthogonal complement which can be richer in the case
of using both (state and measurement) equations. The im-
portance of state equation to model the nuisance has been
heuristically discussed in the analytical redundancy litera-
ture. Lemma 3 formally proves this result. The UBCP in-
variant test based on the state-space model (17) - (18) per-
forms better (at least not worse) than the test based uniquely
on the measurement equation (18).

6 Application : ground station based GPS integrity
monitoring

Integrity monitoring requires that a navigation system de-
tects faulty measurement sources, and if possible isolates
and removes them from the navigation solution before they
sufficiently contaminate the output. The recent researches
show that the detection of the GPS navigation message
degradation is crucially important for many transportation
systems [9].
The ground station based GPS integrity is considered (see
figure 3). For some safety critical navigation modes, land-

Navigation satellites

Ground station

(xi,yi,zi)

(xs,ys,zs)

(xu,yu,zu)

Airport

fault

Figure 3: Ground station integrity monitoring.

ing, for instance, the GPS channels integrity monitoring is
realised by using the measurements of monitoring station
at a known position Xs = (xs,ys,zs)T close to the airport
(see figure 3). When a fault is detected, the correspond-
ing information is transmitted via the integrity channel. The
GPS solution is based upon accurate measuring the dis-
tance (range) from several satellites with known locations
to a user (station or vehicle). Let us assume that there are
n satellites located in three-space at the known positions
Xi = (xi,yi,zi)T , i = 1, . . . ,n. The pseudorange ri from the
i-th satellite to the user can be written as

yi = ri −di = c ρ+ξi (21)

where : di = ‖Xi−Xs‖2 =
√

(xi−xs)2+(yi−ys)2+(zi−zs)2

is the true distance from the i-th satellite to the station, ρ
is an unknown (non random) station clock bias ρ ∈ R

1,
1It is assumed that the ground station is equipped by a lower accuracy

clock. To explain why we assume this model of nuisance (ρ ∈ R) let us
recall that a clock error of 10−3 s leads to an additional pseudorange bias of
300km ! In fact, nominal pseudorange standard deviation is approximately
equal to 12.5 m now and will be limited by 6.6 m or even by 3.8 m in
the near future. Roughly speaking, for ρ the space R is “reduced” to the
interval [−10−3;+10−3] s.
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c � 2.9979 · 108m/s is the speed of light and ξi is an addi-
tive pseudorange error, ξ = (ξ1, . . . ,ξn)T is the vector of ad-
ditive pseudorange errors at the ground station position. A
fault is modeled by the vector θ of additional pseudorange
biases. Hence, we get the following measurement model
with a fault :

Y =Cρ+ξ (+θ), ξ∼N (0,σ2In), Y = (y1, . . . ,yn)T , (22)

where C = (c, . . . ,c)T . The problem consists in deciding
between the null hypothesis H0 (no contaminated pseudor-
anges) and the alternative hypothesis H1 (there are contam-
inated pseudoranges)

H0 : θ = 0, ρ ∈ R against H1 : θ �= 0, ρ ∈ R

As it follows from section 4, the UBCP invariant test is
based on the following statistics (see details in [5])

χ2 =
1

σ2

n

∑
i=1

(yi − y)2 (23)

where y = 1
n ∑n

i=1 yi. To illustrate Lemma 3 and to show
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Prθ(δ∗ �= H1)

1−βδ∗H
(θ1,5)

1−βδ∗(U V )
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Figure 4: Probability of non detection by ignoring the state equa-
tion and by using both (state and measurement) equa-
tions.

how the use of state equation improves the performance of
the test, let us consider that the station clock bias is modeled
by the following state equation : ρk = ρk−1 +0.5ρk−2 +uk.
Let us additionally assume that : n = 4 and N = 5. The
comparaison between two methods presented in section 5
(by ignoring and by using the state equation) is shown in
Figure 4. The probability of false alarm is chosen to be
α = 10−3. It is easy to see that the probability of non de-
tection 1−βδ∗(U V )

(θ1,5) by using the state equation is much

smaller than the probability of non detection 1−βδ∗H
(θ1,5)

obtained by ignoring the state equation. Let us finish this
example with a comment on the fault detectability prob-
lem. We consider a user (aircraft) at the positions Xu =

(xu,yu,zu)T . By linearizing the pseudorange equation with
respect to the state vector X = (xu,yu,zu,ρu)T = (XT

u ,ρu)T

around the working point X0, we get the linearized measure-
ment equation with a fault

Y = R−R0 � H0(X −X0)+ξ (+θ), (24)

where R0 = (r10 , . . . ,rn0)
T , ri0 = ‖Xi − Xu0‖2 + cρu0 , ξ =

(ξ1, . . . ,ξn)T , H0 = ∂R
∂X

∣∣∣
X=X0

is the Jacobian matrix of size

n × 4. As it follows from equations (24), a fault θ af-
fecting the GPS channels implies an additional error b =
E(X̂ −X) = (HT

0 H0)−1HT
0 θ in the vector X̂ . It is obvious

that the set of undetectable biases θ is expressed by the
equation Wθ = 0. All these vectors θ can be expressed as :
θ = x1n with x ∈ R and 1n = (1, . . . ,1)T . Fortunately, the
impact b = x(HT H)−1HT 1n of such an undetectable bias
x1n on the first three components x̂u, ŷu, ẑu is equal to zero,
i.e. bx = by = bz = 0. Therefore, undetectable (by a ground
monitoring station) pseudorange biases are not dangerous
for the navigation.
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