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ABSTRACT

This paper presents an authentication scheme and an access
control scheme for JPEG2000 image codestreams based on
hash chains. Both schemes are fully compatible with the
core part of JPEG2000 standard. The authentication scheme
allows users to verify the authenticity of sub-images pro-
gressively extracted from a single codestream protected with
a single signature, and the access control scheme allows
users to access sub-images partially decrypted from a sin-
gle encrypted JPEG2000 codestream. In addition, the two
schemes can be integrated to provide both authenticity and
access control simultaneously. Our experiments demonstrate
the two scheme are very efficient and highly scalable.

1. INTRODUCTION

JPEG2000 [1]-[3] is the latest international still image com-
pression standard. One of its remarkable merits is “com-
press once, decompress many ways”, ie., it supports ex-
traction of transcoded images of different resolutions, qual-
ity layers and regions, all from a single compressed code-
stream. This merit allows applications to manipulate or dis-
close only the required image data of a codestream based on
users’ privileges or capabilities. JPEG2000 standard doc-
ument Part 8, named JPSEC, is work in progress and is
concerned with all the security aspects of JPEG2000 image
codestreams and files.

Grosbois et al [4] proposed an authentication scheme us-
ing digital signature for JPEG2000 codestreams. The scheme
simply digitally signs each code-block individually and then
attaches the digital signature to the end of the code-block
bit stream. Hence, the scheme is inefficient and vulnera-
ble to collage attacks which replace or reorder signed code-
blocks. Grosbois et al [4] also presented an access control
method that allows a preview of low resolutions of an im-
age, whilst prevents the correct display of higher resolutions
by introducing pseudo-random noise in high frequency sub-
bands. This access control method is simple but, unfortu-
nately, is vulnerable to the so called known plaintext attacks.

Wu et al [5][6] presented an authentication scheme for
JPEG2000 image code-steams employing the Merkle hash
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tree and a digital signature algorithm. The scheme is fully
compatible with JPEG2000’s “compress once, decompress
many ways” functionality and possesses a “sign once, ver-
ify many ways” property. That is, the scheme allows users
to verify the authenticity of different sub-images extracted
from a single compressed codestream protected with a sin-
gle digital signature. This scheme is very flexible at the
price of moderately increased payload.

The Secure Scalable Streaming (SSS) technique pro-
posed in [7] supports low complexity, high quality transcod-
ing at intermediate, possibly untrusted, network nodes with-
out compromising the end-to-end security of the system.
SSS encodes, encrypts, and packetizes video into secure
scalable packets in a manner that allows transcoders to per-
form transcoding operations (e.g., bit rate reduction and spa-
tial down sampling) by simply truncating or discarding pack-
ets, and without decrypting the data. Secure scalable pack-
ets have unencrypted headers that provide side information,
such as optimal truncation points, to downstream transcoders.
However, key management, the important topic in our pa-
per, is not considered in [7].

This paper presents an authentication scheme and an
access control scheme for JPEG2000 image codestreams.
Both schemes are fully compatible with the core part of
the JPEG2000 standard. The authentication scheme allows
users to verify the authenticity of any transcoded sub-images
extracted from a single codestream protected with a single
signature. The access control scheme allows users to access
truncated codestreams from a single encrypted JPEG2000
codestream.

Although our schemes are designed independently, they
can be merged into a composite scheme so as to provide
progressively authentic access to JPEG2000 codestreams.
One approach to achieve this is to protect packets in a code-
stream with the access control scheme first, then the access
controlled packets are further protected using the authen-
tication scheme. Nevertheless, the decryption key for the
truncated codestream in the composite scheme should be
authentic because the authentication scheme ensures the au-
thenticity of the protected codestream, other than the de-
crypted codestream. Fortunately, it is easy to detect a cor-
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rupted decryption key since a codestream decrypted with a
wrong key results in noise, which in turn can be detected
easily by performing a correlation analysis.

The rest of this paper is organized as follows. Section
2 introduces some basic concepts in JPEG2000, those who
are familiar with JPEG2000 can skip this section. Section
3 describes our progressive authentication scheme and Sec-
tion 4 presents the progressive access control scheme. Our
experiment results are shown in Section 5. A conclusion is
drawn in Section 6.

2. OVERVIEW OF JPEG2000 CODESTREAMS

According to [1]-[3], a JPEG2000 image codestream is or-
ganized hierarchically with several types of structural ele-
ments - tiles, components, tile-components, resolution lev-
els, precincts, layers and packets.

Tiles: an image is partitioned into several tiles and each tile
is treated as a smaller independent image for the purpose of
compression.

Components and Tile-components: A component refers to
an element, such as Red, Green, and Blue.

Resolution: Given a tile-component, a multiple-level DWT
is performed. A wavelet transform decomposes a tile - com-
ponent into four sub-bands. Applying the wavelet transform
continuously on each lowest frequency sub-band generates
a series of sub-bands belonging to different transform lev-
els. A (n, — 1)-level wavelet transform generates 3n, — 2
sub-bands which construct n,. sub-images at resolution 0,
resolution 1, ..., and resolution n,. — 1, respectively.
Precincts: Precincts are used to make it easier to access the
wavelet coefficients corresponding to a particular spatial re-
gion of the image.

Layers and Quality levels: Assuming that a tile is parti-
tioned into n; layers. The sub-image with quality level O
has the lowest quality, and the sub-image with quality level
n; — 1 is the original image which has the highest quality.
Packets: Packets are the most fundamental building blocks
of JPEG2000 codestreams. A JPEG2000 codestream can be
viewed as a set of packets. In a codestream, a packet in a
given tile is uniquely identified by four parameters: C (com-
ponent), R (resolution level), P (precinct) and L (layer). The
packets of an image codestream are sorted with respect to
these four parameters in some orders, called progression
orders. JPEG2000 allows five progression orders - LRCP,
RLCP, RPCL, PCRL and CPRL.

3. PROGRESSIVE AUTHENTICATION

Figure 1 illustrates the application (e.g. in government and

court of law) of the proposed progressive authentication scheme.

It includes three fundamental operations, authentic code-

stream generation, truncation and verification which are car-
ried out at a producer, a proxy and a user, respectively.

SITs+ EE
Signature+ [

Signature

Producer

Signature+

Fig. 1. An application scenario of the progressive authen-
tication scheme where SIT stands for Subsidiary Integrity
Token.

3.1. Generating Progressive Authentic Codestream

After an image is captured, the image is compressed using a
standard JPEG2000 encoder to produce a JPEG2000 code-
stream of the image . We assume that there are n packets in
the JPEG2000 codestream, denoted as P;,i=1,2,..., n. To
generate the authentic codestream, the producer calculates
incrementally hash values of the n packets as follows,

hy =
hi =

H(P,) (1)

where H (-) is a one way hash function, and is the con-
catenation operator. Note that the tile header and/or code-
stream header is treated as part of the packet immediately
following it when performing the hash operations in Equa-
tions (1) and (2). The producer signs on the hash value A1
to generate a signature o for the codestream using a under-
lying signature scheme such as RSA. The authentic code-
stream consists of o, P;, i = 1,2,..., n and is forwarded to
the proxy for dissemination to users.

“||’7

3.2. Truncating Authentic Codestream

Due to constraint of network bandwidth or user devices, the
proxy may have to discard part of the codestream. Using
JPEG2000’s EBCOT property [1]-[3], the truncation of the
codestream starts from packets with high index values. For
example, to discard n — ng + 1 packets, the proxy discards
the packets P;(i = ng,no+1,...,n), computes the SIT h,,,
using Equations (1) and (2). The proxy then sends the trun-
cated codestream consisting of packets P; (1 = 1,2, ...
1), the signature o and the SIT h,,, to the user.

, o—
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3.3. Verifying Truncated Codestream

To verify the truncated codestream P; (i = 1,2,...,n9—1),
the user calculates

H(Pno—lnh‘no)
H(P;||h; +1)

hno -1 =
h;

i=ng—2,...,2,1

Then, the user checks h; against o with the public key of
the producer. If ; matches o, the truncated codestream is
considered authentic.

3.4. Performance

The proposed progressive authentication scheme allows the
proxy to flexibly truncate an authentic codestream accord-
ing the constraint of the network bandwidth or user device
capability. The user can verify the authenticity of the trun-
cated codestream using the SIT and the producer’s signa-
ture. Comparing with the naive solution in which the pro-
ducer or the proxy signs on the truncated codestream each
time, our scheme is computationally efficient (since hash
computation is much more efficient than signature genera-
tion ) and secure (since the producer’s signature private key
is not kept by the proxy). The transmission overhead in our
scheme is also very small, only a hash value and a digital
signature are transmitted in order to allow the user to verify
the authenticity of the truncated codestream.

4. PROGRESSIVE ACCESS CONTROL

In this section, we propose an access control method which
manages the access control keys using a hash chain, where
a node of the hash chain is an encryption key which is used
to encrypt a corresponding packet in a codestream. With re-
spect to Figure 2, the first key in the chain corresponds to the
last packet of the codestream, the second key corresponds to
second last packet, and so on. The encrypted codestream is
distributed freely. To access truncated codestreams, a user
interacts with an on-line key server to obtain appropriate
keys. Only one key is needed by the user to decrypt and
access a truncated codestream.

Pl P2 . P
codestream | ] Ia

K K Kx
key chain g : N

Fig. 2. Scenario of progressive access. In this scheme, the
progressive order of the packets is different from that of the
keys.

4.1. Generating Progressive Access Key by the Producer

Again we assume that there are n packets in a JPEG2000
codestream, P;,i = 1,2,...,n. Then the producer create a
hash chain with a master key K

Ki=H"Y(K)=HH""YK)) i=n,...,2,1

where H(-) is a one way hash function, H°(K) = K.
Then the producer encrypts the packet P; with the key K,
1 = 1,2,...,n, and distributes the encrypted codestream
freely to users. Note that delimiting markers in packets are
not encrypted. This is important in order to have correction
decryption of the encrypted packets by users.

4.2. Rendering the Requested Codestream by the User

Assuming that a user desires to access a truncated code-
stream consisting of packets P;,i = 1,2,...,p, the user
authenticates himself or herself (or makes appropriate pay-
ment) to an on-line key sever. The server in turn sends the
key K, to the user. The user computes

K,=H"Y(K,) i=p—1,...,2,1 3)

Then, the user decrypts packet P; with key K;,i=1,2, ...,
p and obtains the desired truncated codestream P;, i = 1,2,
e D

4.3. Performance

In our access control scheme, the producer prepares the en-
crypted codestream only once. The encrypted codestream
can be distributed freely, either on-line or off-line. To ac-
cess a truncated codestream, only a single key is sent from
the on-line key server to a user. Therefore, the proposed
scheme is extremely efficient in key management. Obvi-
ously, the security strength of the scheme is the same as the
underlying hash function and encryption function.

5. EXPERIMENTS

To simplify the description, we show experiment results of
the two proposed schemes independently. The application
of the two schemes simultaneously to a codestream is straight-
forward and is not discussed here.

5.1. Progressive Authentication

In our experiment, the example image codestream consists
of 3 layers and 3 resolutions, and the digital signature scheme
is a 1024-bit RSA.

To test the authenticity of the truncated codestream by
layers, we first digitally sign the example codestream with
packets arranged in progressive order LRCP. The truncated
images are shown in Figure 3.
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Fig. 3. Progressive authenticity by layers for LRCP ordered
codestream, where the leftmost image is of the lowest qual-
ity, and the rightmost is of the highest quality.

Subsequently, the original codestream is rearranged in
RLCP progressive order and is signed again. The code-
stream is truncated by resolution as shown in Figure 4.

Fig. 4. Progressive authenticity by resolutions for RLCP or-
dered codestream, where the leftmost image is of the lowest
resolution, and the rightmost is of the highest resolution.

All the images in Figure 3 and Figure 4 are verified to
be authentic. To demonstrate the detection of tampering,
we modify the codestream randomly, the tampered image is
shown in Figure 5, the scheme reports that the image shown
in Figure 5 is tampered.

Fig. 5. A tampered image. The tampering in the top-right
corner is detected by our scheme.

5.2. Progressive Access Control

In this experiment, the example codestream comprises of 5
resolutions. To test the progressive access, packets of the
codestream are arranged in RLCP progressive order and are
encrypted according to the method in Section 4, where each
packet is encrypted with a unique key. To decrypt an image
of specific resolution, the on-line key server releases the key
for the last packet of the required resolution. The user cal-
culates the other keys one by one according to Equation (3)
and then decrypts the corresponding packets. In Figure 6,
the images with different resolutions are shown.

Fig. 6. Progressive access. The left image is decrypted with
the key for resolution 3, and the right one is decrypted with
the key for resolution 4. However, it is impossible to obtain
the right image using the key for resolution 3.

6. CONCLUSION

JPEG2000 is an emerging international standard for image
compression. JPEG2000 security (JPSEC) is in progress
and is concerned with JPEG2000 codestream security with
particular emphasis on flexible authentication and access
control. To meet the requirements of JPSEC, schemes pro-
posed in this paper use hash chains so as to exploit the
data structure of JPEG2000 codestreams. Our experiments
demonstrated that the proposed schemes are scalable and
efficient.
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