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ABSTRACT

A new method for partial-scrambling of JPEG 2000 images based
on public-key encryption is proposed. By using public-key encryp-
tion, the proposed method provides an easier way of managing the
encryption key compared with the secret-key based method and
also provides tamper resistance against attacks. Although public-
key encryption is usually very time-consuming, the proposed
method achieves fast encryption by controlling the number of bytes
to be encrypted. An encrypted JPEG 2000 image generated by
the proposed method has backward compatibility with a standard
JPEG 2000 image, so that it can be decoded using a standard
JPEG 2000 decoder. The proposed method also has scalability
as to the degree of scrambling on the basis of JPEG 2000 coding
units, i.e., layers, DWT-levels, subbands, or code-blocks.

1. INTRODUCTION

JPEG 2000 [1, 2] is a new international standard for image cod-
ing. Images encoded by JPEG 2000 have good image quality and
various features for many kinds of applications. Digital images
are much easier to duplicate than analogue images, and conse-
quently, protecting copyrights and privacy has become an impor-
tant issue. How to secure JPEG 2000 images is now under being
discussed as JPEG 2000 part-8 (JPSEC) [3] in the standardization
of JPEG 2000.

Several methods for making JPEG 2000 image secure have
been proposed [4-8]. One of these is partial-scrambling [5-8].
Partial-scrambling allows authorized users to decode the scram-
bled JPEG 2000 images and view them at the original quality.
Non-authorized users are allowed to view degraded-quality of par-
tially scrambled JPEG 2000 images. In this paper, this property of
scrambled JPEG 2000 images are referred to as backward compat-
ibility with standard JPEG 2000 images.

The method described in [6, 7] uses a secret-key encryption
algorithm as the scrambling method, and it encrypts all of the
JPEG 2000 codestream except for the header information. A sim-
ilar scrambling method which is based on modulo operation has
been discussed in [8]. Both methods perform scrambling for com-
pressed JPEG 2000 codestreams, so that the scrambling opera-
tion can be separated from the JPEG 2000 encoding operation.
The secret-key encryption based scrambling in [6, 7] is not suit-
able for point-to-multipoint communications, owing to its key-
management problem, and the modulo-based scrambling is not
for the encryption algorithm; certain professional applications like
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Fig. 1. JPEG 2000 encoder

digital cinema require scrambling based on an encryption algo-
rithm.

In this paper, we propose a new partial-scrambling method
based on the public-key encryption algorithm. Public-key encryp-
tion makes it possible to easily manage encryption keys and pre-
vent tampering with the scrambled images. Public-key encryption
requires hundreds or thousands of times as much computational
complexity as secret-key encryption [9]; however, the proposed
method can reduce the complexity by using a control parameter.
Some experiments on JPEG 2000 images will be described, con-
firming that the scrambling time of the proposed encryption is ap-
proximately the same as that of secret-key-based encryption.

2. JPEG 2000 CODING

2.1. Procedure and codestream structure

Figure 1 shows a block diagram of the JPEG 2000 encoder. The
coding procedure is briefly summarized as follows. An input im-
age is decomposed into subbands by using a discrete wavelet trans-
form (DWT). The number of DWT is called the DWT-level. Each
subband is divided into code-blocks, which are the coding unit
of the EBCOT algorithm [10]. EBCOT algorithm encodes each
code-block individually and produces a compressed codestream.
The compressed codestream may have more than one layer. A
layer is defined as the set of compressed data of a certain image
quality. The structure of the JPEG 2000 codestream is shown in
Fig. 2. The codestream has a main header, packet headers, and so
on. In this paper, these headers are refered to as header informa-
tion, whereas the rest of the codestream is called body-data.

2.2. Marker codes

Marker codes in JPEG 2000 codestreams are special codes with
values ranging from FF90, to FFFF,, where “,” indicates hex-
adecimal notation. All marker codes are represented with two
bytes. The upper byte is F'F, and the lower byte is xx,. There-

fore, the marker codes are represented as F Fxx;,. To achieve back-
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Table 1. Marker codes
Value in HEX  Mnemonic

Name

FF90, SOT Start of tile
FF91, SOP Start of packet
FF92, EPH End of packet header
FF93, SOD Start of data
FFDY, EOC End of codestream

ward compatibility with standard JPEG 2000 codestreams, partial-
scrambling methods should avoid generating the marker codes
shown in Table 1 because they are used to distinguish body-data
from the rest of the codestream. If not, the decoding process of the
scrambled codestream may fail.

3. PROPOSED PARTIAL-SCRAMBLING METHOD

The proposed method is intended to realize partial-scrambling with-
out generation of marker codes in the body-data and to do so with

low computational complexity even though it uses public-key en-

cryption.

3.1. Conditions to avoid generation of marker codes

Let us assume that the original JPEG 2000 codestream has no
marker codes in its body-data.
The conditions to avoid generation of marker codes are:

(al) If a byte is below 90,, it must still be below 90, after scram-
bling.

(a2) If a byte is 90, or above (except FF)), it must still be below
FF, after scrambling.

If the byte is F'F}, there is no scrambling restriction.

However, encryption algorithms that map the body-data to ran-
dom values using one byte cannot meet the above conditions. To
meet them, we use a half byte, not a byte, for scrambling. A byte
is divided into an upper and a lower half. (al) and (a2) can be thus
rewritten for encryption algorithms as:

(b1) If a byte is below F0,, there is no restriction on the value of
the scrambled lower half byte.

(b2) If a byte is F0,, or above, the lower half byte must be skipped.

Note that (b1) and (b2) can avoid the generation of new FF), val-
ues. From the assumption that there are no marker codes in the
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original JPEG 2000 body-data, (b1) and (b2) are sufficient to avoid
generation of marker codes on account of scrambling.

3.2. Procedure

Figure 3 shows the procedure of the proposed method. The pro-
posed method takes a JPEG 2000 codestream as input and pro-
duces a scrambled JPEG 2000 codestream. A parser is used to
extract the body-data from the codestream and analyze the format
of the codestream.

(A) Scrambling

As shown in Fig. 3(a), a JPEG 2000 codestream is sent to the
parser and decomposed into the header and body-data. The lay-
ers, DWT-levels, subbands, and code-blocks are then selected, and
the body-data (presupposed L bytes) are distilled. A parameter M
for controlling the computational complexity is introduced and the
body-data is divided into blocks B, (k = 1,2,...,(L —m)/M,m =
mod(L,M)). Each block has M bytes. The following operation is
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done to each block B, byte by byte (Fig. 4).

Step 1. Using an initial value p and an algorithm for generating
random integers J, (k), generate random integers in the range 1 to
M:

Ip (k) € {1,2,. . M}, k=1,2,.... (1)

Step 2. Select the J, (k)-th byte from B,

Step 3. Divide the selected J,(k)-th byte into upper and lower
half bytes on the basis of:

(3.1) If the selected byte is below F0,, the lower half byte is
selected.

(3.2) If the selected byte is F0,, or above, the lower half byte is
skipped (block B, is excluded from scrambling).

Finally, the half-bytes obtained in Step 3 are gathered in the en-
cryption buffer. Then, the public-key encryption is performed with
a certain algorithm, such as RSA [11]. The public key of a user is
used at this time.

In general, the encrypted data produced by the public-key en-
cryption is longer than that of plain data; i.e., extra data are added
by the encryption(Fig. 4). Except for this extra data, all encrypted
data is sent back into the original half byte’s position. Because the
JPEG 2000 codestream has the length information for the body-
data, the extra data cannot be returned to the body-data. There-
fore, the extra data is inserted into the comment area of the main
header. Comment areas are allowed in the main header of the
JPEG 2000 codestream and their start positions are indicated by
the COM marker [1].

(B) Descrambling

The descrambling operation uses an algorithm for generating ran-
dom integers (J,(k)), the initial value p, an area of L bytes for the
body-data (layer, DWT-level, subband, or code-block), and a pa-
rameter M. As shown in Fig. 3(b), the encoded data are sent to
the parser and decomposed into the header and the body. The de-
scrambling is done as follows.

Step 1. Given p, random integers J,, (k) are generated in the range
1toM.

Step 2. In each B, the J,(k)-th byte selected on the scrambled
side is located.

Step 3. A half byte of the J,,(k)-th byte is selected as the descram-
bling target.

(3.1) If the selected byte is below F0,, the lower half byte is
selected.

(3.2) If the selected byte is F0O, or above, the byte is skipped
(block B, is excluded from descrambling).

The bytes selected in Step 3 are sent to the decryption buffer. The
extra data written in the comment areas of the main header are
concatenated with the data in the decryption buffer to obtain the
encrypted data. Finally, decryption using the private key of the
user is performed on the encrypted data.

3.3. Features

The features of the proposed method are summarized below.

(1) Backward compatibility with JPEG 2000: Since the gen-
eration of marker codes is avoided and the extra data generated by
using public-key encryption is inserted as comments in the main
header, the scrambled JPEG 2000 codestreams can be decoded by
a standard JPEG 2000 decoder.

(2) Public-key based encryption: Compared with secret-key en-
cryption, public-key encryption significantly reduces the cost of
managing encryption keys in a non-secure environment and the
number of necessary keys.

Moreover, since the scrambling key is different from the de-
scrambling key, public-key encryption realizes a kind of tamper re-
sistance. For example, by installing the proposed scrambling func-
tion in a digital camera, tamper-resistant photo-communication
system can be realized. No one can descramble photographs in-
side the camera except the owner of the decryption key, e.g., a
news medium who buys the photographs from the photographer.

(3) Fast processing using M: Generally, the processing time of
the public-key encryption is hundreds or thousands of times longer
than in secret-key encryption. M, which is used to make the pro-
cessing blocks By, also has the effect of reducing the scrambling
time to approximately 1/M.

(4) Scalability of scrambling: M also reduces the computational
complexity, as this parameter controls the degree of scrambling; A
smaller M makes the degree of scrambling greater. For example,
if M = 1, the whole body-data will be encrypted. Of course, since
the JPEG 2000 codestreams are scalable, it is possible to specific
layers, DWT-levels, subbands, or code-blocks.

4. EXPERIMENTAL RESULTS

The experiment evaluated the effectiveness of the proposed method.
“Lena” (512 x 512, gray-scale) was used as the test image. This
experiment used JPEG 2000 VMS.6 Software [12] as the JPEG 2000
codec. The coding-rate was 0.5 [bits/pixel], and the number of lay-
ers was five. Each layer had equal amounts of data (=0.1[bits/pixel]).
The RSA [11] based public-key encryption with an 88-bit key was
used for scrambling/ descrambling. The platform for this experi-
ment was a Linux PC which had 1.2-GHz Celeron processor and
512-MB RAM.

4.1. Control of scrambling time by using M

Table 2 shows the measured scrambling time for different values of
M. B, ath and E;,, ath stand for the length of the target body-data
and that of the extra data in bytes. The value of £}, ath depends
on the length of the encryption keys. In this experiment, E,
about 10% of Blenglh.
the scrambling time to about 1/M, that is, the scrambling time is
almost inversely proportional to the value of M. As compared with
the result (A), the result (B) indicates that the scrambling of single
layer requires less time than that of all layers.

is
ength
The results confirm that the using M reduces
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Table 2. Scrambling time vs value of parameter M (Target of
scrambling is the whole body-data. B,,, ath and £}, ath stand for
the length of the target body-data and that of the extra data in bytes,
respectively.)

Scrambling Target | M | B, ath E,, ath time[sec]
1 7,523 760 1.866

4| 3,762 385 0.465

(A) All layers 16 1,888 191 0.119
64 114 18 0.030

256 31 13 0.011

1 1,431 153 0.356

4 370 37 0.090

(B) Layer 0 16 87 12 0.025
64 21 12 0.008

256 5 6 0.002

4.2. Control of scrambling degree

The resulting images of the proposed scrambling are shown in Fig.
5. Figure 5(a) and 5(b) show the results of scrambling all layers at
M =1 and M = 256, respectively. From these figures, it is verified
that the degree of scrambling can be controlled by using M.

In Figs. 5(c) and 5(d), the degree of scrambling is clearly con-
trolled by the selection of the target layer. Similarly, the proposed
method could select target DWT-levels, sub-bands, or code-blocks.

5. CONCLUSIONS

We described a new method for partial-scrambling of images based
on JPEG 2000. The method has backward compatibility with stan-
dard JPEG 2000 codestreams. The computational complexity of
public-key-encryption based scrambling is reduced to about 1/M
by using a parameter M. This parameter can also be used to control
the degree of scrambling. Moreover, the advantages of public-key
encryption, i.e., easy key-management and tamper resistance, can
be exploited in the proposed method.
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