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ABSTRACT

The paper proposes a blind spread spectrum water-
marking scheme where watermark information is em-
bedded redundantly in the multilevel wavelet coeffi-
cients of the cover image. It has been shown that for
a given embedding distortion, data embedding in LL
and HH bands offers higher resiliency through better
spectrum spreading compared to LH and HL band em-
bedding, although the security of the hidden data is
better in the later case. High resiliency of the scheme
is supported by the good visual quality of the water-
mark images extracted from the several distorted wa-
termarked images. Data hiding capacity is increased
using code division multiple access (CDMA) technique
and the mutual information values for the different wa-
termark images are able to detect the degree of distor-
tion already occurred in the watermarked image.

1. INTRODUCTION

Recently digital watermarking schemes are widely be-
ing used as potential solution for ownership protection,
authenticity, and content integrity verification of in-
tellectual property in digital form. The watermark-
ing algorithms, in general, may be viewed as digital
communication scheme for imperceptible transmission
of an auxiliary message through cover data. Several
spread spectrum (SS) watermarking schemes for digi-
tal images have been proposed in the literature where
inherent anti jamming and interference rejection prop-
erty of spread spectrum modulation is used to provide
robustness against image distortions and malicious at-
tempts to remove or tamper with the watermark [1-3].
This is accomplished by spreading one watermark bit
over many samples of the original data using a mod-
ulated pseudo random spreading sequence. The use
of the characteristics of HVS (human visual system)
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improves the imperceptibility and robustness perfor-
mance of traditional spread spectrum watermarking
[4]. The robustness improvement in SS watermarking
scheme depends on the choice of a good transformation
i.e. projection of original signal to a domain where data
is less sensitive to different types of tampering. Wavelet
transformation (WT) shows superiority in this job over
DCT, DFT and Fourier- Mellin etc. since WT allows
simultaneous existence of the spatial and frequency res-
olution of the signal. Moreover, its multi resolution ca-
pability decomposes a signal in narrow levels of details
that may help to embed the same data in multi level
coeflicients and consequently provides good resiliency
against various image impairments. But redundancy
in data embedding has degradation mechanism either
in the form of reduced energy per bit or reduction in
data hiding rate, in order to keep the over all embed-
ding distortion to a constant value. The problem of
data embedding rate can be solved using code division
multiple access (CDMA) scheme. Different watermark
messages are hidden in the same transform coeflicients
of the cover image using un correlated codes, i.e. low
cross correlation value (orthogonal/ near orthogonal)
among codes. In this work we develop a robust CDMA
scheme where data is embedded in wavelet coefficients
of the LL and HH sub bands of the cover image in
two different levels. Moreover, the scheme is blind and
decoding process requires only the pseudo noise (PN)
matrices unlike the above mentioned SS watermarking
schemes where data recovery process requires either the
whole or some part of the cover image, or at least some
information about the cover image and sometimes wa-
termark information for the verification purpose. We
use mutual information value as an objective measure
to specify the quality of the extracted watermark al-
though the subjective quality of the same is also visu-
ally acceptable. Section 2 describes the selection of the
data hiding regions with proposed algorithm in section
3. Sections 4 and 5 present some results and conclusion
respectively.
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2. SELECTION OF HIDING REGIONS

The normal two band discrete wavelet transform (DWT)
decomposes an image into four sub bands namely LL,
LH, HL and HH that correspond to the coarse ap-
proximation, horizontal, vertical and diagonal details
of the image signal respectively. We use LL and HH
sub bands of the cover image for data embedding so
that watermark information is spread over the wide
frequency spectrum of the cover image. To justify this
spreading effect we calculate covariance (ox, x,,) val-
ues for the sub bands, among each other, taking two
at a time. The covariance (ox, x,,) is mathematically
expressed as follows:

00X, X, — XnXm - X7n X7m (l)

It is found that the covariance (ox, x,, ) for LL and
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Fig. 1. (a) Sub bands corresponding to DWT decomposi-
tion;(b) Cross covariance among different DWT sub bands.

HH sub bands are always the two smallest values com-
pared to the values for the same in all other combina-
tion of the sub bands. This means that LL and HH
sub bands are most unlike and their frequency content
covers wide spectrum of the cover image. The rela-
tive entropy distance value which is represented by the
probability mass functions between the cover and the
watermark image remains small and indicates the bet-
ter security of the hidden data for LH and HL band
embedding compared to LL and HH band. In other
words, for the same embedding distortion, data embed-
ding in LH and HL sub bands allow more information
hiding compared to LL and HH bands embedding. The

relative entropy is represented by

D(px[a] | prle]) =Y px[allog(px[al/prlz]) ()

=X

where y denotes the support set with the convention
that 0 log(0/pr[z])=0 and px|[z]log (px[2]/0) = oco[5].

3. PROPOSED ALGORITHM

We use in this work gray scale image as cover image
and binary image as watermark.

3.1. Watermark embedding

The watermarked image Iy can be obtained by embed-
ding watermark information W into the image block I.
The data embedding can be expressed mathematically
as follows:

(L) o] = [Iar] + . [Wd] 3)

where a set P of N code patterns, each of length M,
are generated to form watermark sequence Wy, by per-
forming the following operation.

W] = ij-[PM]j 4)

In the above equations b;s represent message bits and
« is the gain factor or modulation index. The cover
image is decomposed in second level using 'Daubechies
filter’(db2). The scale and wavelet coefficients for db2
filter are

h(n)={0.1294095, 0.2241438,-0.8365163, 0.4829629}
and

g(n)={0.4829629, 0.8365163,0.2241438,- 0.1294095}
respectively. We use db2 filter in order to make a good
trade off between embedding cost and imperceptibility-
resiliency requirements through signal decomposition,
although other filters can also be used in this work.
Then for each message bit, two different binary valued
pseudo Noise (PN) matrices namely pn, and png of size
identical to the size of the wavelet coefficient matrices
at second level, are generated. Based on the value of
the bit(b) for the message vector, the respective two
PN matrices are then added to the corresponding ” ap-
proximation(LL) and ”diagonal detail” (HH) coefficient
matrices respectively according to the data embedding
rule as follows:

X+ kP
X —kP

if b=0

X = if b=1
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where X is wavelet coefficient of the cover image,
X¢ is the wavelet coefficient after watermark embed-
ding, k is the modulation index, P is the PN ma-
trix. The same watermark information is also embed-
ded in the first level according to the similar rule. The
inverse wavelet transformation of the modified coeffi-
cients yields the final watermarked image. Redundancy
in data embedding in multilevel wavelet coefficients in-
creases resiliency against various unintentional as well
as deliberate attacks.
CDMA scheme
In order to improve data hiding capacity we embed
multiple watermark messages in the same wavelet co-
efficients using other set of PN matrices. The process
allows same/different user(s) to extract different mes-
sages from the single watermarked image based on the
set(s) of available PN matrices. The lower the values
of the correlation between two different sets of PN ma-
trices (near orthogonality), better will be the imper-
ceptibility of the hidden information. We use Matlab
generated PN codes as spreading code and each PN
code is modulated by Hadamard matrix of proper di-
mension. The process reduces correlation value among
the code patterns i.e. < P;, P; > becomes small for

J#i.
3.2. Watermark decoding

In SS watermarking scheme the detection of binary val-
ued watermark data depends on the decision variable
t; obtained by evaluating the zero-lag cross-covariance
function between the image coefficient blocks I, and
each code pattern P;. If the code patterns P; are cho-
sen so that mq(P;)=0 for all ¢, the computation of ¢;

becomes; ti=< P, Iy > )

Correlation values are calculated between wavelet coef-
ficients of LL and HH sub bands with their correspond-
ing sets of PN matrices. Therefore, for each bit of mes-
sage vector, two correlation values (one from LL and
other from HH sub band) are obtained and we have to-
tal (M,?) mean correlation values (u;)where i=1, 2,..
M2, From these mean correlation values, we calculate
an overall mean correlation value (T) that is used as
the threshold for watermark decoding. The decision
rule for the decoded watermark bit is as follows:

when (i) pu; > T, the extracted bit is '0’and

when (ii)p; < T, the extracted bit is ’1’.

We use mutual information I(X;Y") as an objective
measure to quantify the robustness efficiency of the
extracted image W (z,y). Random variables X and
Y represent respectively the original watermark and
its decoded version obtained from the distorted water-
marked image. If p(z;) represents the probability of

occurrence of the i-th pixel value in watermark image
and p(y;/z;) represents the channel matrix, I(X;Y)
that represents the average amount of information re-
ceived from the signal degradation, can be expressed
as follows:

I(X;Y) = ZZp(xi)p(yj/xi) log Zplzgﬂy:)f(g;i/xz)
J (6)

where 4, 7=0,1.

4. RESULTS

We test resiliency of the scheme against various image
degradation like linear and non linear filtering, edge
enhancement, noise addition, dynamic range change,
image rescaling, histogram equalization, lossy compres-
sion, image cropping and collusion etc. over large num-
ber of benchmark images [6]. Fishing boat (figure 3(a))
is a test image of size (256 x 256), 8 bits/ pixel gray
image and watermark image (figure 3(b)) is a binary
image of size (16 x 16). The high PSNR values of
the watermarked images (~ 36dB) with respect to the
cover images and low security values (~ 0.133823) indi-
cate better imperceptibility and security of the hidden
data. Numerical results show that data embedding in
LL and HH bands offer better resiliency while LH and
HL band embedding show better security of the hid-
den data. After embedding three watermark images in
LL and HH sub bands with PSNR (29.901 dB), the se-
curity value (¢)becomes 0.221789 while in LH and HL
sub band embedding with the same three watermark
images and with same PSNR value, the security value
(€) becomes 0.198452. We also test the resiliency of
the CDMA scheme not only considering the embed-
der as an attacker but also for several types of image
degradation. The novelty of the scheme is that it solves
the problem of finding out the rightful ownership under
such multiple watermark embedding scheme since it is
found that the watermark image which was embedded
first always possess high mutual information value.

5. CONCLUSION

The paper proposes blind spread spectrum image wa-
termarking scheme in wavelet domain where LL and
HH band embedding shows better resiliency and LH
and HL band embedding offers better security when
embedding distortion is fixed. Data embedding in mul-
tilevel wavelet coefficients improves resiliency against
various image degradation at the cost of data embed-
ding rate but CDMA scheme improves data hiding ca-
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pacity by allowing simultaneous watermark message in-
sertion in the same wavelet coefficients. The scheme
not only shows robustness for each hidden message in
the case of multiple watermark embedding but also able
to detect the degree of external attack already occurred
in watermarked image.
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Fig. 2. Robustness results after image filtering
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Fig. 3. (a): test image, (b): watermark image, (c): water-
marked image, (d):watermarked image after mean filtering
with window size (7 x 7), (e): extracted watermark from (d),
(f): watermarked image after median filtering with window
size (7 x 7), (g): extracted watermark from (f), (h): water-
marked image after three times gaussian filtering with vari-
ance 1, window size (9 x 9), (i): extracted watermark from
(h), (j): watermarked image after histogram equalization,
(k): extracted watermark from (j), (1): watermarked image
after edge enhancement, (m): extracted watermark from (1),
(n): watermarked image after noise addition, (0): extracted
watermark from (n),(p): watermarked image after dynamic
range change from (253-5) to (200-50), (q) extracted water-
mark from (p).
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