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ABSTRACT

It is not very convenient to bring along the original image
as well as the watermark whenever one need to run the wa-
termark extraction for ownership verification or image au-
thentication. We introduce a novel watermarking scheme
by taking the advantage of Blind Source Separation tech-
nique. Using only a single ‘key image’ which can be issued
to public, the new watermarking algorithm is able to extract
the watermark without requiring the original image and any
information of the watermark. The new method, undergo-
ing a variety of experiments, has shown a good performance
against many salient attacks.

1. INTRODUCTION

Digital Watermarking, in which a watermark is embedded
directly and imperceptibly into digital data to form water-
marked data, is one of the most effective techniques to pro-
tect digital works from piracy [1]. To estimate the water-
mark, many algorithms require the original data and the
watermark. It is quite inconvenient since the original data
should be kept secret and the mark is varied from work to
work. In this paper, we introduce a novel watermarking
method using Blind Source Separation (BSS) technique that
does not require the original data as well as the watermark.
The BSS is an important technique for blindly estimat-
ing unknown signals from their observed mixtures [2]. When
applied to watermarking, BSS presumes the watermarked
data as mixtures of original data and watermark, and does
blind separation on it to estimate the watermark. In [3], the
authors propose a method that partitions off the original im-
age and the watermark into independent components (ICs),
and then combining these ICs to produce watermarked im-
age. This technique, however, requires a lot of computation
and usually fails in brutal attacks. Another approach con-
siders the watermarked data as a mixture of the whole host
data and the watermark, and manages to generate the other
mixtures from the available data. This approach is simple
to implement but usually need additional knowledge about
the original data or the watermark. For example, in [4],
the algorithm needs both secret key and the original image.
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In [5], the proposed technique requires one more additional
watermark and has to process on wavelet domain which is
somewhat more complex.

Our novel watermarking method follows the advantage
second approach, but further exploit the two-dimensional
characteristic of an image to overcome the requirement of
additional information while keeping the algorithm simple.
The idea is, image I and its transpose I can be consid-
ered as two independent sources for BSS. Comparing with
other watermarking techniques, our proposed method has
the following advantages: (1) the ‘key image’, which can
be publicly available, is used in the extraction instead of the
original image; (2) no knowledge of watermark is needed
in the extraction. (3) the watermark is not limited to some
specific format; and (4) robust against many salient attacks.

2. BSS AND WATERMARKING
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Fig. 1. The BSS mixing and demixing model.

A BSS model (Fig.1) includes two sub-models: mixing
model and demixing model. The mixing model, in which
the observed signals x = [z1, 2, ..., 7,]7 are assumed to
be linear mixtures of n unknown statistically independent
source signals s = [s1, So, ..., sn]T, can be expressed in ma-
trix form with a mixing matrix A, »,, as

X = As €))]

In demixing model, the unknown sources s are estimated
from the observations x by maximizing the statistical inde-
pendent criteria among the outputs y = [y1, ..., |7 . When
converged, the outputs y will be a permutation of the un-
known sources s. The demixing model is formulated as

y =Bx ()
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where B is called demixing matrix. Many BSS algorithms
have been developed to estimate the demixing matrix B and
the outputs y. More detail on BSS can be found in [2].
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Fig. 2. Scheme of the watermarking problem.
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Similarity between watermarking and BSS can be seen
from Fig.1 and Fig.2. The original image and the watermark
are viewed as unknown independent sources and the wa-
termarked images as their mixtures. The embedding stage
and extraction stage are then the BSS mixing and demixing
models, respectively. Thus, watermarking, from this partic-
ular point of view, can be considered as a BSS problem.

3. THE WATERMARK EMBEDDING SCHEME
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Fig. 3. The proposed embedding scheme.
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In embedding scheme, as shown in Fig.3, the water-
marked image I is directly computed from the watermark
W and the original image I though the following steps:

1. Generate the initial watermark W by duplicating the
author signature S up to the size of the image I.

2. Modify the initial watermark W, with the help of a
visual mask V' to get the mark W = (1 — V)W,

3. Calculate the watermark transpose W7. Embed W
and W7 into I to generate I+

It =T+aW+ W7, (3)

4. Calculate ‘key image’ K from I and I”. Generate a
random mask M from secret key £°, use M to make
a ‘public image” K
K =~I+6I7 4)
KPP =MoK. )

where o is the element-by-element product.

Parameters « and /3 are called embedding strengths and ~y
and ¢§ are the ‘key image’ coefficients. These parameters
can be any non-zero values in the range of [—1,1]. The
‘public image’ K ¥ can be made public while the secret key
k® is kept for the authorized people only.

Noise Visibility Function (NVF) [6] is applied as the vi-
sual mask V' to identify the significant areas where the wa-
termark can be more strongly embedded. With visual mask,
the watermark strength is increased considerably while the
image quality and watermark invisibility are maintained .

4. THE WATERMARK EXTRACTION SCHEME

The following scheme (Fig.4) describes the process to cre-
ate four mixtures from the test image I* (attacked image),
‘public image’ K and secret key k*, then applies BSS al-
gorithm to extract the hidden watermark.
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Fig. 4. The BSS-based extraction scheme.

1. Use k° to regenerate the mask M. Retrieve the key
image K by using the formula K = K o /M (where
o/ represents an element-by-element division). From
I* and K, two transposes I*7 and K7 are created.
[I*, 1" K, K] is then served as the input of the
BSS algorithm (the [X1, X5, X35, X4] in Fig.4).

2. Apply BSS algorithm to extract four images Y7, ..., Y4.

3. Run the post process algorithm on Y7, ..., Yy to pro-
duce the estimated signature S.

The watermark is derived from the BSS outputs Y;(i =
1..4) by using the correlation coefficient between Y; and
I*. The correlation coefficient r between two image X prx n
and Y, « v is defined as

. > 2@ — D)Wy — ¥) ©)
VO @y = (8 s —9)?)

where T = 5% 3, 25 T(ig) Y = TN i 25 Y =
1,2,...,4and j =1,2,....4.

Let’s assume that Y7, ..., Y, are the corresponding esti-
mates of I, I7, W and W7, Andletr; and 7’ (i = 1,2, 3,4)
be the correlation coefficients between Y; and I*, and be-
tween Y; and I*7, respectively. Since I* is highly corre-
lated to I, the correlation coefficient r; will have a high
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value (Jr1| &~ 1). Similarly, we have |r}| ~ 1. On the con-
trary, both r; and 7";@ (k = 3,4) are nearly zero, since W
and W7 are not related to either I* or I*7. Thus, by select-
ing the two outputs those have lowest value of |r;| + |r],
we can generate the estimated watermark 1474 by the formula
W = (Z1 + ZT)/2 (see Fig.5). Z, and Z, represent for
two selected outputs (Y3 and Y} as in this case).
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Fig. 5. The post process scheme.

Assuming the size Mg x Ng of the signature .S is known,
we can retrieve a better estimate of S from W by applying
a refining process. The image W is partitioned into n small
images of size Mg x Ng, w1, ...y, and thereafter, these
small images are summed up to get the final result

Detailed explanation of the scheme may be found in [7].

5. PERFORMANCE ANALYSIS

Three experiment were simulated to study the robustness of
the proposed method, and its effect on the image and water-
mark. The first experiment was on a medium-textured Lena
(512x512) image with a black and white (b/w) university’s
logo (128x128) as the watermark. The second experiment
was on the same image but with a simple ‘NTU’ (64x64)
watermark. The third one used the ‘NTU’ watermark but
on a highly-textured Baboon (512x512) image.

The embedding strengths o and 3 were controlled so
that the watermarked images have high quality in term of
the Peak Signal-to-Noise Ratio (PSN R). PSN R between
an image X s« and its modification X MxN 18

255
\/ﬁ > Zj(x(i,j) = 23i,5))?

where ¢ = 1,...,M, j = 1,..., N. The parameters of the
test configuration are provided in Table 1.

PSNR = 20[091() (8)

Table 1. Configuration of the three experiments.

I+W e 8 PSNR(dB)
Exp.1 | Lena+Logo 0.073  -0.01 41.45
Exp.2 | Lena+NTU 0.06  0.015 43.99
Exp.3 | Baboon+NTU | 0.04 -0.01 42.91

With properly selected embedding strengths, the water-
marked images are almost identical to the original images

(PSNR > 40dB), the embedded marks are invisible to
normal view. The values of v and § were —0.73 and 0.4,
respectively, for all the experiments. Fig.6 shows the sig-
nature .S, the watermark W, the public image K P and the
watermarked image I used in Exp.1 and Exp.3.

(b)

Fig. 6. From left to right: The signatures S, the watermark
W, the public key K and the watermarked image . (a)
Experiment 1. (b) Experiment 3.

The Second Order Blind Identification (SOBI) algorithm
[8] was used for source separation. The correlation coeffi-
cient r (Eq.6) between the estimated signature S and the
original signature S was used as the performance index for
comparing the experimental results.

5.1. JPEG compression test
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Fig. 7. Comparison of results against JPEG compression.

The proposed scheme provided very good performance
on all simulated experiments. The quality of the estimated
signatures remains high even when the JPEG compression
quality factor is reduced awfully (Fig.7). Only in the first
experiment where the watermark is complex, and only when
the compression quality factor is lowered to 10% that the es-
timated signature is considered unrecognizable (|r| < 0.4).
In this test, the medium-textured Lena image embedded by
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a simple watermark (Exp.2) seems to be the most resistant
against the compression. The poorer performance of the
other two experiments is probably because of the quanti-
zation in the compression. It destroyed the details in the
texture region where the watermark is mostly embedded.

5.2. Gray level reduction test
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Fig. 8. Comparison of results against gray level reduction.

The proposed algorithm continues to offer excellent re-
sults in the next attack, the gray level reduction test. The
values of the performance index in all simulations are close
to each other and the estimated signatures are highly corre-
lated to the original ones (Fig.8). For all the three experi-
ments, the quality of the extracted signature is quite good
(|r] > 0.4) when the image gray level reduced from 256 to
8. The first experiment’s results are inferior to the others
because of the complicated structure of the signature.

5.3. Image resizing test
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Fig. 9. Comparison of results against image resizing.

Since this test modifies the image size, we need to syn-
chronize the size of the ‘key image’ K and the test image
I* before watermark extraction. For this, we propose two
synchronization methods. In the first method, we scale the

key image K to the size of I*, then use the newly-scaled
image K* and I* as inputs in the extraction scheme. The
estimated watermark W is then re-scaled to the size of K
before applying the refining process. Whereas, in the sec-
ond method, the test image I* is resized to the key image’s
size and the extraction process is executed normally. As it is
shown in Fig.9, the performance of the first method is much
better than the second one. The quality of the estimated sig-
nature is quite good (|r| > 0.4) upto a downscale of 25%,
for all the three experiments.

6. CONCLUSION

A new simple watermarking method using only a single
key image for extracting have been introduced. Besides its
unique characteristics, the method is robust against many
striking attacks and provide excellent results.

Since the ‘public key’ K* plays an important role in
the security of the method, the users may apply some other
more sophisticate encoding algorithms (such as the public
key encoding method) to replace the random M in (5).

We are working on applying the method to embed mul-
tiple watermarks. The use of more than one mark will help
to improve security of the watermarked image and make the
marks harder to be identified and removed by an unautho-
rized person. However, it may degrade the quality of the
watermarked image.

Finally, another modified version is being developed to
reduce the amount of side information, i.e. the ‘key image’.
The new method only requires a small-sized "key image’ as
the support information.
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