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ABSTRACT 

 
This paper presents a feasible system of multimedia 
fingerprinting. A c-TA code which can be constructed 
flexibly is used.  To ensure the applicability of both the 
maximum collusion size and the maximum number of 
consumers, the fingerprint length should be considerably  
increased. We design a content-adaptive watermarking 
scheme using neural networks to adaptively embed the 
long-length fingerprint without influencing the 
imperceptibility significantly. Experimental results show 
the high detection ratio of traitor tracing. 

 

1. INTRODUCTION 
 
A fingerprinting system embeds the unique key to the host 
data for each user. These keys can be used to identify the 
source of illegal copies. However, a coalition of users 
may collude to make an illegal copy, which is different 
from all colluders’ copies. Collusion-resistant 
fingerprinting devotes to solve this problem. Boneh and 
Shaw initiate collusion-secure fingerprinting[5], which 
considers how to design the fingerprint codes to resist the 
coalition of c traitors, called frameproof codes. [2] 
proposed a traceability (TA) scheme. Combinatorial 
properties of frameproof codes and traceability codes then 
be derived in [6], in which a c-TA scheme is defined. [12] 
constructed an anti-collusion code by using Balanced 
Incomplete Block Design (BIBD). In [8], a collusion-
secure fingerprinting scheme based on finite geometries is 
presented. The Reed-Solomon code is used to construct a 
traceable code in [1]. But it is still hard to find a 
systematic method to construct a c-TA code adaptable to 
various applications. The construction method of the c-TA 
code proposed in [10] is systematic and flexible compared 
to existing methods. We combine this c-TA code with a 
content-adaptive watermarking scheme to make this code 
applicable to multimedia.  Human visual system (HVS) 
has been introduced in some watermarking schemes [3] to 
improve the quality of watermarked images by 
considering the trade-off between imperceptibility and 
robustness. We propose a content-adaptive watermarking 

 
using Self-Organizing Maps (SOM) to tune the watermark 
strength adaptively to ensure the embedded watermark is 
perceptually invisible and robust. 
 

2. SYSTEM OVERVIEW 
 
Fig. 1 shows our system architecture. Fig. 1 (a) illustrates 
the fingerprinting process, in which fingerprints are 
generated according to user IDs and embedded into the 
host image using adaptive image watermarking techniques,  
the produced watermarked images are then assigned to 
users individually. In the fingerprint generating step, a c-
TA code is constructed from the error correcting code that 
satisfies a bound on their minimum distance. The content-
adaptive watermarking scheme determines the maximum 
watermarking strength locally by the SOM neural network 
using Fourier transform coefficients. After watermark 
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Fig. 1. System overview. (a) fingerprinting scheme. 
(b) traitor tracing scheme. 
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embedding, each user acquires a particular watermarked 
copy with his particular fingerprint in it.  

If some legal users collude to produce the pirate 
image, one of the colluders should be identified. We show 
the traitor tracing scheme in Fig. 1(b). First, the pirate 
code is extracted from the forged image. Then the traitor 
can be identified according to the extracted code from 
watermark extraction process. We simply compute the 
Hamming distance from the pirate code and all legal 
codes in the fingerprint database to locate one of the 
colluders.  

 
3. TRAITOR TRACING 

 
Our traitor tracing scheme is based on the sequential c-
traceability code proposed in [10]. It is shown that a 
sequential c-TA scheme can be constructed from a q-ary 
error-correcting codes and theorem 6 in [11] says that 
mark allocation table of a sequential c-TA scheme is a c-
TA code, thus we obtain a c-TA code from a q-ary ECC. 
 
3.1. c-TA code construction 
 
The c-TA code is constructed from finite elements in 
GF(qk). The codeword is the vector 
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which satisfied the criterion of Theorem 3.1. 
 
Theorem 3.1 ([11]) Let c be an integer, Γ denote a mark 
allocation table obtained from an (L,N,D)q-ECC satisfying   
       cLcD /1)/11( 2 +−≥  
and A is the tracing function. Then (Γ,A) is a sequential 
c-TA scheme. 
 

The c-TA code vectors are then used as our 
fingerprints, different user IDs are mapped to different 
parameters ),,( sβα , and so different codewords[10]. 
 
3.2. Analysis of the c-TA code 
 
Consider the codeword vector in (1), we can derive that 
L=qk and N=q(qk-1), where L is the codeword length with 
alphabet size q and  N is number of codewords. When q is 

large enough, the collusion size c is independent of k. So 
for a fixed q, we can increase N without influencing the 
level of security c. This property makes our code 
construction flexible in the number of users. This 
improves the drawback of Reed-Solomon codes in which 
increasing k will cause the reduction of c. 
 

4. CONTENT-ADAPTIVE WATERMARKING 
 
To achieve high PSNR when watermark embedding, a 
content-adaptive watermarking scheme is proposed. We 
establish a SOM neural network learning variant levels of 
tolerance of quality distortion for different multimedia-
contents to simulate the human visual system. After the 
SOM neural net is trained, it learns the ability to adjust the 
watermark strength adaptively according to the content of 
the multimedia, so as to minimize the distortion of the 
content quality. In this paper, we focus on the image 
watermarking, this technology can be applied to other 
types of multimedia in a similar way. 
 
4.1. SOM architecture 
 
SOM neural network can imitate the mechanism of 
cerebral cortex. A 2-D map is used in our architecture to 
represent the cortex map involving the sensitivity of 
image distortion. During the training period of our 
network, each unit with a positive activity within the 
neighborhood of the winning unit updates its value toward 
the features of certain image appearances. After iterations 
of updating values of neurons by Kohonen’s algorithm, 
nodes in the 2-D array organize themselves in response to 
the input vectors. The resulting map projects the input 
vectors onto 2-D map preserving the natural topology of 
training data, which contains the feature vectors of 
various types of images, including smooth, high-
frequency, regular-texture images, etc..  

Initially, a 2-D SOM with 4×4 neurons is constructed. 
Each node is randomly assigned to feature values of one 
of the training samples. The learning algorithm performs 
the weight-update process using Mexican-hat function. If 
one node is too coarse to represent certain category of 
training data, it is divided into 4 child-nodes. Further 
dividing should be proceeded if nodes after the first 
dividing are still too rough, and so on. The architecture of  
our SOM network is shown in Fig. 2. We express the 
feature vectors of images, which are obtained from 
performing discrete Fourier transform (DFT) on the 
original data. Vectors derived from images with similar 
characteristics are trained to gather in adjacent nodes. 
DFT coefficients are used as features because significant 
features are compressed in several coefficients.  Moreover,  

2654



 
the good properties of scaling-invariance and rotation-
invariance in the DFT domain will make our features 
approximate the human’s impression.   

Training images of size 128×128 are categorized 
manually. For each training image, increase the 
watermark strength until the watermark is perceptible, 
then classify this image to that category in which all 
images can tolerate equal strength of the watermark. Use 
the first 64 DFT coefficients of these classified training 
images as input vectors when network learning, the SOM 
eventually memories the maximum watermark strength 

imperceptible to humans for every category of images 
after iterations of learning.  
 
4.2. Adaptive watermarking 
 
After fingerprint generation, the fingerprint codeword 
should be embedded in the host image. First, the host 
image is divided into several sub-images of size 128x128, 
DFT coefficients of these sub-images are then fed to the 
SOM individually to get their watermark strength. Finally, 
the fingerprint is added to DCT coefficients in 8x8 blocks 
of the host image according to the obtained strength in the 
last stage. The watermark embedding procedure is 
illustrated in Fig. 3. 

Our watermarking method is oblivious, in other word, 
the watermark detection doesn’t need the original image. 
Elements of the codeword vector (1) are in GF(q), we first 
denote them in binary form ),...,,( 110 −kqvvv . Then, 

modify the DCT coefficients as the following. 

0
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0
~ xQxx kbkk ⋅⋅−′= α    if  vi=0                           (2) 

where CCk ,∈ is the set of  index of DCT coefficients 

selected for watermark embedding. kx is the kth 

coefficient in current DCT block and kx′ is the kth 

coefficient in previous block. bα is the watermark strength 

of the bth sub-image. kQ is the kth quantization value of 
the default JPEG quantization table. 

The watermark can be extracted by simply comparing 
the values between kx and kx′ . The watermark value is           
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If the extracted value is “?”, we randomly assign 0 or 
1 to that bit. 

 
5. EXPERIMENTAL RESULTS 

 
256×256 and 512×512 images are used as the test data for 
our fingerprinting system. We construct the fingerprint 
codewords as in (1) from GF(642) and let s=5, thus we 
can serve 262080 users and the length of the binary 
codeword is 24576. That is to say, 24576 coefficients in 
total 256×256 or 512×512 coefficients must be modified. 
This ratio is much larger than 1000/256×256 in [7] or 
several other literatures [4,9]. The maximum collusion 
size that our system can resist is 2, which is applicable in 
most applications. 

image dividing 

DFT 

watermark strength 
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SOM 

fingerprint 

host 
image 
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fingerprinted 
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IDCT 

Fig. 3. The fingerprint embedding process. 

neurons 

feature 
vectors

Fig. 2. The architecture of our SOM network. Solid 
lines indicate the links between parent-nodes and 
child-nodes while dotted lines map neurons to feature 
vectors expressed in images. 
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5.1. Imperceptibility 
 
1000 codewords belonging to the first 1000 users are 
embedded into the host image to test the visibility of our 
system. If the image size is 512×512, the average PSNR 
of embedded images is 44.21dB. But if the image size is 
256×256, the average PSNR reduces to 32.4937dB 
because we should embed much more bits in an 8×8 DCT 
block. Fig. 4 demonstrates the superiority of the content-
adaptive watermarking in contrast to embedding with 
fixed watermark strength. 
 
5.2. Robustness 
 
We measure the robustness of watermarking by the 

normalized correlation 
∑
∑ ′

=
i i

i ii

v
vv

NC 2)( . Table. 1 

shows the NC values of extracted fingerprints after 
applying several types of image processing to 
fingerprinted images. 
 
5.3. Correctness of traitor tracing 

 
We randomly choose 50 pairs of users to be the 50 
collusions, and then use average attacks to produce the 
pirate images. Only one false alarm occurs in all 50 pairs 
of colluders. 

6. CONCLUSIONS 
 
We have introduced a traceable content-adaptive 
fingerprinting system for multimedia. A c-TA code which 
can be constructed systematically and flexibly for 
multimedia is used. Combing this code with the content-
adaptive watermarking can achieve high PSNR of 
fingerprinted images and the correctness of traitor tracing 
is close to 100%. This fingerprinting scheme with good 
performance is implemented under practical parameters, 
including applicable collusion size and number of 
consumers. 
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Fig. 4. Imperceptibility comparisons between the 
adaptive watermarking and the naïve watermarking 
schemes with fixed strength. 

Image 
Processing NC Image 

Processing NC 

50% JPEG 0.71 1/4 Cropping 0.55 
Contrast 

enhancing 0.72 5% Noise 
adding 0.62 

Table. 1. The robustness of our watermarking scheme.

2656


	Index
	ICIP 2004 Home Page
	Conference Info
	Welcome Message
	Techincal Program Overview
	Technical Program Committee
	EDICS Categories
	ICIP2004 Paper Submission Statistics
	ICIP2004 Paper Statistics - Final Program
	ICIP2004 Organizing Committee
	Sponsors
	Exhibition
	Venue Access
	Social Activities
	Other Information
	Call for Papers for ICIP2005

	Sessions
	Monday, 25 October, 2004
	MA-S1-Computational Radar Imaging
	MA-L1-Watermarking I
	MA-L2-Face Recognition
	MA-L3-Video Compression Standards I
	MA-L4-Biomedical Image Processing: Segmentation and Qua ...
	MA-L5-Error Resilience / Concealment I
	MA-P1-Image Segmentation: By Color, Texture, and Edge
	MA-P2-Image Filtering and Morphological Processing
	MA-P3-Image Enhancement I
	MA-P4-Video Segmentation
	MA-P5-Low-level Image Indexing and Retrieval
	MA-P6-DCT-based Video Coding
	MA-P7-Image Compression and Applications
	MA-P8-Distributed Source Coding and Others
	MP-S1-Deformable Models and Applications
	MP-S2-Media Security Issues in Streaming and Mobile App ...
	MP-L1-Face Detection, Recognition, and Classification I
	MP-L2-Video Summarization and Browsing
	MP-L3-Image Filtering and Partial Differential Equation ...
	MP-L4-Image/Video Indexing and Retrieval
	MP-L5-Watermarking II
	MP-P1-Video Compression Standards II
	MP-P2-Error Resilience/Concealment II
	MP-P3-Biometrics I
	MP-P4-Image Segmentation: By Multiple Features and Othe ...
	MP-P5-Image Enhancement II
	MP-P6-Video Object Tracking
	MP-P7-Biomedical Image Processing: Compression and Regi ...
	MP-P8-Video Coding

	Tuesday, 26 October, 2004
	TA-S1-Content-based Analysis of Multi-modal High Dimens ...
	TA-S2-Image Forensics
	TA-L1-Feature-based Image Segmentation
	TA-L2-Denoising and Deblurring
	TA-L3-Biometrics II
	TA-L4-Lossy Image Coding
	TA-L5-Wavelet Video Coding and Scalability I
	TA-P1-Stereoscopic and 3-D Processing I
	TA-P2-Face Detection, Recognition and Classification II
	TA-P3-Motion Detection and Estimation: Block Matching
	TA-P4-Feature Extraction and Analysis: Color and Textur ...
	TA-P5-Watermarking III
	TA-P6-Video Indexing, Retrieval and Editing
	TA-P7-Interpolation
	TA-P8-Geosciences and Remote Sensing and Environment
	TP-S1-What is the Latest in Networked Video?
	TP-L1-Super-resolution and Interpolation
	TP-L2-Deblocking, Restoration, and Enhancement
	TP-L3-Motion Estimation and Detection
	TP-L4-Image Segmentation
	TP-L5-Biomedical Image Processing: Compression, Registr ...
	TP-P1-Stereoscopic and 3-D Processing II
	TP-P2-Face Detection, Recognition and Classification II ...
	TP-P3-Video Streaming and Networking
	TP-P4-Shape Extraction and Analysis
	TP-P5-Watermarking IV
	TP-P6-Image/video Storage and Retrieval
	TP-P7-Wavelet Video Coding and Scalability II
	TP-P8-Image Modeling

	Wednesday, 27 October, 2004
	WA-S1-Content Understanding for Home Photograph and Vid ...
	WA-S2-Pattern Discovery in Real-world Broadcast Video
	WA-L1-Image Scanning, Display, and Printing I
	WA-L2-Image Formation I
	WA-L3-Stereoscopic and 3-D Coding &amp; Processing
	WA-L4-Image Coding I
	WA-L5-Source-Channel Coding I
	WA-P1-Motion Detection and Estimation: Optical Flow and ...
	WA-P2-Watermarking V
	WA-P3-Feature Extraction and Analysis I
	WA-P4-Image Segmentation: Level Set and Active Contour
	WA-P5-Transcoding
	WA-P6-Implementations and Systems
	WA-P7-Document Image Processing and Other Applications
	WA-P8-Biomedical Image Processing: Segmentation and Com ...
	WP-L1-Image Representation, Rendering, and Quality Asse ...
	WP-L2-Stereoscopic Image Processing and 3D Modeling
	WP-L3-Feature Extraction and Analysis II
	WP-L4-Image/Video Segmentation and Tracking
	WP-L5-Distributed Source Coding and Scalability
	WP-L6-Video Streaming
	WP-P1-Image Coding II
	WP-P2-Source-channel Coding II
	WP-P3-Stereoscopic and 3-D Coding
	WP-P4-Super-resolution and Mosaic
	WP-P5-Image Formation II
	WP-P6-Motion Detection and Estimation: Other Methods
	WP-P7-Watermarking and Cryptography
	WP-P8-Image Segmentation: Clustering and Statistical Me ...
	WP-P9-Image Scanning, Display, and Printing II

	Tutorials
	Plenary Sessions
	Special Sessions
	Table of Contents of Printed Proceedings

	Authors
	All Authors
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Papers
	All Papers
	Papers by Session
	Papers by Topics

	Topics
	1.1.1: Lossy coding
	1.1.2: Lossless coding
	1.1.3: Image compression standards
	1.2.1: DCT-based video coding
	1.2.2: Wavelet-based video coding
	1.2.3: Model-based video coding
	1.2.4: Scalability
	1.2.5: Transcoding
	1.2.6: Video compression standards
	1.2.7: Other
	1.3: Stereoscopic and 3-D Coding
	1.4: Distributed Source Coding
	1.5.1: Source/channel coding
	1.5.2: Networking
	1.5.3: Error resilience / concealment
	1.5.4: Video streaming
	1.5.5: Other
	2.1.1: Linear filtering
	2.1.2: Nonlinear filtering
	2.1.3: Level set and fast marching
	2.1.4: Partial differential equations
	2.1.5: Other filtering techniques
	2.2.1: Multiframe image restoration
	2.2.2: Contrast enhancement
	2.2.3: Deblocking / artifacts removal
	2.2.4: Deblurring
	2.2.5: Denoising
	2.2.6: Other restoration techniques
	2.2.7: Other enhancement techniques
	2.3.1: By edge
	2.3.2: By color
	2.3.3: By texture
	2.3.4: By multiple features
	2.3.5: By other features
	2.3.6: Active-contour / snake-based methods
	2.3.7: Clustering-based methods
	2.3.8: Model-fitting-based methods
	2.3.9: Statistical-classification-based methods
	2.3.10: Morphological-based methods
	2.3.11: Level-set-based methods
	2.3.12: Other segmentation methods
	2.4.1: Video object segmentation
	2.4.2: Temporal segmentation
	2.4.3: Video shot segmentation
	2.4.4: Tracking
	2.4.5: Other video segmentation techniques
	2.4.6: Other tracking techniques
	2.5: Morphological Processing
	2.6.1: Stereo image processing
	2.6.2: 3D modeling &amp; synthesis
	2.6.3: Other techniques
	2.7.1: Color
	2.7.2: Texture
	2.7.3: Shape
	2.7.4: Shading
	2.7.5: Other features
	2.8.1: Perceptual / human visual system
	2.8.2: Source modeling
	2.8.3: Noise modeling
	2.8.4: Other
	2.9.1: Face detection, recognition and classification
	2.9.2: Fingerprint analysis and coding
	2.9.3: Iris analysis
	2.9.4: Human activity, gait analysis, and gaze analysis
	2.9.5: Goal-oriented analysis tasks
	2.9.6: Other
	2.10.1: Interpolation
	2.10.2: Super-resolution
	2.10.3: Mosaic
	2.10.4: Registration / alignment
	2.10.5: Other techniques
	2.11.1: Block matching
	2.11.2: Optical flow
	2.11.3: Parametric model for motion estimation
	2.11.4: Change detection
	2.11.5: Camera calibration
	2.11.6: Other motion detection techniques
	2.11.7: Other motion estimation techniques
	2.12.1: Hardware and software co-design
	2.12.2: Embedded and real-time systems
	2.12.3: Paralleled and distributed systems
	2.12.4: Other system platforms
	3.1.1: Super-acoustic imaging
	3.1.2: Tomographic imaging
	3.1.3: Nuclear and x-ray imaging
	3.1.4: Magnetic resonance imaging
	3.1.5: Other
	3.2.1: Radar imaging
	3.2.5: Multispectral / hyperspectral imaging
	3.2.6: Other
	3.4: Optical Imaging
	3.5: Synthetic-Natural Hybrid Image Systems
	4.1: Scanning and Sampling
	4.2: Quantization and Halftoning
	4.3: Color Reproduction
	4.4: Image Representation and Rendering
	4.5: Display and Printing Systems
	4.6: Image Quality Assessment
	5.1: Image and Video Databases
	5.2.1: Low-level image indexing and retrieval
	5.2.2: Relevance feedback and interactive retrieval
	5.2.3: Content addressable browsing
	5.3.1: Video partition/shot detection
	5.3.2: Video features for retrieval
	5.3.3: Low-level video indexing and retrieval
	5.3.4: Semantic video retrieval
	5.3.5: Content summarization and editing
	5.4: Multimodality Image/Video Indexing and Retrieval
	5.5.1: Watermarking
	5.5.2: Cryptography
	6.1.1: Image segmentation and quantitative analysis
	6.1.2: Computer assisted screening and diagnosis
	6.1.3: Visualization
	6.1.4: Image compression
	6.1.5: Image registration and fusion
	6.2.1: Astronomy
	6.2.2: Geosciences
	6.2.3: Remote sensing
	6.2.4: Environment
	6.3: Document Image Processing and Analysis
	6.4: Other Applications

	Search
	Help
	Browsing the Conference Content
	The Search Functionality
	Acrobat Query Language
	Using Acrobat Reader
	Configurations and Limitations

	About
	Copyright
	Current paper
	Presentation session
	Abstract
	Authors
	Ja-Ling Wu
	Yu-Tzu Lin



