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ABSTRACT

The current paper proposes 3D mesh watermarking using
projection onto convex sets. As such, a 3D mesh is iter-
atively projected onto two constraint convex sets until the
convergence condition is satis£ed. The sets consist of a ro-
bustness set and invisibility set designed to embed the wa-
termark. The watermark can be extracted without the origi-
nal mesh using the decision values and index that the water-
mark was embedded with. Experimental results verify that
the watermarked mesh is both robust to mesh simpli£cation,
cropping, affne transformations, and vertex randomization
and invisible.

1. INTRODUCTION

There has been a recent increased interest in Web 3D tech-
niques that realize 3D graphics. Among such techniques,
the international standards organization, ISO/IEC, has con-
£rmed VRML as the standard for representing 3D graphics
on the Web, which has made sources of VRML available
to the general public. Thus, 3D watermarking has recently
been a focus of research to protect the copyright of VRML.
VRML can be represented as a mesh de£ned by vertices and
connectivity. However, this mesh has different characteris-
tics to a still image, video, or audio, as it can be easily edited
by a geometrical and topological operator, and represented
by many descriptors. Plus, the order of arrangement of the
vertices is not defnitive. Also, to increase the rendering
speed, the data for the vertices is reduced by mesh simpli-
£cation while preserving the original shape. Therefore, 3D
watermarking must consider all these characteristics.
Ohbuchi®! proposed an algorithm that adds a watermark
to the spectral domain of a 3D polygonal mesh by pro-
jecting the coordinates of the vertices onto a set of eigen-
vectors. Praun! proposed a generalizing spread spectrum
technique for an arbitrary mesh derived from progressive
meshes to construct a multi-resolution set of scalar basis
functions over the mesh. Both of the above algorithms re-
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quire a resampling process using the original mesh connec-
tivity to extract the watermark from a mesh that has been
attacked by modifying the mesh connectivity. Therefore,
Benedens!®) proposed a watermarking method that modifes
the model’s normal distribution to store information solely
in the geometry of the model. As such, this algorithm is ro-
bust to randomization of the vertices, re-meshing, and mesh
simplifcation. Yet, if the watermarked model is attacked
by partial resection, such as cropping, the watermark em-
bedded in that section will disappear, whereas for an affne
transformation, this algorithm needs to be realigned with the
original model.

Accordingly, the current paper proposes blind water-
marking based on projection onto convex sets that is robust
to topological and geometric attacks, and imperceptible. A
binary watermark is then embedded by modifying the sam-
ple means of the r coordinate values sampled into bins with
a high vertex density. To modify the sample means while
achieving robustness and invisibility, the mesh model is pro-
jected onto two constraint convex sets that satisfy the con-
dition of robustness and invisibility. The watermark can be
extracted without the original model using the index infor-
mation of the embedded bins and decision values for each
bin. Experimental results verify that the proposed algorithm
is both robust to affne transformations, mesh simplifcation,
cropping, and vertex randomization and imperceptible.

2. PROJECTION ONTO CONVEX SETS

The theory of projection onto convex sets (POCS) has al-
ready been applied to various image recovery problems. "]
Assume that all images, represented as N2 x 1 vectors, are
elements of a Hilbert space H. Given m closed convex
sets Cy, (i = 1,2,--- ,m) in H, the iteration is f,,11 =
PnPyn_1---,Pif,,n=1,2,---, where the projection of
P; onto C; is defned by || f — P,H ||= mingec, || f—g |,
where g is the projection of f, which will converge to the
point C; = (-, C; nonempty sets for any initial g,. The
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key idea in applying the theory of POCS to recovery prob-
lems is to represent every known property of the original
by a closed convex set. Therefore, for m known proper-
ties, there are m closed convex sets ;. Then, the vector
f*, common to all sets C;, (i = 1,2,--- ,m), can be found
by alternating projections onto each one of them, starting
from any initial guess vector. Clearly, the point of conver-
gence f* then possesses all the m desired properties of the
original. As such, to apply the theory of POCS to 3D mesh
watermarking, for a 3D mesh M with NV x 1 vectors (IV
vertices) in H, a vertex v of one vector is projected into the
constraint sets, thereby satisfying the pursuit of watermark
embedding.

3. THE PROPOSED 3D MESH WATERMARKING

3.1. The watermark embedding scheme

Given 3D mesh M with N vertices v in R3, it is trans-
lated so that the center of mass falls on the origin of axes,
vT =v—1/N SV | vi. The vertices of the translated model
M7 are converted to the spherical coordinates (r, 6, ¢), and
all components of 7;(j = 1,2,--- , N) are sampled into K
bins with the uniform distance as follows;

Q(r;) = INT(—L—™ ) K 1 0.5 1)
Tmax — Tmin

K is determined to consider the bit number for watermark
embedding. 7yax, Tmin are respectively max. and min. value
of 7 component. Sample means, Ex[r] of r = Q~1(k) in
each of the sampled bins are calculated and arranged as the
descending order according to the density of vertex per bin.
We embed the binary watermark w, € W with N, < K
length into the sample means as the descending order as
ELlr] = (14 aRy) x Eg[r]. If wy = 0, then Ry, is -1. Oth-
erwise, Ry is 1. « is the embedding strength. To extract the
watermark without the original mesh, the watermark keys
are required. They are the indices of bins into which the wa-
termark is embedded and sample mean E[r], written by E,
in this paper, before the watermark embedding. In the next
subsection, F[r] is the sample mean calculated at each it-
eration for projection onto convex sets. Actually the sample
mean in any bin is not the center value of its bin. So, the
partition bin size is reassigned so that Ey, is the center value
of bin and it used to the decision value for the watermark
detection.

3.2. Constraint sets and projectors

For the above scheme of watermark embedding, we con-
struct the two geometric constraint sets and their projec-
tors such as the robustness constraint and the visibility con-
straint. The former is global constraint set and the latter is
the local constraint set.
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Fig. 1. All r components are sampled from K bins with a uniform
distance. The sample means E from each bin are used to extract
the watermark.
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Fig. 2. Location into which the watermark is embedded for the k
th bin.

3.2.1. The robustness constraint set

The sample mean E [r] that watermark embedded has to be
at the available location to have the robustness. If wy = 1,
then E;, < Ej[r] < (Ex +Eg41)/2. E7[r] has to be near to
the center point between max and min. The closed convex
set of the robustness constraint can be de£ned as

C.={MT||Er]—E* |<e,k=1,2,--- Ny} (2)
Wi

" (3Ek + Ek+1)/4, ifw, =1
h E p— N d =
WHETE L {(?)E;€ +Eg_1)/4, otherwise anc €
—E*wk)/c7 ifw, =1 his

((Bry1 +Ex)/2+E,,)/2
(E;, — ((Ex—1+Ex)/2+E, )/2)/c, otherwise’
set can be easy to be closed and convex. The geometric pro-
jection M’ = P,.MT onto C,. can be de£ned as follows. If
wy = 1, then

Eplr] = a(E, -y +¢) + (1 — o) Eg[r] 3)
(B, —1—8)—E .
where (Em’::i+—z)—f3:m < a < 1. And if wy, = 0, then
Eplr] = a(Ej, —o — &) + (1 — o) Eg[r] )
where W < a < 1. «is determined to the
k[r]—(E €)

W, =0
intermediate value between max and min.
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3.2.2. The invisibility constraint set

The invisibility constraint set C,, limits the change of r com-
ponent and is de£ned as

C’U:{MT|RZLS’,‘ZSR1}13/&:17237N} (5)

where RY, RH are respectively lower and upper bound for
r; component of ¢ th. vertex. It is easily shown that this set
is also closed and convex. A vertex v, must be changed
within the range that is below each Cartesian coordinate
value of valence vertices V; = (Z;q4, Yia, Ziq) connected to
it. The available range for a vertex is «; = [z; — Az, z; +
Az, yi = lyi — Dy, ys + Ayl 2z = (20 — Dz, 2z + A2
where Az = min|mz; — x;4]/2, Ay = min|my; — yia|/2,
Az = min|mz; — 2;4|/2, and mz; = ZZ=1 Tiq, MY; =
St Yias MZi = Y nt Zig. My is the number of valence
vertex. This projector P, onto the set C',, which takes the
limitation of the each r; € R,7 = 1,2,--- | N, considering
the environment of its vertex v;, is followed by

RE ifr; > R
ri =4 RE, elseifr; < RE (6)
Ti, else

where RZ-H = Tiqvg + 0, RZ-L =T qvg — 0, 0=

\/AIQ + Ayz + Az?, and Ti,avg = \/T)’LZ‘ZQ + myzz + mZZQ

3.2.3. POCS-based watermarking

Using the previously defned sets C',. and C, the result-
ing 3D mesh embedded watermark can be described by the
following steps; 1) Take the original model as the initial
model My. 2) Compute M,, = P,P.M,,_; for each iter-
ationn = 1,2,---. 3) Iterate continuously until Zg;”o I
E}, — Ejy II’=~ 0, where Ej , and E}, , | are respec-
tively sample means in k th. bin of M,, and M,,_;. Sample
means of My used as the decision value 7 p,x, "min and the
index information into which watermark is embedded are
stored to extract watermark and it’s the descending order of
sample bins according to the vertex density.

3.3. Watermark extraction

Before extracting a watermark from an attacked model, for
example after an affne transformation, realignment is nec-
essary. When the watermarked model is only attacked by
an affne transformation, such as scaling and translation, the
attacked model still preserves the topology of the original
model. Thus, the attacked model can easily be re-scaled to
have the same dynamic range rmax — "min Of 7 component
in the original model and translated to make the center mass
the origin. However, if the watermarked model is attacked
by an affne transformation with topology deformation, such

as mesh simplifcation or cropping, it is diffcult to realign
this attacked model without the original model. The origin
of the attacked model is found using the information stored
for extracting the watermark. First, the vertex density of
each bin into which the component from the center mass
has been sampled is calculated, then the bins are arranged
in a descending order according to their density. If this or-
der information is not the same as the stored order informa-
tion, the reference origin is searched for until the two or-
ders are the same. After realignment, the process of water-
mark extraction is similar to that of watermark embedding.
The sample means of the attacked model are calculated and
the sample mean Ej, of the bin into which the watermark
has been embedded is compared to Eg, the stored decision
value. Thus, wy, = 1, if E;, — Ej, and otherwise, wj, = 0.

4. EXPERIMENTAL RESULTS

To evaluate the performance of the proposed algorithm, com-
puter simulations were performed using VRML data for the
Stanford Bunny and Knots.[”! The binary watermark was a
50 length Gaussian random sequence converted to 1 bit. The
number of sample bins K was 100 and the watermark was
embedded into the 50 bins with the highest vertex density.
The meshes with the watermark embedded using the pro-
posed algorithm are shown in £gure 3. No objective evalu-
ation for visibility, such as the PSNR in image processing,
has yet been adopted for 3D graphics. Therefore, a subjec-
tive evaluation was used to verify that the watermark was
imperceptible. To evaluate the robustness, the watermark-
embedded models were attacked by mesh simpli£cation, ro-
tation through an affne transformation, cropping, and ver-
tex randomization. The strength of the attacks was also ad-
justed, such as the % in the mesh simplifcation and « in the
vertex randomization, to produce bit error. The robustness
against these attacks is shown in Table I, which uses the bit
error rate, BER. The watermark-embedded model was at-
tacked with mesh simpli£cation using MeshToSS. "] The %
in the table represents the percentage of the vertex number
of the simplif£ed model to that of the original model. No bit
error occurred until the simplifcation reached 40-50%, and
over 90% of the watermark remained until the model was
simplifed to 21%. When the vertex randomization was per-
formed, all the vertices v were added to v X uniform() x v.
The modulation factor o was 0.02, which was also varied to
create a bit error, while uniform() was a uniformly random
function of [—0.5 0.5]. In table I, 90% of the watermark
remained. For the cropping attacks, all vertices with an x
coordinate value over max,, /8 were cropped, where max,
was the maximum 2z coordinate value. All the watermarks
could be extracted with no error. The rotation attack also
had no affect on the proposed model. The models attacked
by simplifcation, random noise, rotation, and cropping are
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(c) (d)

Fig. 3. (a) Original Stanford bunny, (b) watermark-embedded
Stanford bunny, (c) simplifed, cropping, and rotation, and (d)
knots added vertex randomization.

shown in Fig. 3(c)-(d).

5. CONCLUSIONS

3D mesh watermarking was proposed based on POCS. As
such, a binary watermark is embedded by modifying the
sample means of 7 components, which is performed by iter-
atively projecting the model onto a robust constraint convex
set and invisible constraint set. Experiments verifed that
the watermarked mesh was both robust to various attacks
and invisible.
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