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ABSTRACT

In this paper, the case where a low-resolution image is initially
watermarked and the watermark is afterwards detected on a noisy
interpolated version of the watermarked image is investigated, us-
ing a correlation detector. Polyphase decomposition is utilized at
the detector side in order to enable the flexible formation of a fused
image, which is appropriate for watermark detection. The optimal
fused correlator, obtained by combining information from differ-
ent image components, is derived through a statistical analysis of
the correlation detector properties and employment of Lagrange
multipliers. It is shown that it is always preferable to perform de-
tection on a fused image rather than the original image. Experi-
mental results establish the efficiency of the proposed scheme.

1. INTRODUCTION

Research conducted so far with respect to the copyright protection
of digital data through watermarking, establishes the effect of dis-
tortions (compression, noise corruption, lowpass filtering) on the
system detection reliability. In fact, watermarks have been shown
to be severely affected when the host signal goes through a noisy
environment.

In many image processing scenarios, it would be desirable to
embed a watermark on an image right after acquisition, in order
to ensure that no unwatermarked version of the original image is
stored or distributed. In the usual case of image resizing, before
distribution, at dimensions larger than the original, the watermark
information, which was embedded in the low-resolution version
upon acquisition, is inevitably spread on the larger image. The
larger image could then be compressed and transmitted to any po-
tential recipients.

In this paper, an efficient technique is introduced for exploiting
the additional information that may be present on a watermarked
image due to distortion. Specifically, linear FIR filters are applied
at the detection side, in order to derive several estimates of the
original (low-resolution) watermarked image, based on the noisy
interpolation samples. By this way, a fused image is generated by
combining different filtered components of the interpolated image.
A statistical analysis on the properties of the correlation detector,
which is applied on the aforementioned fused image (it will be
called hereafter fused correlation detector), for the case of addi-
tive random watermarks, is undertaken and the optimal fusion is
contemplated using the Lagrangian approach.

Although correlation-based watermarking techniques [1] are
treated, the proposed approach is applicable to most watermarking
algorithms. It should be noted that the proposed scheme is not a
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Fig. 1. Block diagram for (a) watermark embedding and (b) fused
correlation detection.

full-fledged image watermarking technique, but it can be consid-
ered an elegant methodology that can be applied in conjunction
with robust watermarking techniques [2, 3], in order to improve
the accuracy of detection.

2. PROBLEM FORMULATION

Let z[m] be a N1 x N grayscale image, which will be considered
the host signal (m corresponds to the pixels indices and boldface
letters represent matrices or vectors). The watermark sequence
wlm] of size N1 x Nz is an i.i.d. Gaussian-distributed random
pattern with zero mean value and variance o2, generated by a
pseudorandom number generator using a suitable key. An additive
embedding rule is employed, producing the watermarked image
ZTw|m]:

Zw[m] = z[m] + p - wm)| (1)

where p is a constant that controls the watermark embedding power.
An expanded image z.[m] is obtained using an M-fold ex-
pander:

sefpn] = { zw[M™'m],  meLAT(M) )

0, otherwise

where M denotes a 2 x 2 nonsingular integer matrix and LAT (M)
the lattice defined by M [4]. A linear lowpass filter hy(m) (in-
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terpolation filter) is assumed to be applied on x.[m]|, generating
an interpolated image Z[m]. In this manner, the watermark signal,
embedded in the low-resolution image, is linearly spread in the
new pixel positions of the finer-resolution image Z[m]. The even-
tual high-resolution image s[m] that will be used for detection, is
assumed to be a noisy version of Z[m)]. Particularly, it is assumed
that the distortion that Z[m] is subjected to, can be modelled as
additive noise, i.e:

s[m] = Z|m] + n[m] 3)
where n[m] is the noise signal. The embedding process is schemat-
ically described in Figure 1(a).

In the sequel, the detection procedure takes place on the dis-
torted high-resolution image s[m]. For this purpose, s[m] is ini-

tially decomposed into its constituent polyphase components s;(m) =

siMm+k;), ki e LM), i =0, ..., M —1, where £L(M) denotes
the set of all integer vectors of the form Mx for x ¢ [0,1)? [4].
The number of vectors k; is fixed and equal to M =| detM |. The
parsing of the samples of s[m] into its M distinct polyphase com-
ponents s;[m] is illustrated in Figure 1(b). The polyphase compo-
nents of the noisy interpolated image s[m)] represent different sets
of pixels and they cover all the points on the input lattice, where
each polyphase component is formed from the points of a coset
of that lattice. The zeroth polyphase component so[m] of s[m],
obtained as shown in Fig. 1(b), essentially represents the origi-
nal low-resolution watermarked image x.,[m]| after noise corrup-
tion by a noise signal no[m] = 7io[m] (with variance o7, ), where
No[m] is the zeroth polyphase component of 72[m]. The rest of the
polyphase components s;[m], i = 1,..., M — 1, represent inter-
polated pixels also corrupted by noise.

Our intention is to form M low-resolution images y;[m], i =
0, ..., M—1, which will be different versions of z, [m] and whose
optimal fusion will provide a new image y¢[m], on which water-
mark detection will be more reliable than conventional detection
on so[m]. Since so[m] by itself is clearly a noisy version of ., [m],
it is used unaltered as yo[m], i.e:

yo[m] = solm] =z [m] + nolm] )

In addition, a sequence of estimates of x,[m] are derived as fol-
lows: the generated polyphase N1 x N2 output images s;[m], i =
1,..., M — 1, are first filtered using appropriate linear filters and
then added up to produce

yim) = zw[m] +n;m], i=1,....M -1 5)

where n;[m] is a linear combination of the M noise signals which
correspond to the components of s[m]. The variance of the noise
of each of the above images y;[m] is aii and is usually greater
than 07210 due to the contribution of several noise terms during the
derivation of y;[m].

The proposed technique, subsequently, involves a fusion of the
images yo[m], y1|m], ..., ya—1[m] by the following rule:

M-—-1

yibml = 3 ailm] = o] + Y aniim] @

where the weight coefficients a;, ¢ = 0, ..., M — 1 are real num-
bers confined in the [0, 1] interval, which sum up to unity, i.e:
Zfigl a; = 1. The fused image y[m] will be finally employed
in the correlation detection process described in Section 3. The
block diagram of both the embedding and detection procedures
can be seen in Fig. 1.

3. STATISTICAL ANALYSIS OF THE CORRELATION
DETECTOR

The correlation detector is undertaken in this paper to examine
whether a tested image y ¢, [m] contains a watermark or not, under
a statistical binary hypothesis test, where the following hypotheses
are considered:

e Hy: The test image contains the watermark w[m].
e Hy: The test image does not contain the watermark w|m|.

Event H occurs either if the test image is not watermarked (event
Hy,) or if it is watermarked with a different watermark wq[m] #
wlm] (event H1p). From equation (6), the three events mentioned
above, can be combined in the following expression for the test
image:

ys.elm] = xlm] +p-wefm] + ) ainifm] ™

where the watermark w(m] is indeed embedded in the signal if
p # 0 and we[m] = w[m] (event Hy), and it is not embedded in
the signal if p = 0 (no watermark is present, event H1,) or p # 0
and we [m] = wq[m](# wlm]) (wrong watermark presence, event
Hip).

The correlation between the image under investigation y 7, [m]
and the watermark sequence w(m)] is given by:

g
L

L S wlmwlm) + puwlmlw ]+ wlm)

cy = m . alm[m])

(®)
In order to decide on the valid hypothesis, ¢y is compared against a
suitably selected threshold 7". The performance of such a correlation-
based technique can be measured in terms of the probability of
false alarm Py, (T") (probability of erroneously detecting the exis-
tence of a specific watermark in a signal that is not watermarked
or that is watermarked with a different watermark) and the proba-
bility of false rejection Py,.(T") (probability of erroneously reject-
ing the existence of a specific watermark in a signal that is indeed
watermarked) and can be graphically represented by the receiver
operating characteristic (ROC) curve (plot of Py, versus Py.).
For the pseudorandom watermarks employed in this paper,
the Central Limit Theorem can be applied, in order to establish
that the involved correlator output pdfs under the two hypothe-
ses, fe $1Hos fe FlHps attain a Gaussian distribution. Therefore,
these pdfs can be described by their mean g s1Hos My Hys and

. 2 2 . .
variance values o f1Ho> Ocp|Hy - Using expression (8), the mean

Il
<}

2

ey = E{cy} and the variance aff = E{c}} — E*{cy} values
of the correlation detector can be evaluated, where E{-} denotes
statistical expectation. Taking into account the statistical indepen-
dence between the host signal x[m], the watermarks w{m], we.[m]
and the noise signals n;[m], i = 0,...,M — 1, as well as the
fact that the watermark and the noise signals are i.i.d Gaussian-
distributed with zero-mean, the corresponding statistics are ob-
tained:

pey = g o Elwim welm]} ©

m
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> (E{a’m]} E{w®m]}
+p° E{w® [m]wZ[m]} + 2p E{z[m]} E{w® [m)w.[m]}

+E{w?[m]} Z ai E{n} [m]}>

+>° ) PP E{wmlwrlwmlw[r]}| - uZ, (10)

m r,r#m

The above formulas are general and can be applied to all three
events, Ho, H1, and H1,. Bearing in mind that E{w2[m}} =02,
E{w*[m]} = 0 and E{w*[m]} = 30, for a zero-mean Gaus-
sian watermark w[m] and assuming, also, wide-sense stationar-
ity for the host image x[m], where p, = E{z[m]} and 02 =
E{z*[m]} — pZ, analytical expressions for ic, and aff can be
derived for all three events Ho, Hi1,, Hip:

p-os , if we=w (event Ho)
Hep =4 0 , ifp=0 (event Hi,) (11)
0 , if we = wq # w (event Hip)
0_2 M-1
w 2 2 2 2 2 2
> tor+2p°0, + a;or.), (H
A p ; ), (Ho)
2 M-1
R TERTEES W (o)
2 - M—1
w 2 2 2 2 2 2
NINQ(/U‘x‘i’O—x +piow+ ;aio—ni)y (Hlb)
(12)

By observing the above equations, one may easily derive that
the mean value of the correlator is the same for both the proposed
scenario and the distortion-free scenario. For the special case of
a0 =1, a1 = a2 = ... = am—1 = 0 (which implies water-
mark detection on the noisy low-resolution image), the correlator
mean value for the model under investigation, still, remains the

2

N?J”Vz Uio’
where o2 represents the correlator variance in the noiseless case.
In the general case scenario described by equation (12), the fused
noise terms are required to be minimized in order to reduce o2
and achieve a gain in the system detection reliability. Therefore,
the optimal values (ag,al,...,ay_1), in the sense of minimiz-
ing f\i 51 ajoy., need to be determined. It should be noted that
in the noise-free case, the noisy summation terms of equation (12)
vanish and therefore, there is no gain, since yo|m], y1[m], . ..
become all identical.

same, while its variance is summarized to: o2 .= o2+

4. OPTIMAL FUSION USING LAGRANGE MULTIPLIER

By setting f(ao,a1,...,apm—1) = Zfial a;oy,. the optimiza-

tion problem is equivalent to the minimization of function f, sub-

, Y —1[m]

ROG curves forlow-resolution & used corrlation detection afe 1 d gaussian noise (1)

ROG curves forlow-resoltion & fused corelation

detecton e JPEG (G-50)

107]

(@ (b)
Fig. 2. ROC curves for low-resolution detection and fused-

correlation detection after (a) additive i.i.d. gaussian noise with
o2 =1 and (b) JPEG compression (quality = 50).

ject to the constraint that

M-—1
g(ao,al,...,aMfl): Z ai—lz(), Z'ZO,...,Mfl
B (13)
In order to reach the optimal set of weightsa®™ = (ag, ai, ..., ax_1),

the Lagrangian function for constrained optimization problems
[5], is formulated:

L = f(ao,...,am-1)+ A g(ao,...,anm—1) (14)

where ) is the Lagrange multiplier. The necessary conditions are:

V@) +AVg(a™) = 0ran (15)
The above equation yields the solution a; = 2;—;‘, 1=0,..., M—
1, which is injected in the constraint condition g(lao7 ceyaM—1) =

0 to obtain the value of the Lagrange multiplier A. The solution to
the minimization problem is finally derived:

a" = (@b 0 1) = (s =)
= 0y AM—1) = PR

U%o Zk % U%Al—l Zk %
(16)
It can be easily verified that f(a™) corresponds to a global mini-
mum.

5. EXPERIMENTAL RESULTS

A large number of experiments were performed to illustrate the im-
provement in detection performance of the proposed watermarking
scheme. For this purpose, the 256 x 256 grayscale Lenna image
was watermarked using additive embedding in the pixel domain,
producing a watermarked image with Peak-Signal-to-Noise-Ratio
(PSNR) approximately equal to 34.2 db. Subsequently, the image

was expanded using the matrix: M = [ (2) g }

In the sequel, the interpolation filter H(z)"' was applied in or-
der to generate new image samples. The output was a 512 x 512
image, which was, finally, distorted by additive noise. At the de-
tector side M estimates (where M = 4) of the originally available
(low-resolution) watermarked image were produced, after the ap-
plication of the synthesis and cancellation post-filters, hm] and

lwith mask: {{1/4,1/2,1/4},{1/2,1,1/2},{1/4,1/2,1/4}}
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Fig. 3. EER values for low-resolution detection and fused corre-
lation detection after additive i.i.d. gaussian noise corruption, for
various noise variances.

h¢[m]. The estimates were fused with the optimal weights and
the produced 256 x 256 fused image was finally examined for the
presence of a potential watermark using a correlation detector.

All experiments presented in the remainder of this section,
were conducted for a total number of 1000 keys and ROC curve
evaluation was performed under events Ho and H1y, since the lat-
ter represents the worst case assumption (the image being water-
marked with a different watermark). In a first set of experiments,
additive i.i.d Gaussian noise with zero mean was added to the inter-
polated image and the watermark detection was performed on the
fused image. The EER values (the points on the ROC curve where
the probability of false alarm equals the probability of false rejec-
tion) for both detection procedures are schematically presented in
Fig. 3, where the superiority of the proposed fused correlation-
detection scheme is demonstrated for all the values that the noise
variance possesses. Calculation of the % EER improvement lead
to the conclusion that as larger noise is imposed on the interpolated
image, the corresponding % improvement decreases (numerical
values are not presented due to lack of space). This implies that the
greatest gains are obtained for small noise corruption, which how-
ever is usually the case in most watermarking applications, since
a potential attacker would select a small noise variance to avoid
destroying important image information. In all cases, though, the
performance is improved by a percentage greater than 15%.

In a typical application scenario, though, the interpolated im-
age will go through one or multiple compression/decompression
engines. Therefore, another set of experiments is presented, where
the interpolated image was compressed using JPEG of various
quality factors (larger quality factors correspond to better image
quality). It should be noted that in the case of JPEG compression,
the noise signal is not actually uncorrelated, resulting in subopti-
mal choice of the fusion weights (ao, a1, ...,am—1). Even in this
way, as seen in Fig. 4, there is, still, a considerable improvement
in the system detection performance (greater than 22%). Measure-
ment of the % EER improvement in the case of JPEG compression,
highlighted the gain in the detection reliability for greater quality
factors (weaker compression), which was also seen in the case of
i.i.d. gaussian noise corruption. The optimal ROC curve pairs (cor-
responding to the two alternative detection methods) are shown in
Figure 2(a)-(b) for additive gaussian noise and JPEG compression.

EERs for low-resolution & fused correlation detection for JPEG compression

0081 — low-resolution detection 1
fused correlation detection

10 20 30 40 50 60 70

quality factor

Fig. 4. EER values for low-resolution detection and fused correla-
tion detection after JPEG compression, for various quality factors.

6. CONCLUSIONS

An efficient watermark detection technique is introduced in this
paper, for improving the correlation-detector reliability on noisy
interpolated versions of the originally watermarked image. A fused
image was generated by combining different polyphase compo-
nents of the investigated image. Theoretical analysis was per-
formed for the correlation detector statistics and the optimal fusion
was treated using the Lagrangian approach. Significant watermark
detection improvements were noted under additive noise corrup-
tion and JPEG compression.
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