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ABSTRACT

Techniques to establish authenticity and integrity of
digital images are essential for secure transactions through
distributed and unreliable systems, such as the Internet.
Here, we propose two novel semi-fragile watermarking
schemes that are designed to survive JPEG lossy
compression for ownership identification and content
authentication of digital images. First, we propose to
embed bi-level images into the high-frequency block-
DCT coefficients of the host image. The watermarked
image is authenticated by marking the region of tampering
(RoT) with crosses, if any tampering was made. Next, we
modify the first scheme such that instead of reflecting the
RoTs on the watermarked image, they will be reflected on
the bi-level images directly. These schemes provide
satisfactory results and can distinguish JPEG lossy
compression from malicious content modification.

1. INTRODUCTION

Success of the Internet resulted in the wide distribution of
digital media because it is inexpensive and delivery is
almost instantaneous. However, content providers also see
a high risk of piracy. As a result, digital watermarking of
digital media has become an active research area over the
past several years. The growth of new powerful image
editing applications has made it easier to tamper with
digital images in ways that are difficult to detect. With the
ease of editing in digital domain, content authentication of
digital images has become an important concern.

The importance of content authentication has led to the
development of image authentication techniques. These
techniques are designed to verify the integrity of the
images by detecting malicious content modification.

Wolfgang and Delp [1] developed an authentication
method which reshapes a bipolar m-sequence into two-
dimensional watermark blocks. These blocks are then
added on a block-wise basis. This method can localize
manipulation on a block-wise basis and is moderately

0-7803-8554-3/04/$20.00 ©2004 1IEEE.

robust with respect to linear and nonlinear filtering and
small additive noise. Fridrich [2] proposed the idea of a
robust watermarking technique for authentication. The
image is divided into blocks of 64 by 64 and embedded
with quasi-VQ codes in each block using the spread
spectrum method. This technique 1is robust to
manipulations but results in more error for JPEG
compression. Lin and Chang [3],[4] proposed a scheme
that makes use of the invariant properties of DCT
coefficients before and after JPEG compression. This
technique is able to withstand manipulations such as
JPEG lossy compression and reasonable brightness
adjustment on the watermarked image up to a pre-
determined quality factor. Some of other image
authentication techniques and survey papers may be found
in [5]-[8].

This paper focuses on semi-fragile watermarks that are
designed to survive JPEG lossy compression. We propose
two image authentication schemes which are extensions of
the system used in [3],[4]. As opposed to the system in
[3],[4], instead of generating the authentication bits from
the low-frequency DCT coefficients, we propose to use
bi-level images to generate our authentication bits. In
addition, our watermarking region is limited to 32 high-
frequency DCT coefficients (Fig. 1). Furthermore, these
coefficients are shuffled before they are embedded with
the authentication bits using the exclusive OR (XOR)
operation to enhance the security of our system. The
blocks are also shuffled to change the order in which the
authentication bits are embedded into the host image. In
all the shuffling steps, secret seeds belonging to the owner
are used to associate the image and the watermark with
the original owner to achieve ownership identification.

In the first scheme, we propose to embed the
authentication bits generated using two bi-level images
into the high-frequency block-DCT coefficients of the
host image using operation. During authentication, any
identified region of tampering (RoT) is marked as crosses
on the watermarked image. In the second scheme two bi-
level images are embedded into the host image in such a
way that the RoT will be reflected on the extracted bi-
level images, if the watermarked image is tampered.
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Fig. 1. Position of the two disjoint regions.

2. THE FIRST SCHEME: AUTHENTICATION
USING TWO BI-LEVEL IMAGES

In the first scheme, we propose to insert two bi-level
images as watermarks into the host image. Consider the
host image, X, of size M by N pixels as a 256 level
grayscale image. We partition X into non-overlapping
blocks, X,, of size 8 by 8 pixels. In each X,, the whole
space of 64 DCT coefficients is divided into two disjoint
regions: non-watermarking region and watermarking
region as shown in Fig. 1.

Let A” be a bi-level image of size I x J pixels (I < M
and J<N). By tiling, A"’ is converted into another image
W comprising of S/2 copies of A", where S; is the
number of authentication bits to be embedded in each
block. In a similar manner, another bi-level image
comprising of Sy/2 copies of A? is generated. As W7, i=1,
2, are bi-level images, each of their pixels can be encoded
by a single bit. To §enerate the authentication bits S;, the
pixel values of W, i = 1, 2, are read in a raster scan
manner but in an interleaving fashion.

2.1. Watermark Embedding Process

During the embedding process (Fig. 2), the host image X,
is partitioned into non-overlapping blocks X,, of size 8 by
8 pixels. The blocks X, are then converted to their DCT
domain to form the set of DCT blocks x,. By shuffling the
order of x, according to secret seed 1, a set of shuffled
blocks, x’. is obtained. This reordering of x, is to ensure
that the order of authentication bits will be hidden after
they are embedded into x .. For each shuffled block x°,, 32
high frequency coefficients C, from the watermarking
region are selected in an order determined by secret seed
2. Next, The shuffled coefficients C’, the authentication
bits S; and a quality threshold ¢, are fed into the
watermark embedder. The threshold ¢, is used to specify
the level of JPEG compression that the watermark should
survive. It is defined in terms of quality factor (QF) as [3]

q=(2-QF*0.02)
or q=50/QF

if QF > 50
if QF < 50. (1)

From the set of C’, m coefficients are selected to embed
one authentication bit. If the number of authentication bits
to be embedded in each block is denoted by S;, then m =
32 + §;. Each of the m coefficients is subsequently divided
by its corresponding quantization factor Qfi/ (obtained
from the quantization table Qs in [3]) and the quality
threshold ¢, and rounded to the nearest integer.
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Fig. 2. Scheme 1: The watermark embedding process.

Next, the LSB of the resulting m’ integers are XORed
to obtain the bit representation b. If b is different from the
authentication bit, the LSB of the integer that will cause
the minimum distortion will be flipped, otherwise no
change is made. These m’ integers are then multiplied by
the same quantization factor Qfi/ and the quality
threshold ¢ to obtain the watermarked DCT coefficients.
This step is repeated until all authentication bits have been
embedded to generate the watermarked blocks, x,”.
Finally, x,” are converted to their spatial domain to form
the watermarked image x”.

2.2. Watermark Extraction Process

The extraction of the watermark is a reverse process of
embedding and is shown in Fig. 3. The received
watermarked image y" is partitioned into non-overlapping
blocks, y,” of size 8 by 8 pixels. The blocks are then
converted to their DCT domain to obtain the set of DCT
blocks ¥”,”. Next, ¥",” are shuffled with secret seed 1, to
obtain a set of shuffled blocks y’,. For each shuffled block
v’ 32 high frequency coefficients D, from the
watermarking region are selected in the order determined
by secret seed 2. From the set of shuffled coefficients D’,
m coefficients are selected to extract one watermark bit.
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Fig. 3. Scheme 1: The watermark extraction process.

The number of coefficients selected is similar to that of
embedding process. Thereafter, each of the m shuffled
coefficients is divided by its corresponding quantization
factor Q/fi] and the quality threshold ¢, and rounded to the
nearest integer. Next, the LSB of the resulting m integers
are XORed to obtain the extracted watermark bit 7;. This
step is repeated until all watermark bits 7 have been
extracted to form the bi-level images v i=1,2.
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2.3. Image Authentication Process

With the extracted bi-level images /7, the authenticator is
able to identify the RoTs by incorporating consensus
seeking on V”. As A7 is tiled to form W" during
embedding, several sets of 4” must exist in . Through
the use of voting, the majority decision can be followed to
identify the tampered bits and in turn the tampered blocks
from the sets of 47

2.4. Simulation and Results

A simulation was carried out for the image authentication
of the Two-Girls image of size 256 x 256 pixels, with
QF=75 and S=16. Two bi-level images A7 i=1, 2, each
of size 32 x 32 pixels were used as watermarks. As S=16
was used, A” was tiled to form another image W
comprising of 8 copies of 4. Another bi-level image W
comprising of 8 copies of A was generated similarly.
The two bi-level images W | i=1, 2, are shown in Fig. 4.

To generate the authentication bits S;, the pixel values
of W” are read in a raster scan manner but in an
interleaving fashion between them. Original Two-Girls
image and the watermarked image (embedded with Figs.
4(a) and (b)) are shown in Figs. 5(a) and 5(b),
respectively. It can be seen that the two images are
perceptually indistinguishable.

NTUNTUINTUJNTU

INTUINTUNTUINTU

(a) (b)
Fig. 4. Scheme 1: (a) 1st and (b) 2nd bi-level images.

(@) O - ©
Fig. 5. Scheme 1: (a) Original Two-Girls image; (b)
Watermarked image embedded using QF=75 and S=16;
(c) Tampered watermarked image.

To evaluate the performance of the watermarks against
JPEG lossy compression, the level of QF was varied to
observe its effect on the minimum level of JPEG compre-
ssion that the watermarks can survive. As shown in Table
1, all the watermarks were able to survive lossy
compression at the levels that were close to their expected
levels. For example, with S=16 and QF=80, our scheme
can survive JPEG compression of the watermarked image
up to QF=86 instead of theoretical value of QF=80.

Table 1. Scheme 1: Minimum QF for the watermarks to
survive JPEG lossy compression before distortion occurs.

S Quality Factor (QF) used during embedding

95 190 | 85 | 80 | 75 [ 70 | 65 | 60 | 55

21999419 [8 |8 |74 ] 70 | 66 | 61

99 1 94 | 90 | 86 | 82 [ 75 | 70 | 66 | 61

81991949 | 8 | 8 | 78 [ 70 | 66 | 61

16 199|194 (9 | 8 | 82 | 79 | 70 | 66 | 62

Fig. 6. Scheme 1: (a) Authenticated image using the
correct seeds with QF=75 and S=16; (b) 1st and (c) 2nd
extracted bi-level image.

The watermarked image was tampered by swapping the
mouths of the two girls and is shown in Fig. 5(c). The
results of the authentication when S;=16 are shown in Fig.
6. As shown in Figs. 6(b) and 6(c), the extracted bi-level
images clearly indicate that some tampering had been
performed although the RoTs could not be identified
straight away. The RoTs were identified through
consensus seeking on the extracted bi-level images and
marked on the watermarked image as shown in Fig 6(a).
With the use of the correct secret seeds, the authorized
person will be able to determine the authenticity of the
images.

Figure 7 shows the authenticated image and the
extracted bi-level images when a wrong secret seed 1
and/or 2 was used during extraction. Thus, the received
image fails the authentication test. Figure 8 shows the
authenticated image after the watermarked image had
undergone a level of JPEG lossy compression that was
beyond acceptable level.

@ (b) (©

Fig. 7. Scheme 1: (a) Authenticated image using the
wrong value for secret seed 1 and/or 2 with QF=75 and
S=16; (b) 1st and (c) 2nd extracted bi-level images.
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Fig. 8. Scheme 1: (a) Authentication of a watermarked
image that had been compressed beyond the acceptable
limit with QF=70 and S~=16; (b) st and (c) 2nd extracted
bi-level images.

3. THE SECOND SCHEME: AUTHENTICATION
ON BI-LEVEL IMAGES

In the first scheme, the result of the authentication was
reflected on the watermarked image. In this scheme, we
propose to insert two bi-level images as watermarks into
the host image in such a way that any tampering made to
the watermarked image will be reflected on the bi-level
images directly. To generate the authentication bits, first a
block of pixel values W,”), of size k x [ is read from W,
followed by a block of pixel values W/Z), of size k x [/
from W?. The size of W,”, i =1, 2, is equal to S;. The
dimension of ,” should be carefully chosen so that the
position of W,” in W” will be preserved in the
watermarked image when embedded.

3.1. Watermark Embedding and Extraction Process

The embedding process is similar to that of the first
scheme except that the order of the DCT blocks x, is not
shuffled in this case. The authentication bits S;, must be
embedded into the host image in the same order in which
they are generated in order to reflect the RoTs accurately.
The extraction process is also similar to that of the first
scheme, with the omission to shuffle the order of y,".

3.2. Image Authentication Process

The authenticity of the image can be determined by
visually inspecting V. If any tampering has been made to
the watermarked image, the RoTs will appear on V™.
Similar set of simulation was carried out for the image
authentication of the Two-Girls image in Fig. 5(a). The
results of the minimum QF acceptable by the watermarks
before distortion are similar to that shown in Table 1. The
watermarked image and the tampered image are shown in
Fig. 9. The results of the authentication for S=16 are
shown in Fig. 10. The RoTs have been identified to be in
the lower half of the watermarked image.

4. CONCLUSIONS

We proposed two novel schemes for image authentication
and ownership verification. The proposed schemes are

(a) (b)
Fig. 9. Scheme 2: (a) Watermarked image embedded

using QF=75 and S=16; (b) Tampered watermarked
image.
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Fig. 10. Scheme 2: (a) 1st and (b) 2nd extracted bi-level
images.

capable of surviving JPEG lossy compression up to a pre-
determined level while detecting malicious manipulations.
They are able to detect and report any RoTs made on the
watermarked image. Furthermore, it is only possible for
an authorized person who has possession of the secret
seeds to check the ownership of the image.

5. REFERENCES

[1] R. B. Wolfgang and E. J. Delp, “A Watermark for digital
images”, [EEE Proc. of ICIP, Lausanne, Switzerland,
September 1996

[2] J. Fridrich, “Image Watermarking for tamper detection,”
IEEE International Conf. on Image Processing, Chicago,
October 1998

[3] C-Y. Lin and S.-F. Chang, “Semi-fragile watermarking for
authenticating JPEG visual content,” SPIE International
Conf. on Security and Watermarking of Multimedia
Contents II, vol. 3971, No. 13, EI’00, San Jose, USA,
January 2000

[4] C-Y. Lin and S.-F. Chang, “A robust image authentication
method distinguishing JPEG compression from malicious
manipulation,” IEEE Trans. Circuits and Systems of Video
Tech., vol. 11, no. 2, pp. 153-168, Feb. 2001.

[5] C-T. Hsu and J-L. Wu, “Hidden digital watermarks in
images,” IEEE Trans. Image Processing, vol. §, no. 1, pp.
58-68, Jan. 1999.

[6] F. Bartolini, A. Tefas, M. Barni, and 1. Pita, "Image
authentication techniques for surveillance applications,"
Proc. IEEE, vol. 89, pp. 1403-1418, Oct. 2001.

[7] C. Rey and J-L. Dugelay, "A survey of watermarking
algorithms for image authentication, EURASIP
Applied Signal Processing, vol. 6, pp. 613-621, 2002.

[8] M U. Celik, G. Sharma, E. Saber, and A. M. Tekalp,
"Hierarchical ~watermarking for secure image
authentication with localization,” vol. 11, pp. 585-
595, June 2002.

716



	Index
	ICIP 2004 Home Page
	Conference Info
	Welcome Message
	Techincal Program Overview
	Technical Program Committee
	EDICS Categories
	ICIP2004 Paper Submission Statistics
	ICIP2004 Paper Statistics - Final Program
	ICIP2004 Organizing Committee
	Sponsors
	Exhibition
	Venue Access
	Social Activities
	Other Information
	Call for Papers for ICIP2005

	Sessions
	Monday, 25 October, 2004
	MA-S1-Computational Radar Imaging
	MA-L1-Watermarking I
	MA-L2-Face Recognition
	MA-L3-Video Compression Standards I
	MA-L4-Biomedical Image Processing: Segmentation and Qua ...
	MA-L5-Error Resilience / Concealment I
	MA-P1-Image Segmentation: By Color, Texture, and Edge
	MA-P2-Image Filtering and Morphological Processing
	MA-P3-Image Enhancement I
	MA-P4-Video Segmentation
	MA-P5-Low-level Image Indexing and Retrieval
	MA-P6-DCT-based Video Coding
	MA-P7-Image Compression and Applications
	MA-P8-Distributed Source Coding and Others
	MP-S1-Deformable Models and Applications
	MP-S2-Media Security Issues in Streaming and Mobile App ...
	MP-L1-Face Detection, Recognition, and Classification I
	MP-L2-Video Summarization and Browsing
	MP-L3-Image Filtering and Partial Differential Equation ...
	MP-L4-Image/Video Indexing and Retrieval
	MP-L5-Watermarking II
	MP-P1-Video Compression Standards II
	MP-P2-Error Resilience/Concealment II
	MP-P3-Biometrics I
	MP-P4-Image Segmentation: By Multiple Features and Othe ...
	MP-P5-Image Enhancement II
	MP-P6-Video Object Tracking
	MP-P7-Biomedical Image Processing: Compression and Regi ...
	MP-P8-Video Coding

	Tuesday, 26 October, 2004
	TA-S1-Content-based Analysis of Multi-modal High Dimens ...
	TA-S2-Image Forensics
	TA-L1-Feature-based Image Segmentation
	TA-L2-Denoising and Deblurring
	TA-L3-Biometrics II
	TA-L4-Lossy Image Coding
	TA-L5-Wavelet Video Coding and Scalability I
	TA-P1-Stereoscopic and 3-D Processing I
	TA-P2-Face Detection, Recognition and Classification II
	TA-P3-Motion Detection and Estimation: Block Matching
	TA-P4-Feature Extraction and Analysis: Color and Textur ...
	TA-P5-Watermarking III
	TA-P6-Video Indexing, Retrieval and Editing
	TA-P7-Interpolation
	TA-P8-Geosciences and Remote Sensing and Environment
	TP-S1-What is the Latest in Networked Video?
	TP-L1-Super-resolution and Interpolation
	TP-L2-Deblocking, Restoration, and Enhancement
	TP-L3-Motion Estimation and Detection
	TP-L4-Image Segmentation
	TP-L5-Biomedical Image Processing: Compression, Registr ...
	TP-P1-Stereoscopic and 3-D Processing II
	TP-P2-Face Detection, Recognition and Classification II ...
	TP-P3-Video Streaming and Networking
	TP-P4-Shape Extraction and Analysis
	TP-P5-Watermarking IV
	TP-P6-Image/video Storage and Retrieval
	TP-P7-Wavelet Video Coding and Scalability II
	TP-P8-Image Modeling

	Wednesday, 27 October, 2004
	WA-S1-Content Understanding for Home Photograph and Vid ...
	WA-S2-Pattern Discovery in Real-world Broadcast Video
	WA-L1-Image Scanning, Display, and Printing I
	WA-L2-Image Formation I
	WA-L3-Stereoscopic and 3-D Coding &amp; Processing
	WA-L4-Image Coding I
	WA-L5-Source-Channel Coding I
	WA-P1-Motion Detection and Estimation: Optical Flow and ...
	WA-P2-Watermarking V
	WA-P3-Feature Extraction and Analysis I
	WA-P4-Image Segmentation: Level Set and Active Contour
	WA-P5-Transcoding
	WA-P6-Implementations and Systems
	WA-P7-Document Image Processing and Other Applications
	WA-P8-Biomedical Image Processing: Segmentation and Com ...
	WP-L1-Image Representation, Rendering, and Quality Asse ...
	WP-L2-Stereoscopic Image Processing and 3D Modeling
	WP-L3-Feature Extraction and Analysis II
	WP-L4-Image/Video Segmentation and Tracking
	WP-L5-Distributed Source Coding and Scalability
	WP-L6-Video Streaming
	WP-P1-Image Coding II
	WP-P2-Source-channel Coding II
	WP-P3-Stereoscopic and 3-D Coding
	WP-P4-Super-resolution and Mosaic
	WP-P5-Image Formation II
	WP-P6-Motion Detection and Estimation: Other Methods
	WP-P7-Watermarking and Cryptography
	WP-P8-Image Segmentation: Clustering and Statistical Me ...
	WP-P9-Image Scanning, Display, and Printing II

	Tutorials
	Plenary Sessions
	Special Sessions
	Table of Contents of Printed Proceedings

	Authors
	All Authors
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Papers
	All Papers
	Papers by Session
	Papers by Topics

	Topics
	1.1.1: Lossy coding
	1.1.2: Lossless coding
	1.1.3: Image compression standards
	1.2.1: DCT-based video coding
	1.2.2: Wavelet-based video coding
	1.2.3: Model-based video coding
	1.2.4: Scalability
	1.2.5: Transcoding
	1.2.6: Video compression standards
	1.2.7: Other
	1.3: Stereoscopic and 3-D Coding
	1.4: Distributed Source Coding
	1.5.1: Source/channel coding
	1.5.2: Networking
	1.5.3: Error resilience / concealment
	1.5.4: Video streaming
	1.5.5: Other
	2.1.1: Linear filtering
	2.1.2: Nonlinear filtering
	2.1.3: Level set and fast marching
	2.1.4: Partial differential equations
	2.1.5: Other filtering techniques
	2.2.1: Multiframe image restoration
	2.2.2: Contrast enhancement
	2.2.3: Deblocking / artifacts removal
	2.2.4: Deblurring
	2.2.5: Denoising
	2.2.6: Other restoration techniques
	2.2.7: Other enhancement techniques
	2.3.1: By edge
	2.3.2: By color
	2.3.3: By texture
	2.3.4: By multiple features
	2.3.5: By other features
	2.3.6: Active-contour / snake-based methods
	2.3.7: Clustering-based methods
	2.3.8: Model-fitting-based methods
	2.3.9: Statistical-classification-based methods
	2.3.10: Morphological-based methods
	2.3.11: Level-set-based methods
	2.3.12: Other segmentation methods
	2.4.1: Video object segmentation
	2.4.2: Temporal segmentation
	2.4.3: Video shot segmentation
	2.4.4: Tracking
	2.4.5: Other video segmentation techniques
	2.4.6: Other tracking techniques
	2.5: Morphological Processing
	2.6.1: Stereo image processing
	2.6.2: 3D modeling &amp; synthesis
	2.6.3: Other techniques
	2.7.1: Color
	2.7.2: Texture
	2.7.3: Shape
	2.7.4: Shading
	2.7.5: Other features
	2.8.1: Perceptual / human visual system
	2.8.2: Source modeling
	2.8.3: Noise modeling
	2.8.4: Other
	2.9.1: Face detection, recognition and classification
	2.9.2: Fingerprint analysis and coding
	2.9.3: Iris analysis
	2.9.4: Human activity, gait analysis, and gaze analysis
	2.9.5: Goal-oriented analysis tasks
	2.9.6: Other
	2.10.1: Interpolation
	2.10.2: Super-resolution
	2.10.3: Mosaic
	2.10.4: Registration / alignment
	2.10.5: Other techniques
	2.11.1: Block matching
	2.11.2: Optical flow
	2.11.3: Parametric model for motion estimation
	2.11.4: Change detection
	2.11.5: Camera calibration
	2.11.6: Other motion detection techniques
	2.11.7: Other motion estimation techniques
	2.12.1: Hardware and software co-design
	2.12.2: Embedded and real-time systems
	2.12.3: Paralleled and distributed systems
	2.12.4: Other system platforms
	3.1.1: Super-acoustic imaging
	3.1.2: Tomographic imaging
	3.1.3: Nuclear and x-ray imaging
	3.1.4: Magnetic resonance imaging
	3.1.5: Other
	3.2.1: Radar imaging
	3.2.5: Multispectral / hyperspectral imaging
	3.2.6: Other
	3.4: Optical Imaging
	3.5: Synthetic-Natural Hybrid Image Systems
	4.1: Scanning and Sampling
	4.2: Quantization and Halftoning
	4.3: Color Reproduction
	4.4: Image Representation and Rendering
	4.5: Display and Printing Systems
	4.6: Image Quality Assessment
	5.1: Image and Video Databases
	5.2.1: Low-level image indexing and retrieval
	5.2.2: Relevance feedback and interactive retrieval
	5.2.3: Content addressable browsing
	5.3.1: Video partition/shot detection
	5.3.2: Video features for retrieval
	5.3.3: Low-level video indexing and retrieval
	5.3.4: Semantic video retrieval
	5.3.5: Content summarization and editing
	5.4: Multimodality Image/Video Indexing and Retrieval
	5.5.1: Watermarking
	5.5.2: Cryptography
	6.1.1: Image segmentation and quantitative analysis
	6.1.2: Computer assisted screening and diagnosis
	6.1.3: Visualization
	6.1.4: Image compression
	6.1.5: Image registration and fusion
	6.2.1: Astronomy
	6.2.2: Geosciences
	6.2.3: Remote sensing
	6.2.4: Environment
	6.3: Document Image Processing and Analysis
	6.4: Other Applications

	Search
	Help
	Browsing the Conference Content
	The Search Functionality
	Acrobat Query Language
	Using Acrobat Reader
	Configurations and Limitations

	About
	Copyright
	Current paper
	Presentation session
	Abstract
	Authors
	Jagdish C. Patra
	Chong How Tan
	Ee-Luang Ang



