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ABSTRACT
This paper proposes a wavelet-domain multiresolution frag-

ile watermarking scheme using an improved Quantization-
Index-Modulation (QIM) embedding technique. A secure
embedding zone is exploited in our proposed scheme to re-
duce the false detection rate of Kundur’s scheme. The fre-
quency modulated (FM) complex chirp signal is employed
as watermark. Both the real and the imaginary parts of the
chirp signal are embedded simultaneously in a hierarchi-
cal manner. Unlike the conventional schemes, the proposed
scheme does not require the original watermark for content
integrity verification. The blind authentication process al-
lows embedding of arbitrary FM chirp watermarks.

1. INTRODUCTION

As a great volume of multimedia data is stored in a dig-
ital form, it is very easy to modify and forge its content
by widely available software editing tools. The content au-
thentication has become very important, to which can guar-
antee that the content has not been altered, or at least that
the semantic characteristic of the image is still preserved.
Recently, there have been a number of fragile authentica-
tion watermarking schemes proposed for tamper detection
and content integrity verification of multimedia content [1].
One classification of content-authentication watermarking
techniques is as follows [2]:

1) Visually-authenticated technique, where a visual pat-
tern is hidden in the image (e.g., replacing the least signifi-
cant bit (LSB) plane), and tamper detection is based on the
visual assessment;

2) Statistically-authenticated technique, where an esti-
mate of tampering likelihood is obtained based on correla-
tion coefficient or measured mismatch between the original
and the recovered authentication sequences;

3) Self-embedding techniques, where the features ex-
tracted from the content are embedded as authentication
data for proof of authenticity and image protection.

The authentication based on the LSB visual pattern is
rather insecure, for example, the modification of the con-
tent while maintaining the LSB plane unchanged. The
self-embedding authentication would fail if large portions
of the image are corrupted, since the authentication data
may probably be lost in such a case. The statistically-
authenticated watermarking may require the original water-
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mark or a matched filter to estimate the correlation coef-
ficient for authentication. The objective of this paper is to
propose a new multiresolution fragile watermarking scheme
by using complex chirp signal to achieve blind content au-
thentication. An improved QIM technique is also proposed
for watermark embedding to reduce the false detection rate
of Kundur’s scheme [3].

2. MULTIRESOLUTION REPRESENTATIONS

The proposed fragile watermarking scheme is performed in
the wavelet domain of the original image. A grayscale Lena
image of 256x256 pixels, as shown in Fig. 1(a), is used
to illustrate the proposed scheme. In particular, the wavelet
decomposition level, /, is set equal to three.

Chirp signals are sinusoidal signals with time-varying
frequencies (FM-frequency modulation) and/or amplitudes
(AM-amplitude modulation) [4]. A generalized form of
a complex chirp signal, x(t), can be written as z(t) =
A(t) e’®, where the magnitude A(t) and the phase 9(t)
are arbitrary functions of time. If the magnitude is constant,
it becomes a complex FM chirp signal as

x(t) = Alcos(9(t)) + 7 sin(¥(t))] (1)
where A is an arbitrary real number, denoting the constant
magnitude of the chirp signal.

For instance, a quadratic FM signal is used as the water-
mark, and in the discrete domain it is given by [5]

si = cos[2m (poitp1i+p2i®)] + jsin[2m(poitpri*4p2i®)] (2)
where :=0, 1, ..., N—1, and N is the signal length, and pg, p1
and po are the chirp parameters. Note that the constant mag-
nitude of the complex signal in (2) is chosen as one in this
paper. The real and the imaginary parts for a quadratic FM
signal of 256 samples are shown in Figs. 1 (c) and (d), re-
spectively. By applying Wigner Distribution (WD) [6], the
time-frequency representation (TFR) of this signal is ob-
tained as shown in Fig. 1 (b), where a quadratic waveform
is clearly observed within frequency range of [0.1, 0.4].

For embedding, the signal, s;(=a; + jb;), is quantized by
Pulse-Code Modulation (PCM) technique [7], converting to
digital codes using 7 bits. To simplify the coding process,
we, first, map the values of the watermark samples to the
non-negative integers ranging from 0 to 127 (=27 — 1) using

w; = round{(s; + 1) x 63.5} 3)
where w; = [w;, + jw;p] denotes the i-th watermark sample

after mapping. Then w;, and w;;, are represented in binary
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Fig. 1. (a) The original Lena image (256><256 plxels) (b) the
TFR display of a quadratic chirp watermark signal s, and the time
plots of (c) the real part and (d) the imaginary part of s (‘o” denotes
the samples of the watermark).

form, as a;, and b;, (i=1,2,...,256 and n=1,2,...,7),

respectively, which satisfy
7 7
Wiq = Z ain'2""; wi = Z bin2" " “)

In this way, watermark samples are successively sliced
into seven bit-planes of different significance. The 1st bit-
plane (n=1) is of the most significance, while the 7th bit-
plane (n=7) is the least significant one. To correspond with
the 3-level wavelet decomposition of the host image, these
seven bit-planes are divided into 3 groups having different
resolutions: (1) Low resolution group containing the most
significant bits (MSB) a;; and b;1; (2) Intermediate resolu-
tion group consisting of a;2, a;3, bj2 and b;3; and (3) High
resolution group of a;, and b;,, forn =4,5,6,7.

3. PROPOSED MULTIRESOLUTION
WATERMARK EMBEDDING SCHEME

The wavelet coefficients are firstly obtained using 3-level
discrete wavelet transform (DWT) with Harr bases. The
rules for embedding are presented in Section 3.1, and the
improved QIM embedding technique is elaborated in Sec-
tion 3.2. The final watermarked image is obtained by an
inverse DWT of the modified wavelet coefficients.

3.1. Watermark Embedding Rules
A wavelet coefficient in the 3rd decomposition level has
successive correspondence with (2x2) components in the
2nd level and (4x4) components in the 1st decomposition
level, forming a cluster of coefficients which is originated
from the initial non-overlapping 8 x8 image block.

The proposed watermark embedding scheme contains
the following rules (see Fig. 2):

Rule 1: The sub-bands containing horizontal details,
i.e., HL1, HL2 and HL3, are selected for embedding the real
parts of the complex watermark sample bits of a;,; and the

sub-bands containing vertical details, i.e., LH1, LH2 and
LH3, are selected to embed the corresponding imaginary
parts b;,.

Rule 2: One 7-bit watermark sample would be embed-
ded into one cluster of wavelet coefficients in a multireso-
lution manner, by grouping them into three different resolu-
tion levels as described in Section 2. That is to embed the
most significant bit of the watermark sample into the low
frequency sub-bands of the host image, i.e., sub-band HL3
or LH3. Consequently, 2nd and 3rd bits are embedded into
the HL2 or LH2 sub-band, while the remaining bits (from
4th bit to 7th bit) are embedded into HLL1 or LH1 sub-band.

Rule 3: For a given decomposition level, only one of the
randomly chosen horizontal or vertical wavelet coefficient is
marked for each position. The embedding of the imaginary
part of a watermark sample is coupled with the embedding
of its real part, so that if the embedding position for the 1st
bit of the real part is (p, q) in sub-band HL3, the embedding
position for the 1st bit of the imaginary part will be then at
(p+1, q) in the sub-band LH3.

Rule 4: To enhance the security of the watermarking
scheme, a random permutation is performed to scramble
the frequency modulation relationships between the consec-
utive samples of the watermark signal. This random permu-
tation is the key of the proposed watermarking scheme. The
random permutation can also be interpreted as randomly se-
lected locations for watermark embedding.

To illustrate our watermark embedding approach, let us
consider a host image of size 256256, where each of the
sub-band HL3 and LH3 is of size 32x32=1,024 pixels. The
complex chirp watermark of 256 samples is to be embedded
twice for better localization as elaborated in Section 4. So
the total number of watermark samples (including both the
real and imaginary parts of each complex watermark sam-
ple) to be embedded is then 256 X2 x2=1,024. Note that the
number of watermark samples is the same as the number of
pixels in a 3rd- level sub-band. In this context, every posi-
tion (either from the horizontal or the vertical sub-band) of
the 3rd decomposition level can be embedded with one au-
thentication watermark bit. To authenticate an image, one

would like to embed at least one authentication bit into ev-
4x4

A cluster of 2 O
coefficients from 1x1 The embedding
sub-bands o O O locations for (;p,
containing @ (p.9) o o
horizontal details HL3 HL 2 HL1
A cluster of LH3 LH2 LH1
coefficients from (p+1,0) >< ><
sub-b.ar.1ds >< >< The embedding
containing locations for bjy,
vertical details ><
! X
watermark bit 20 gng 3 1d
watermark bits 4th - 7th

watermark bits
Fig. 2. A pair of clusters of the wavelet coefficients to embed a
pair of i-th watermark sample bits of a;y, and b;n, n = 1,2,..,7.
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ery non-overlapping partition of the image. In this example,
the minimum authentication block has a size of 8 x8, since
each position in the 3rd decomposition level is embedded
with one watermark bit according to Rule 3. Fig. 2 illus-
trates one possible choice to select the embedding locations
for a pair of watermark samples a;,, and b;,, considering the
above rules.

3.2. Improved QIM Embedding Technique
Let the i-th wavelet coefficient of the original image be C;.
The real-valued coefficients are quantized into two symbols
- {0,1}, as shown in Fig. 3. The quantization function Q(-),
which maps the wavelet coefficient C; to O or 1, is given by
if zA < C; A forz = 0,42, ...

QG = { ? iton < g p Ei : 1§A for - = Oilj,:i?), )
where A, the quantization step, is a positive real number.

Let m € (ajp,b;) denotes any watermark bit to be
embedded into a randomly selected wavelet coefficient C;
based on the location provided by the key. A secure embed-
ding zone, Z, of width r (r<A), is defined in our scheme to
improve the extraction performance for the Kundur’s QIM
method [3]. As shown in Fig. 4, the shaded region repre-
sents the zone Z, and the mid point of the zone coincides
with the mid point of the quantization step AA. The rules for
embedding a watermark sample bit m are the followings.

Rule 1: If Q(C;) = m and the coefficient C; falls
within the zone Z (as illustrated in Fig. 4(a)), then no
change in this coefficient C; is necessary such that the i-th
wavelet coefficient of the watermarked image, C;, is

C; = Ci. ©)

Rule 2: If Q(C;) = m but the coefficient C; is not
within the zone Z, the following adjustment is done to shift
the coefficient into the half portion of the zone Z that is
closer to this coefficient, as shown in Fig. 4(b):
~ Aﬂoor(%)—&-% —¢, ifﬂoor(%) :round(%)

i{A ﬂoor(%) + % + &, if ﬂoor(%) # round(%

where ¢ is a non-negative random real number such that § <
5. and ‘floor(-)’ is to round the element to the nearest integer
towards minus infinity.

Rule 3: If Q(C;) # m, the coefficient C; is then shifted
to the secure zone of its nearest neighboring quantization
step, as illustrated in Fig. 4(c). The watermarked coefficient
C; in this scenario is given by
~ {A ﬂoor(%) — % + &, ifﬂoor(%) = round(%)

(O]

- ; ; . 8
1A round( %) + & — ¢, if floor(F) # round(SE) ®)

where £ (< ) is a non-negative random real number.
The random number ¢ is used to adjust the coefficient
C; to a randomly selected position within the half-portion of

the secure embedding zone that is closer to C;. As a result,

-2A =l 0 A 2A 3M 4A

Fig. 3. The quantization function for the wavelet coefficients, C.

By~ he secure
embedding zone Z

X The wavelet coefficient Ci

(a)

©)

Fig. 4. The rules for embedding of watermark sample bits.

the use of ¢ enhances the security level of the embedding
scheme, in the sense that it would be hard for a pirate to
detect the embedding of watermark bits. Furthermore, the
embedding is performed by quantization of C; to its nearer
half-portion of zone Z. The change of a coefficient’s value
is always smaller than a quantization parameter A\, which is
the amount of change required for embedding in Kundur’s
scheme [3]. The use of a secure zone Z can also reduce
the bit error rates efficiently at the extraction stage. The
narrower the width of the zone Z, the higher possibility to
decode the embedded watermark bit correctly.

4. BLIND CONTENT INTEGRITY VERIFICATION

This section presents the blind content verification scheme.
Neither the original image nor the original watermark is re-
quired during extraction and verification. The key includes
the random permutation of watermark embedding locations,
the wavelet type, the quantization step A and the quantiza-
tion function Q(+).

The 3-level DWT of the received image is performed us-
ing Harr yavelets, where the i-th wavelet coefficient is de-
noted as C’;. Based on the embedding locations provided by
the key, the selected coefficients are quantized into symbol
0 or 1 using the same quantization function @(-) for embed-
ding as shown in (5). The watermark bits {m'€(a;,,, b;,,)}
are then retrieved from quantization of the selected coeffi-
cients by

m' =Q(C)). ©
In the absence of the original watermark, the extracted wa-
termark bits are converted back to the watermark sample, s;
(= a; + jb;), with the values within the range of [-1, 1], in
the following way:

7
w.
a; = ﬁ — 1, where w;a = Z a;n-27_";
/ 717:1 (10)
T o ! T—n
b, = Y 1, where w;, = ngl b2

The magnitude of the extracted watermark samples s is
then calculated as the quantitative measurement for content
authentication, given by

mag; = \/a;? + b}2. an
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The parameter mag; should be a constant, equal to 1, in
the absence of any attack on the protected content. The au-
thentication block of size 16x8 corresponds to the region
which is embedded with a pair of real and imaginary wa-
termark samples of the complex FM watermark. Therefore,
an image of 256x256 pixels is partitioned into 512 such
16x8 blocks with index labelled column-wise from 1 to
512. Since the same watermark sample is embedded twice
as described in Section 3.1, it is possible to further locate
the error pixels within a smaller block of size 88, using
the other extracted copy for the same watermark sample as
reference. If the real parts of the two extracted samples
differ, the alternation occurs in the upper 8 x8 block. On
the other hand, the alteration occurs within the lower 8 x8
block if the imaginary parts are not matched. Hence, size of
the minimum block, which can be authenticated by the pro-
posed scheme is 8 x8, however, it depends on whether the
repeating watermark sample can be decoded correctly from
the corresponding block.

A watermarked Lena image is shown in Fig. 5(a), by
setting A=4,8,16 for [=1,2,3, respectively, and the width
r of the embedding zone Z as %, ie., 2,48 for [=1,2,3,
respectively. The experiments show that when r < %, an
error-free watermark decoding process can be achieved by
our modified QIM method. On the contrary, there exists a
false detection rate of 0.1% in the original Kundur’s QIM
method even if there is no attack [2, 3].

An illustrative example is presented next to demonstrate
the detection and the localization of alterations without us-
ing the original watermark. As shown in Fig. 5(b), the
mouth region of the watermarked Lena image is replaced
deliberately by a different mouth image. From the image it-
self without comparing with its original image, it would be
difficult to tell the alterations. The detector detects errors in
ten 16x8 blocks shown in Fig. 5(d), and those ten blocks
form a larger rectangular block corresponding to the marked
Lena image with four corner locations: (161, 129), (161,
168), (192, 129) and (192, 168), as shown in Fig. 5(e). The
tampered region can be further located in a smaller region
by comparing the error samples with the correct repeated
samples embedded in the other distant locations. The al-
terations are further located within the shaded areas. This
shaded region matches the deliberately tampered mouth re-
gion of the watermarked Lena image as shown in Fig. 5(c).

5. CONCLUSION
This paper presents a wavelet-domain multiresolution frag-
ile watermarking scheme. The FM complex chirp signal is
employed as watermark. Both the real part and the imagi-
nary part of the chirp signal are embedded simultaneously
into the HL and LH sub-bands, respectively, in a hierarchi-
cal manner. The embedding algorithm improves the Kun-
dur’s QIM technique. A secure embedding zone is exploited
such that all the embedded wavelet coefficients are adjusted

Block Index

£ Pixel location
§ (161, 129] 267 283 299 315 331

(161, 168)

g 16x8
H

block

(192, 129) (192, 168)
S0 0 0 Z0 20 a0 @0 0 a0 50 268 284 300 316 332

(B;;k index B:):; Index
Fig. 5. (a) A watermarked Lena image (PSNR=45.97dB), (b) a

tampered watermarked Lena image, (c) the tampered region of (b),
(d) the detector response for image (b) (‘o” denotes samples of
non-one magnitude), (e) localization of the tampered region.

to fall into this zone. It has shown that the proposed scheme
successfully reduces the bit error rates for the extracted wa-
termark. The nice feature of using complex chirp signal
for authentication is that no information on the original wa-
termark is required. Therefore, an arbitrary FM chirp wa-
termark can be used for authentication of different images.
In the absence of the original watermark, the magnitude of
extracted watermark is verified to detect and locate the al-
terations in the content. The application of the proposed
scheme for blind content integrity verification is demon-
strated. The amplitude modulated (AM) complex chirp sig-
nal could also be applied. In that case, the feature used for
authentication would be its constant frequency rather than
the constant magnitude used for FM signal. The principle
of using AM complex chirp signal would be the same as
using FM complex chirp signal as presented in this paper.
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