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ABSTRACT

This paper presents a new data hiding method for curves.
The proposed algorithm parameterizes a curve using the
B-spline model and adds a spread spectrum sequence in
the coordinates of the B-spline control points. We
demonstrate through experiments the robustness of the
proposed data hiding algorithm against printing-and-
scanning and collusions, and show its feasibility for
collusion-resistant fingerprinting of topographic maps as
well as writings/drawings from pen-based input devices.

1. INTRODUCTION

Curve is one of the major components appearing in
maps, drawings, signatures, and other documents alike. A
huge amount of such documents are being brought to the
digital domain owing to the popularity of scanning devices
and pen-based devices (such as the TabletPC). Hiding
digital watermark or other secondary data in curves can
facilitate digital rights management of important
documents in government, intelligence, and commercial
operations. For example, trace-and-track capabilities can
be provided through embedding a unique ID, referred to as
a digital fingerprint, to each copy of a document before
distributing to users to deter the unauthorized leak of
classified documents outside an allowed group [1].

The documents that contain mostly curves, such as
maps and handwritten notes, can be represented as binary
bitmap images (raster representation) or as a set of vectors.
As the existing embedding techniques often flip pixels [2]
or perturb the vertices [3][4] to hide data in these
documents, the correct decoding of hidden data relies
heavily on the correct sampling of pixels or vertices,
posing challenges in surviving D/A-A/D conversion such
as printing-and-scanning. In this paper, we present a new,
robust data hiding technique for curves by identifying and
manipulating curve parameters. In particular, we compute
the control points in the B-spline representation of curves
and embed spread spectrum signals in the coordinates of
the control points. As we shall see, this embedding domain
can sustain printing-and-scanning as well as multi-user
collusions, thus can be used for fingerprinting purposes.

The paper is organized as follows. Section 2 discusses
the feature domain in which data hiding is performed and
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presents the embedding and detection algorithms.
Experimental results on marking simple curves as well as
fingerprinting real topographic maps are given in Section
3. The paper is concluded with discussions on future
work.

2. THE PROPOSED DATA HIDING ALGORITHM

Our proposed algorithm employs B-spline control
points as the feature domain, and adopts spread spectrum
embedding [5] for robustly marking the coordinates of the
control points. The detection is based on correlation
statistics. In the following subsections, we explain the
main steps in detail.

2.1 Feature Extraction

B-splines are piecewise polynomial functions that
provide local approximations of curves using a small
number of parameters known as the control points [6]. Let
p(®) = (x(¢), ¥(t)) denote a curve, where ¢ is a continuous
variable. The B-spline representation of the curve can be
written as

P(1) =2 ¢B,,(1) M
i-0
where ¢, is the i/ control point (i = 0, ..., n), and B (1)
is the B-spline blending function defined as:
B (1)= I, t<t<t, @)
S 0, otherwise
Bi,k (t) _ (r- ti)Bi,kfl([) + ([Hk — t)Bi+l,k—l([) , kE>1
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Given a set of properly chosen samples on the curve, we
can obtain the control points of the corresponding B-spline
approximation using the least square technique. The
control points form a compact set of salient features for
the original curve. We then apply embedding in this
feature domain.

2.2 Data Embedding and Detection in Control Points

The spread spectrum embedding generally offers a good
tradeoff between imperceptibility and robustness,
especially when the original host signal is available to the
detector [5] as in most of the fingerprinting applications.
We use mutually orthogonal, noise-like sequences as
digital fingerprints to represent different users/IDs for
trace and track purposes [1]. As each of the n+1 control



points has two coordinate values x and y, the fingerprint
sequence has 2(n+1) elements. To apply spread spectrum
embedding on a curve, we add a scaled version of the
fingerprint sequence {w, } to the coordinates of a set of
control points obtained from the previous subsection. This
results in a set of watermarked control points {¢,} with
¢ =c,+aw,, where « is a scaling factor adjusting the
fingerprint strength. Then a watermarked curve p'(f) can
be constructed by the B-spline synthesis equation (1)
using the watermarked control points {¢, }.

To determine which fingerprint sequence(s) is present
in a test curve, we first perform registration using the

original unmarked curve that is commonly available to a
detector in fingerprinting applications [1]. We then

extract the control points {¢!” } from the test curve, and

compute the difference between the coordinates of the test
and original control points to arrive at an estimated

fingerprint sequence w'"’ = (¢!’ —¢,)/a . We evaluate the
similarity between the estimated fingerprint sequence
{w'”} and each fingerprint sequence in our database

through a correlation-based statistic. In our work, we
compute the correlation coefficient p and convert it to a Z-

statistic by
Z_log£1+pj,/2(n+1)—3
= log| 1=~

2
The Z-statistic has been shown to follow an approximate
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unit-variance Gaussian distribution with a large positive
mean under the presence of a fingerprint, and a zero mean
under the absence. Thus if the similarity is higher than a
threshold (usually set between 3 to 6), with high
probability the corresponding fingerprint sequence in the
database is present in the test curve, allowing us to trace
the test curve to a specific user [1].

2.3 Fidelity and Robustness Considerations

Estimating the control points requires a set of sample
points from the original curve. When there is no abrupt
change in a curve segment, uniform sampling can be used,
while non-uniform sampling is needed for curve segments
that exhibit substantial variations in curvature.

The number of control points is an important parameter
for tuning. Depending on the shape of the curve, using too
few control points could cause the details of the curve be
lost, while using too many control points may lead to
overfitting and bring artifacts after data embedding. The
number of control points not only affects the distortion
introduced by the embedding, but also determines the
fingerprint’s robustness against noise and attacks. The
more the control points, the longer the fingerprint
sequence, and in turn the more robust the fingerprint
against noise and attacks. In our work, the number of
control points is about 5~8% of the total number of curve
pixels. We will discuss more on the selecting of control
points in the context of map fingerprinting in Section 3.2.
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Figure 1: (a) Original curve; (b) Fingerprinted curve; (c) Detectlon statistics.
Qriginal curve Watermarked curve ]
,2/,_/\ w50 + LS control points f s
S .4
—_ I /
/ 300 7
[ 14
] ! R
V1
250~ ¥ \\
4 LY
200 ‘\ "\
X%
noh
150 - {*F'_k e SO ¥ o
BosBbenn L
—T—— N S
C.___, \\‘ 100/ \ g j i
,\ | ) N {r /
\ - / sl L y
R s
50 0 50 100 150 200 250 300 350 400
(@) (b) D (©

Figure 2: (a) Original curve; (b) Fingerprinted curve; (c) Control points overlaid on the original curve.
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The scaling factor o also affects the robustness and
fidelity of the fingerprinting. The larger the scaling factor,
the more robust the fingerprint, but the larger the
distortion resulted in. For cartographic applications,
industrial standards provide guidelines on the maximum
allowable changes [4]. Perturbation of 2 to 3 pixels is
usually considered acceptable. We use random number
sequences with unit variance as fingerprints and set o to
0.5 in our tests. The difference between two curves can be
quantified using such metric as the Hausdorff distance [7]
in a max-min sense. More specifically, let d(a,b) be the
distance between two points @ and b, and the distance
from curve 4 to curve B is given by g (4) = supinf d(a,b)-

acA beB
The Hausdorff distance between the two curves is defined
as dp(A4) + dy(B).

3. EXPERIMENTAL RESULTS

3.1 Fingerprinting Simple Curves

We first present the fingerprinting results on two simple
curves, the “W” curve in Figure 1(a) and the “Swan” curve
in Figure 2(a), which were hand-drawn on a TabletPC and
stored as binary images of size 288x521 and 392x329,
respectively. We use the contour-following algorithm in
[8] to traverse the curve and obtain the vector
representation p(¢,) indexed by #. Uniform sampling of

curve points and the quadratic B-spline blending function
(order k£ = 3) are employed for fingerprinting these two
curves. The fingerprinting results are shown in Figure
1(b) and Figure 2(b), where we have marked 100 control
points in each curve. The Hausdorff distance between the
original and marked is 3.4 for the “W” curve and 5.0 for
the “Swan” curve, and the differences are hardly visible to
human eyes. The detection results on the fingerprinted
“W” curve are shown in Figure 1(c), which illustrates the
correct positive detection with the 1000™ sequence, along
with the very small Z statistics for the correct negative
detection with other sequences. For the “Swan” curve, we
highlight the control points in Figure 2(c).

We then print out the fingerprinted “#” curve using a
HP laser printer and scan back as a 324x324 binary image
shown in Figure 3(a). For the proof-of-concept purpose,
we apply manual registration between the scanned curve
and the original unmarked curve. Other preprocessing
before detection includes a thinning operation to extract a
one-pixel wide skeleton from the scanned curve that is
usually several pixels’ wide after high resolution scanning.
As we can see from the detection results in Figure 3(b),
despite that the curve is simple and the number of control
points is relatively small, the fingerprint survives the
printing-and-scanning process and gives a detection
statistic higher than the detection threshold.
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Figure 3: (a) Fingerprinted curve after printing and
scanning; (b) Detection statistics.
3.2 Fingerprinting Topographic Maps

Topographic maps are two-dimensional representations
of the earth's three-dimensional surface. Vertical elevation
is shown with contour lines (also known as level lines),
which represent the earth’s surface that are of equal
altitude. Contour lines in topographic maps often exhibit a
considerable amount of variations and irregularity,
prompting the need of non-uniform sampling of curve
points in the parametric modeling of the contours. For
each contour, we measure the angle changes in the tangent
line at different locations and assign higher weights to
locations with larger changes. More specifically, this can
be quantified by the singularity [8] of a curve point
P()) = (x(), (1)) defined as:

sg(t,) = arctan[—y(t“‘) y(tk)] —arctan(—y(t") y(t“)] “4)
‘x(tlul)_x(tk) x(tk)_x(tk—])
Figure 4 shows the fingerprinting results for a

1100x1100 topographic vector map (Figure 4(a)) obtained
from http://www.ablesw.com. Only curves with sufficient
size are chosen for marking. In this particular example,
we marked 9 curves that have more than 128 vector points
each and a total of 1331 control points are used to carry
the fingerprint. We overlay in Figure 4(b) these 9 original
and marked curves using blue lines and red dots,
respectively. To help illustrate the fidelity of our method,
we enlarge a portion of the overlaid image in Figure 4(c).

To demonstrate the resistance of the proposed method
against collusion, we present in Figure 5 the detection
statistics under three different types of collusion attacks.
Figure 5(a) shows the collusion results where the control



points for each curve are taken from two differently
fingerprinted maps in an alternating fashion. The collusion
attack for Figure 5(b) is known as random interleaving,
where control points are equiprobably picked from two
maps. Averaging collusion among five differently
fingerprinted maps is employed for Figure 5(c), by
averaging the corresponding control points from the five
maps. As we can see, the embedded fingerprints from all
contributing sequences/users survive the collusion attacks
and are identified with high confidence.

4. CONCLUSIONS AND FURTURE WORK

In this paper, we have presented a new data hiding
algorithm for curves by parameterizing a curve using the
B-spline model and adding spread spectrum sequences in
curve parameters. We have demonstrated the feasibility of
our proposed algorithm in  collusion-resistant
fingerprinting applications for writings/drawings from
pen-based input as well as topographic maps.

For future work, the manual registration used now can
be replaced by automated registration [9]. This will
facilitate the fingerprint detection from scanned maps as
well as dealing with geometric attacks. Printing-and-
scanning tests for large scale maps are also worth further
investigations.
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Figure 4: (a) Original map; (b) Original and fingerprinted curves overlaid with each other; (c) Enlarged difference.
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54



	Index
	ICIP 2004 Home Page
	Conference Info
	Welcome Message
	Techincal Program Overview
	Technical Program Committee
	EDICS Categories
	ICIP2004 Paper Submission Statistics
	ICIP2004 Paper Statistics - Final Program
	ICIP2004 Organizing Committee
	Sponsors
	Exhibition
	Venue Access
	Social Activities
	Other Information
	Call for Papers for ICIP2005

	Sessions
	Monday, 25 October, 2004
	MA-S1-Computational Radar Imaging
	MA-L1-Watermarking I
	MA-L2-Face Recognition
	MA-L3-Video Compression Standards I
	MA-L4-Biomedical Image Processing: Segmentation and Qua ...
	MA-L5-Error Resilience / Concealment I
	MA-P1-Image Segmentation: By Color, Texture, and Edge
	MA-P2-Image Filtering and Morphological Processing
	MA-P3-Image Enhancement I
	MA-P4-Video Segmentation
	MA-P5-Low-level Image Indexing and Retrieval
	MA-P6-DCT-based Video Coding
	MA-P7-Image Compression and Applications
	MA-P8-Distributed Source Coding and Others
	MP-S1-Deformable Models and Applications
	MP-S2-Media Security Issues in Streaming and Mobile App ...
	MP-L1-Face Detection, Recognition, and Classification I
	MP-L2-Video Summarization and Browsing
	MP-L3-Image Filtering and Partial Differential Equation ...
	MP-L4-Image/Video Indexing and Retrieval
	MP-L5-Watermarking II
	MP-P1-Video Compression Standards II
	MP-P2-Error Resilience/Concealment II
	MP-P3-Biometrics I
	MP-P4-Image Segmentation: By Multiple Features and Othe ...
	MP-P5-Image Enhancement II
	MP-P6-Video Object Tracking
	MP-P7-Biomedical Image Processing: Compression and Regi ...
	MP-P8-Video Coding

	Tuesday, 26 October, 2004
	TA-S1-Content-based Analysis of Multi-modal High Dimens ...
	TA-S2-Image Forensics
	TA-L1-Feature-based Image Segmentation
	TA-L2-Denoising and Deblurring
	TA-L3-Biometrics II
	TA-L4-Lossy Image Coding
	TA-L5-Wavelet Video Coding and Scalability I
	TA-P1-Stereoscopic and 3-D Processing I
	TA-P2-Face Detection, Recognition and Classification II
	TA-P3-Motion Detection and Estimation: Block Matching
	TA-P4-Feature Extraction and Analysis: Color and Textur ...
	TA-P5-Watermarking III
	TA-P6-Video Indexing, Retrieval and Editing
	TA-P7-Interpolation
	TA-P8-Geosciences and Remote Sensing and Environment
	TP-S1-What is the Latest in Networked Video?
	TP-L1-Super-resolution and Interpolation
	TP-L2-Deblocking, Restoration, and Enhancement
	TP-L3-Motion Estimation and Detection
	TP-L4-Image Segmentation
	TP-L5-Biomedical Image Processing: Compression, Registr ...
	TP-P1-Stereoscopic and 3-D Processing II
	TP-P2-Face Detection, Recognition and Classification II ...
	TP-P3-Video Streaming and Networking
	TP-P4-Shape Extraction and Analysis
	TP-P5-Watermarking IV
	TP-P6-Image/video Storage and Retrieval
	TP-P7-Wavelet Video Coding and Scalability II
	TP-P8-Image Modeling

	Wednesday, 27 October, 2004
	WA-S1-Content Understanding for Home Photograph and Vid ...
	WA-S2-Pattern Discovery in Real-world Broadcast Video
	WA-L1-Image Scanning, Display, and Printing I
	WA-L2-Image Formation I
	WA-L3-Stereoscopic and 3-D Coding &amp; Processing
	WA-L4-Image Coding I
	WA-L5-Source-Channel Coding I
	WA-P1-Motion Detection and Estimation: Optical Flow and ...
	WA-P2-Watermarking V
	WA-P3-Feature Extraction and Analysis I
	WA-P4-Image Segmentation: Level Set and Active Contour
	WA-P5-Transcoding
	WA-P6-Implementations and Systems
	WA-P7-Document Image Processing and Other Applications
	WA-P8-Biomedical Image Processing: Segmentation and Com ...
	WP-L1-Image Representation, Rendering, and Quality Asse ...
	WP-L2-Stereoscopic Image Processing and 3D Modeling
	WP-L3-Feature Extraction and Analysis II
	WP-L4-Image/Video Segmentation and Tracking
	WP-L5-Distributed Source Coding and Scalability
	WP-L6-Video Streaming
	WP-P1-Image Coding II
	WP-P2-Source-channel Coding II
	WP-P3-Stereoscopic and 3-D Coding
	WP-P4-Super-resolution and Mosaic
	WP-P5-Image Formation II
	WP-P6-Motion Detection and Estimation: Other Methods
	WP-P7-Watermarking and Cryptography
	WP-P8-Image Segmentation: Clustering and Statistical Me ...
	WP-P9-Image Scanning, Display, and Printing II

	Tutorials
	Plenary Sessions
	Special Sessions
	Table of Contents of Printed Proceedings

	Authors
	All Authors
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z

	Papers
	All Papers
	Papers by Session
	Papers by Topics

	Topics
	1.1.1: Lossy coding
	1.1.2: Lossless coding
	1.1.3: Image compression standards
	1.2.1: DCT-based video coding
	1.2.2: Wavelet-based video coding
	1.2.3: Model-based video coding
	1.2.4: Scalability
	1.2.5: Transcoding
	1.2.6: Video compression standards
	1.2.7: Other
	1.3: Stereoscopic and 3-D Coding
	1.4: Distributed Source Coding
	1.5.1: Source/channel coding
	1.5.2: Networking
	1.5.3: Error resilience / concealment
	1.5.4: Video streaming
	1.5.5: Other
	2.1.1: Linear filtering
	2.1.2: Nonlinear filtering
	2.1.3: Level set and fast marching
	2.1.4: Partial differential equations
	2.1.5: Other filtering techniques
	2.2.1: Multiframe image restoration
	2.2.2: Contrast enhancement
	2.2.3: Deblocking / artifacts removal
	2.2.4: Deblurring
	2.2.5: Denoising
	2.2.6: Other restoration techniques
	2.2.7: Other enhancement techniques
	2.3.1: By edge
	2.3.2: By color
	2.3.3: By texture
	2.3.4: By multiple features
	2.3.5: By other features
	2.3.6: Active-contour / snake-based methods
	2.3.7: Clustering-based methods
	2.3.8: Model-fitting-based methods
	2.3.9: Statistical-classification-based methods
	2.3.10: Morphological-based methods
	2.3.11: Level-set-based methods
	2.3.12: Other segmentation methods
	2.4.1: Video object segmentation
	2.4.2: Temporal segmentation
	2.4.3: Video shot segmentation
	2.4.4: Tracking
	2.4.5: Other video segmentation techniques
	2.4.6: Other tracking techniques
	2.5: Morphological Processing
	2.6.1: Stereo image processing
	2.6.2: 3D modeling &amp; synthesis
	2.6.3: Other techniques
	2.7.1: Color
	2.7.2: Texture
	2.7.3: Shape
	2.7.4: Shading
	2.7.5: Other features
	2.8.1: Perceptual / human visual system
	2.8.2: Source modeling
	2.8.3: Noise modeling
	2.8.4: Other
	2.9.1: Face detection, recognition and classification
	2.9.2: Fingerprint analysis and coding
	2.9.3: Iris analysis
	2.9.4: Human activity, gait analysis, and gaze analysis
	2.9.5: Goal-oriented analysis tasks
	2.9.6: Other
	2.10.1: Interpolation
	2.10.2: Super-resolution
	2.10.3: Mosaic
	2.10.4: Registration / alignment
	2.10.5: Other techniques
	2.11.1: Block matching
	2.11.2: Optical flow
	2.11.3: Parametric model for motion estimation
	2.11.4: Change detection
	2.11.5: Camera calibration
	2.11.6: Other motion detection techniques
	2.11.7: Other motion estimation techniques
	2.12.1: Hardware and software co-design
	2.12.2: Embedded and real-time systems
	2.12.3: Paralleled and distributed systems
	2.12.4: Other system platforms
	3.1.1: Super-acoustic imaging
	3.1.2: Tomographic imaging
	3.1.3: Nuclear and x-ray imaging
	3.1.4: Magnetic resonance imaging
	3.1.5: Other
	3.2.1: Radar imaging
	3.2.5: Multispectral / hyperspectral imaging
	3.2.6: Other
	3.4: Optical Imaging
	3.5: Synthetic-Natural Hybrid Image Systems
	4.1: Scanning and Sampling
	4.2: Quantization and Halftoning
	4.3: Color Reproduction
	4.4: Image Representation and Rendering
	4.5: Display and Printing Systems
	4.6: Image Quality Assessment
	5.1: Image and Video Databases
	5.2.1: Low-level image indexing and retrieval
	5.2.2: Relevance feedback and interactive retrieval
	5.2.3: Content addressable browsing
	5.3.1: Video partition/shot detection
	5.3.2: Video features for retrieval
	5.3.3: Low-level video indexing and retrieval
	5.3.4: Semantic video retrieval
	5.3.5: Content summarization and editing
	5.4: Multimodality Image/Video Indexing and Retrieval
	5.5.1: Watermarking
	5.5.2: Cryptography
	6.1.1: Image segmentation and quantitative analysis
	6.1.2: Computer assisted screening and diagnosis
	6.1.3: Visualization
	6.1.4: Image compression
	6.1.5: Image registration and fusion
	6.2.1: Astronomy
	6.2.2: Geosciences
	6.2.3: Remote sensing
	6.2.4: Environment
	6.3: Document Image Processing and Analysis
	6.4: Other Applications

	Search
	Help
	Browsing the Conference Content
	The Search Functionality
	Acrobat Query Language
	Using Acrobat Reader
	Configurations and Limitations

	About
	Copyright
	Current paper
	Presentation session
	Abstract
	Authors
	Hongmei Gou
	Min Wu



