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ABSTRACT

In this paper, a novel method for blind 3D mesh model
watermarking applications is proposed. The method is ro-
bust against 3D translation, scaling and mesh simplifica-
tions. A pseudo-random watermarking signal is casted in
the 3D mesh model by deforming geometrically its vertices,
without altering the vertex topology. Prior to embedding
and detection a set of simple transforms is applied to the
3D mesh model. Each sample of the watermark sequence is
embedded in a set of vertices rather than in a single vertex
in order to deal with mesh simplifications. Experimental re-
sults indicate the ability of the proposed method to deal with
the aforementioned attacks.

1. INTRODUCTION

Watermarking ages about a decade as a mean of copyright
protection and content verification. Even though watermark-
ing is a very active research field and it’s application to 2D
still images and audio signals has been thoroughly studied,
watermarking of 3D mesh models, has not attract much the
researchers’ attention.

Digital watermarking of 3D models remains a difficult
problem due to the fact that there is no unique representa-
tion of 3D models, e.g. 3D mesh based models, 3D models
represented using parametric surfaces such as 3D NURBS
graphic data [1] (i.e, 3D data that are represented using
Nonuniform Rational B-Spline surfaces) or 3D data com-
bined with texture information [2].

In copyright protection watermarking systems, a digital
watermark is embedded in the host signal using the owners
private key and can be detected only using the same key.
The embedded watermark should be perceptually invisible
and statistically undetectable.

In [3], Benedens described a watermarking system that
is based on affine registration of meshes in order to com-
pensate for affine transformations and used it in the water-
marking detection procedure. The main limitation of the
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previous method, which is a major drawback for a water-
marking technique, is that it is not blind due the registration
method that requires both the original and the test 3D mesh
model.

Song et al. proposed a robust watermarking algorithm
that transforms the mesh into an image and then embeds the
watermark using image-based watermarking techniques [4].
The algorithm is robust against translation, rotation, scaling,
mesh simplification and gaussian noise attack but it requires
additional information for watermark detection and thus, it
is not blind.

Harte and Bors proposed a relative simple algorithm for
watermarking 3D mesh model using blind detection [5]. They
used a technique for embedding the watermark in vertices
that fulfill a certain geometric criterion. The authors claim
that this criterion ensures very low perceptibility of the wa-
termark. The watermark is robust against rotation, transla-
tion, uniform scaling and cropping. However results against
more sophisticated attacks such as mesh simplification have
not been published.

This paper focuses on watermarking of 3D models, that
are represented using mesh information (a list of vertices)
and an arbitrary connectivity (a list of connections between
vertices), for copyright protection applications and is an ex-
tension of the [6] in order to handle mesh simplification at-
tacks. This is the first blind 3D watermarking method that
copes with mesh simplification and geometric attacks ac-
cording to the authors knowledge of the watermarking liter-
ature.

2. 3D MESH MODEL TRANSFORM

A 3D mesh model is comprised of a set of vertices V¢
in cartesian coordinates and a set of connections between
these vertices. Let v be the 7 vertex which is comprised of
three coordinates in cartesian space, v§ = (x;,y;, 2;). The
representation of the vertex v§ in spherical coordinates is
v? = (ri,0;,¢i). The set of all vertices of the 3D mesh
model in spherical coordinates will be denoted as V*. For
the cardinality of a set X the notation N (X) will be used.

The first step of the watermarking procedure is a trans-
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form of the 3D mesh model prior to watermark embedding
as well as prior to watermark detection. The objective of the
3D mesh model transform is to obtain invariance against
translation and rotation. A description of each step of the
transform follows.

e Model Translation. The model is translated so that
the center of mass falls on the center of the axes. To
find the center of mass the following equation is used

1 C

i
where vy is the i-th vertex .

e Model Rotation. The model is rotated so that its
principal component u coincides with the z axis. The
principal component u of the vertices is the eigenvec-
tor that corresponds to the greatest eigenvalue of the
covariance matrix C of the vertices coordinates. The
covariance matrix C is calculated as follows:
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where x;,y; and z; are the coordinates of the vertex
v{. Thus, robustness against rotation of the water-

marked model is achieved.

e Conversion to Spherical Coordinates. The model is
converted to spherical coordinates in order to achieve
robustness against scaling. To do so, the watermark
is embedded in the » component of each vertex.

The notations r(v{), 0(v$), ¢(vF) will be used for the
74, 0;, ¢; components of the vertex v;. For each 3D model
aset © is defined as @ = {0, : Ivi € V*,0(v{) =6,}.

3. WATERMARKING PROCEDURE

In order to achieve robustness against mesh simplification
every watermark sample is embedded to a set of vertices in-
stead of one vertex. Thus, a set of vertices that correspond
to arange of 6 angles ®; C @ is selected and the r compo-
nents of these vertices are used as embedding primitive.
Let the set I(®,) = {u; : (u]) € ©,} and for this set
the random variable d,-(u?) is formed as:
dr(uf) =r(uj) — H(uf) 3)

(2 T

where H is a local neighborhood operation of the vertices
around u? and H (uf) is an approximation function of r(uf)
that depends on the neighborhood of uj. The operator H is

chosen so that d,-(uf) follows a Gaussian distribution with
variance o2 and zero mean. The operator H should also
have the property:

H(u}) =aH (V) “)

where u§ = av{ in the corresponding cartesian coordinates
and a is a scalar that corresponds to the scaling factor. The
former property grands the methods robustness against uni-
form scaling.

3.1. Watermark Generation

The watermark generation in this scheme aims at separating
the interval [0, 7] in W intervals ® ;. Each interval ©; is
used for embedding a label I(®;) € {—1,0,1}. The value
1(®;) for each interval, is determined by the owners key K
using a pseudo-random number generator. The intervals © ;
for which [(®;) € {—1,1} have fixed length of ¢ rad. The
length ¢ is determined by the tolerance that the algorithm
should have in case of alterations on the principal compo-
nent.

3.2. Watermark Embedding

The watermark is embedded in the 3D mesh model after
the application of the transforms described in Section 2, by
altering the r component of the vertices of I(® ;) according
to:

10, i (©;)=0
I(@;) = { Gi1(I(©;)) if I(©;)=1 ®
G2 (I(®;)) if {(®;)=-1

where G and G2 when applied to a set I(©;), cast a wa-
termark sample {(®;) by changing the distribution of the
random variable d,. of the vertices contained in I(®;). In
order to detect these changes the variance o2 of the d,. must
remain almost intact after the embedding. Due to the fact
that d, follows Gaussian distribution with variance o2 and
zero mean the left o7 and right o2 variance estimators are
sufficient for evaluating 0. The estimators o7 and o2 for a
random variable x having zero mean are defined as:

1
2 2
= 6
7 N({x:x<0})71;x ©
1
2 2
= 7
r N({a::a:>0})—1§>:0$ @
and
ol = o~ ®)

In the embedding procedure G changes the distribution
of d, by inducing deformations in the r component of the
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vertices of a set I(©;) without altering the o7 of d,.. The
application of Gy alters the » component of some of the
vertices v{ that have d,.(v7) > bo; in order to fall inside
(0, boy). In the same manner G deforms the distribution of
d, by altering the r component of some of the vertices v}
that have d,(v{) < —bo, in order to fall inside (—bo,,0)
without altering the o2 of d,..

That is, watermark embedding is performed by altering
only some of the vertices v with d,.(vi) > 0 when em-
bedding the watermark sample 1, ({(®,) = 1) whereas
the remaining vertices v for which d,(vj) < 0 stay un-
altered since they are used in the detection procedure. If
1(®;) = —1 the vertices with d,.(v{) > 0 remain unaltered
and those with d,.(v$) < 0 are used for embedding. The
constant b controls the watermark perceptibility.

For an unwatermarked 3D mesh model for a set of ver-

tices I(®;) of a 3D mesh model it is valid that:

Prob(d, > boy) = m ~ G(-b) ©)

and
Prob(d, < —bo,) = ]]\m ~G(=b)  (10)
where 1.(0;) = {u* € 1(®,) : d.(u®) > bo;} and
1O, = {u* € 1(® ) d.(u®) < —bo,} . The func-

tion G is given by:

! / T et (11)
— e
var ot
and it is known that G(—z) = 1 — G(z).

Let I¥(®;) and I}"(®;) (in the watermarked 3D mesh
model) be the corresponding sets of I.(®;) and I;(©;) of
the original 3D mesh model.

For the watermarked 3D mesh model and for the set
I¥(®;) that has been produced by G the following in-
equality is valid:

G(z) =

N(IY(©;))

Prob(d, > bo) = 71 @)

< G(-b) (12)
Similarly if I''(®,) was created by G the correspond-
ing inequality is valid:

N{I(©;))
N(I(8;))

Equations (9), (10), (12) and (13) are used for calculat-
ing the detection ratio which is used for deciding whether a
model is watermarked or not.

The watermark embedding procedure is an iterative pro-
cedure applied to each interval ®; and ends when the inter-
val [0, 7] is covered. In the first step a number % (1) € [0, 7]

Prob(dr < —boy) = < G(-b) (13)

is picked from a pseudo-random number generator using the
owners private key. Afterwards, at each step m of the proce-
dure two uniform distributed pseudo-random number gen-
erators are used for producing a number w(m) € {—1,1}
and a random angle 6,(m) € (0,¢). The value w(m) is
used for labelling the set I([0% (m), 6% (m) + t)) and the set
1([0%(m) + t,0%(m) +t + 61(m))) remains unaltered (la-
belled with 0). Equation (5) is used for embedding the wa-
termark in these sets and 0% (m + 1) is set equal to 6% (m) +
t 4+ 61(m). The algorithm continues in the same way until
the interval [0, 7] is covered.

3.3. Watermark Detection

Prior to watermark detection the 3D mesh model under in-
vestigation is transformed as described in Section 2. Af-
terwards, the watermark sequence is generated according to
the owners key K forming the intervals ®; and the labels
1(®;). For the sets I''(©;) with {(©;) € {—1,1} the de-
tection signal is formed as :

(I (®;)) : N —
d(®;) —{ NEHER) i 1S =1 (14)
Nare if H(O;) = -1

The detection ratio is given by the mean value of the
signal d(© ) of the 3D mesh model as:

(15)

where M = {k : [(®;) € {-1,1}}. For an unwater-
marked 3D mesh model:

D, = G(-b) (16)
whereas for a watermarked model :
Dy, < G(-D). (17)

The decision about the ownership of the 3D mesh model
is taken by comparing the watermark detection ratio of the
model to a predefined threshold 7.

4. EXPERIMENTAL RESULTS

A set of experiments using several 3D mesh models has
been conducted to illustrate the robustness of the proposed
technique against several geometric attacks and 3D mesh
simplification.

The geometric attacks that were considered are transla-
tion, rotation and uniform scaling. Due to the invariance
properties of the transform that is applied to the model prior
to watermark embedding and detection, the results for these
attacks were identical to the ones obtained when no attack is
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considered. Thus, they will not be presented separately and
only experimental results against mesh simplification will
be given due to lack of space.

From the experiments it was found that the principal
component of the simplified model differs from the origi-
nal model’s principal component about 0.7 degrees for mesh
simplification up to 40%. Thus, the parameter ¢ that con-
trols the length of the interval ®; was chosen to be 1.4 for
achieving robustness against mesh simplification. The pa-
rameter b that controls the watermark perceptibility was set
to 0.6 and thus, G(—b) = 0.2742.

The 3D model used for demonstrating the results is the
Foot with 25845 vertices and 51690 triangles. The origi-
nal model can be seen in Figure 1 whereas the watermarked
model with £ = 1.4 and b = 0.6 is depicted in Figure 2.
The model has been watermarked using 1000 random keys
and then simplified with various mesh simplification factors
that range from 15% to 50%. Detection has been performed
using the 1000 correct and 1000 wrong keys. The corre-
sponding ROC curves are depicted in Figure 3.

Fig. 1. Foot original model.

Fig. 2. Foot watermarked model, rotated and scaled.

The Equal Error Rate (EER) for the Foot without mesh
simplification was found to be about 10~2" and is reduced
to 103 after mesh simplification up to 50% using the sim-
plification algorithm reported at [7].

5. CONCLUSIONS

A novel blind 3D model watermarking method has been
proposed in this paper. The proposed algorithm is robust
against geometric attacks such as translation, rotation and
uniform scaling. It is also robust against mesh simplification

— a=05
107 a<0.4
- -a=03 N
—— a=0.2 \
- —— a=0.15 \
107° —— y=x &

Fig. 3. ROC curves of Foot model for various vertex deci-
mation percentages (a is the simplification rate).

without using extra information during the detection proce-
dure. Experimental results presented in this paper indicate
the appropriateness of the proposed algorithm in copyright
protection of 3D models.
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