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ABSTRACT

This paper proposes an informed spread spectrum watermarking
technique for the embedding of multi-bits into images using blind
detection. The new technique exploits the information available
at the embedder to eliminate all the interferences from the host,
patterns and perceptual masking. A statistical analysis leads to the
minimum embedding strength required by each pattern to achieve
a specified bit error probability for a given additive noise distor-
tion. As a result, each message bit will present the same de-
gree of robustness. Experimental results illustrate the performance
achieved for a set of typical valumetric attacks.

1. INTRODUCTION

Recent research on watermarking has stressed the importance of
exploiting the available information at the encoder during the wa-
termark embedding [1, 2, 3]. Informed embedding systems are de-
signed to embed watermark patterns constrained by robustness and
fidelity specifications while considering the sources of interference
on the detection [3]. Informed coding systems based on the dirty
paper concept [4] are designed to produce a watermark represented
by a codeword which depends on the host signal [5]. Recently, [1]
proposed an informed watermarking system that exploits both in-
formed embedding and informed coding paradigms. The resulting
system is able to provide a very high payload with perceptual qual-
ity tuned by Watson’s metric. Moreover, their results clearly indi-
cate that the informed embedding scheme is the main responsible
for the achieved performance. Reference [1] discusses the diffi-
culties in achieving an optimal embedding algorithm using both
paradigms. They propose a suboptimal iterative embedding algo-
rithm, combined with a message coding based on a trellis code.

In this paper, we propose an informed spread spectrum wa-
termarking approach that provides a non-iterative embedding con-
sidering additive noise attack. Analysis results lead to the value
of the minimum watermark energy required to achieve a specified
BER (Bit Error Rate) while compensating for the interferences
from the channel noise, the host signal, the watermark patterns
and the perceptual shaping mask. Currently, we only exploit in-
formed embedding due to the difficulties of achieving an optimal
solution including some informed coding approach. However, as
discussed in [5], it is possible to extend the embedder by including
a dirty paper code. According to [5], which extended the embed-
ders provided in [3], the embedder needs to be modified to include
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a preliminary step which selects the best among the watermark
patterns representing the same message. In [1] the informed cod-
ing and the informed embedding are complementary approaches
designed separately.

Some basic definitions are presented in the Section 2. Section
3.1 presents our multi-bit embedding solution. Section 3.2 deter-
mines the required watermark energy to achieve a given specified
BER. Section 3.3 discusses the transparency provided by the tech-
nique. Section 4 provides discussions, numerical and visual results
to illustrate the robustness and transparency performance achieved
for a set of typical valumetric attacks.

2. DEFINITIONS

Consider a message encoded by a sequence of N bits, B̂ = {b̂1,

b̂2, . . . , b̂N}, b̂i ∈ {0, 1}. We map it into an antipodal sequence
B where bi = 2 · b̂i − 1, resulting in bi ∈ {−1, 1}. Con-
sider a set P of N patterns to be used for spread spectrum wa-
termarking of the host image Ĉ0, P = {P̂1, P̂2, . . . , P̂N}, P̂i =

{pi1, pi2, . . . , piM}. Each pattern P̂i is a sequence of length M .
The host image Ĉ0 = C̄0 + C0, where C̄0 is the image average, is
also organized as a sequence of length M .

The sequence B is spread into a watermark sequence W with
dimension M :

W =

N
X

j=1

bj · P̂j (1)

In the traditional spread spectrum watermarking, the water-
mark is added to the host image ĈO , yielding CW = ĈO + αW ,
where α is a gain factor and CW is the watermarked image, also
known as the stegoimage. Watermark detection can be imple-
mented using correlation. Assuming no transmission errors or dis-
tortions in the channel path, a decision variable di is computed by
evaluating the zero-lag spatial cross-covariance function:

di =
D

P̂i, CW

E

=
˙

Pi + P̄i, CW

¸

(2)

where P̂i has two terms, a zero average pattern Pi and the aver-
age P̄i. The average S̄ of a sequence Ŝ with elements sk, k =
1, . . . , M is computed as S̄ = 1

M

PM

k=1
sk. The zero-lag cross-

correlation of two sequences S and R with elements sk and rk,
respectively, k = 1, . . . , M , is given by:

〈S, R〉 =
1

M

M
X

k=1

skrk (3)

0-7803-9134-9/05/$20.00 ©2005 IEEE I-669



Disregarding the occurrence of false positives [6], the bit b̂i is
detected as zero if di < 0 and as one otherwise.

3. WATERMARK EMBEDDING

3.1. Efficient Embedding

The traditional spread spectrum watermarking approach adds a
scaled watermark W to the host signal, CW = ĈO + αW where
W is given by (1). This approach is inefficient because it is limited
to use a single factor to adjust the energy of all patterns. Given a
fixed gain factor α designed to minimize some cost function, many
patterns P̂i can be introduced with more energy than the minimum
necessary to satisfy the robustness or fidelity constraints. More-
over, the designed patterns must incorporate the properties neces-
sary to mitigate the interferences caused by the host image, by the
cross correlation among sequences and by the perceptual shaping
mask. Watermarking systems lacking these properties will pro-
vide sub-optimal embedding, resulting in losses in capacity, trans-
parency and robustness. An analysis of these properties and alter-
native pattern generating methods can be found in [7]. We address
these problems by allowing a different gain factor αj for each pat-
tern [8]. Thus, we use

CW = ĈO +
N
X

j=1

αjbjP̂j ∗X (4)

In (4), the operator ∗means an element by element vector multipli-
cation and X is a perceptual shaping mask. Recall that 〈λ, V 〉 =
0, for any constant λ whenever V is a zero average vector, and let
us assume that P̄i = 0. Considering an additive noise η̂ = η + η̄
in the transmission channel, the decision variable di, relative to bit
bi, is computed at the detector using (2):

di = 〈Pi, CO〉+

*

Pi,

N
X

j=1

αjbjPj ∗X

+

+ 〈Pi, η〉

di = R
CO
i + R

η
i +

*

Pi,

N
X

j=1

αjbjPj ∗X

+

= R
CO
i + R

η
i +

N
X

j=1

αjRij (5)

where R
CO
i , R

η
i and Rij = bj 〈Pi, Pj ∗X〉 are, respectively, the

correlation of Pi with the host image, the correlation of Pi with
the noise and the cross correlation between Pi and the pattern Pj

multiplied, element by element, by the mask X . For the noiseless
case, R

η
i = 0, we can guarantee a specified detection level di =

βbi, for i = 1, · · · , N , by solving (5) for the optimal gain factor
vector α = [αi, · · · , αN ]T :
2

6

6

6

6

4

R11 R12 · · · R1N

R21 R22

...
...

. . .
RN1 · · · RNN

3

7

7

7

7

5

·

2

6

6

6

4

α1

α2

...
αN

3

7

7

7

5

=

2

6

6

6

4

β · b1 −R
CO
1

β · b2 −R
CO
2

...
β · bN −R

CO
N

3

7

7

7

5

(6)

This approach simultaneously compensates for the interfer-
ences from the host image, patterns and shaping mask. Disregard-
ing false positives, clipping and round-off effects, we would reli-
ably detect all bits choosing any β > 0 in this case. Notice that,

for all pseudo-random generators used in practice, Rij << Rii,
assuring that the matrix in Eq. (6 has rank N . Considering an ad-
ditive noise with known power but with unknown correlations R

η
i ,

the parameter β can be determined to compensate for the effect of
these correlations, as will be explained in the following.

3.2. Determining β for Additive White Noise Attacks

In the following, we estimate the parameter β to attain a given
specified BER by considering interferences R

η
i generated by an

additive noise. Recall that using α obtained from (6) for the noise-
less case, di = βbi. Considering now the additive noise with the
same α, di becomes di = βbi + R

η
i from (5). In this case, a de-

tection error occurs whenever: a) bi = 1 and di = β + R
η
i ≤ 0;

b) bi = −1 and di = −β + R
η
i ≥ 0. Thus, the resulting error

probability Prerrori for the bit i is given by:

Prerrori = Pr(Rη
i ≥ β, bi = −1) +

+Pr(Rη
i ≤ −β, bi = 1) (7)

Assuming that the message B is independent of the noise source,
results:

Prerrori = Pr(Rη
i ≥ β)Pr(bi = −1) +

+Pr(Rη
i ≤ −β)Pr(bi = 1) (8)

Since η and Pi are random quantities, R
η
i is a random variable.

Thus, we must determine the statistics of R
η
i to estimate β for a

given BER specification. Assuming P̂i to be zero-mean, E [Rη
i ] =

0 where E [·] stands for statistical expectation. To determine the
variance of R

η
i , we assume that we have binary patterns pij ∈

{−Pmax, Pmax}. Also, assuming that η is white noise, E [ηiηj ] =
0 for i 6= j. Hence, the variance of R

η
i is given by:

V ar (Rη
i ) = E

h

(Rη
i − E (Rη

i ))2
i

= E
h

(Rη
i )2
i

=

= E

2

4

 

1

M

M
X

k=1

Pikηk

!2
3

5 =
1

M2

M
X

k=1

E
ˆ

P
2

ikη
2

k

˜

=

=
P 2

max

M2

M
X

k=1

E
ˆ

η
2

k

˜

=
P 2

max

M
σ

2

η (9)

Eq. (9) provides a relationship between R
η
i and η:

σR
η
i

=
Pmax√

M
ση (10)

Since σR
η
i

does not depend on the bit value or on the pattern i,
Prerrori = Prerror represents the average bit error probabil-
ity. Assuming an even probability density function (pdf) for η,
Pr(Rη

i ≥ β) = Pr(Rη
i ≤ −β). Using this property and recall-

ing that Pr(bi = 1) + Pr(bi = −1) = 1, from (8):

Prerror = Pr(Rη
i ≥ β) (11)

The Chebyshev’s inequality [9], guarantees that, for any k > 0:

Pr
“

|Rη
i | ≥ kσR

η
i

”

≤ 1

k2
(12)

Thus, from (11) and (12) the Prerror for β = kσR
η
i

is bounded
by 1

2k2 since Pr(|x| ≥ A) = 2Pr(x ≥ A) for any x with even
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pdf. Notice that R
η
i is computed as a weighted sum of indepen-

dent, identically distributed (iid) disturbances ηk with even pdf,
with pij ∈ {−Pmax, Pmax}. Therefore, according to the Central
Limit Theorem [10], the distribution of R

η
i tends to a Gaussian for

large M and we are able to find a tighter bound from (8):

Prerror = Pr(bi = 1)

Z −β

−∞

GR
η
i
(x)dx +

+Pr(bi = −1)

Z ∞

β

GR
η
i
(x)dx =

Z ∞

β

GR
η
i
(x)dx (13)

where GR
η
i
(x) is N(0, σ2

R
η
i
). Hence, given a desired BER we

can determine β using a normalized table of the Gaussian integral
or using some numerical procedure. For example, given an ac-
ceptable average bit error probability Prerror = 1 − 0.9987 =
0.0013 = 0.13%, by looking at a Gaussian table we find that
β = 3σR

η
i

= 3Pmax√
M

ση . For most applications, it is not difficult
to estimate the standard deviation of the noise. Given a specified
BER and an estimate of the channel noise variance, we determine
β to compensate for the noise correlation, as explained above, and
then compute the gain factor vector α using (6).

3.3. Transparency

In the absence of noise, (6) provides a transparent embedding by
choosing β as close as possible to zero. In practice, however, the
parameter β cannot be too close to zero because of the round-off
and clipping effects. Under noisy conditions, transparency will be
limited by the noise variance. The proposed approach compen-
sates for the projections of R

CO
i and Rij onto the direction of the

vector Pi weighted by the perceptual shaping mask X . In both
the noiseless and noisy cases, the proposed embedding approach
provides the required embedding energy for the sequences given
a specified BER and noise variance. Perceptual transparency is
considerably improved by using a proper shaping mask X . Notice
that the mask interferences are also compensated by our approach.

4. EXPERIMENTS

Many watermarking applications require multi-bit message lengths
of at least 70 bits. In this experiment we embed a 70-bit message in
the spatial domain of the Lena image using a wavelet-based shap-
ing mask X . Considering that the Human Visual System is less
sensitive to the active regions in an image, the perceptual shap-
ing mask was designed to embed more watermark energy into the
regions presenting edges and textures. Other masks can be used,
such as those based on the Watson metric [1]. Fig. 1(a) shows
the watermarked image using β = 0.5 and Fig. 1(b) shows (after
scaling for visibility) the distortion introduced by the watermark.

Fig. 2 shows the 70-bit binary message, the values of R
C0

i and
Rij for each bit bi, the computed values of αi and the correlation
results di. Notice that, for the noiseless case (Rη

i = 0), we achieve
optimal embedding, where for all bits, di ' βbi. Notice that all
bits have the same robustness. The very small deviations observed
for di around the ideal value, βbi, occur due to round-off and clip-
ping effects. For this noiseless case, we only need to set β to a
small value around 0.05 to achieve zero bit error and a stegoimage
with PSNR of 47 dB.

We evaluate the method’s robustness for valumetric distor-
tion sources, by choosing AWGN (additive White Gaussian Noise)

Specified Specified
BER1 BER2

0.0013 0.1587

ση β BER ση β BER

21 0.125 0.00128 64 0.125 0.1577
43 0.25 0.00114 128 0.25 0.1538
85 0.5 0.00171 256 0.5 0.1663
170 1 0.00114 512 1 0.1587
256 1.5 0.00128 768 1.5 0.1630

Table 1. Monte Carlo Simulation for AWGN Attacks.

with ση = 85, histogram equalization, high-pass linear filter-
ing and lossy compression using JPEG-DCT with quality factor
of 50. Fig. 3 shows the distorted watermarked images and Fig.
4 shows the interference of Rn

i on the decision variable di for
β = 0.5. For this particular experiment, all bits were detected per-
fectly (BER = 0). The resulting stegoimage has PSNR = 33.7
dB.

Table 1 shows a Monte Carlo simulation with 100 runs each
using messages of 70 bits, considering AWGN and the same per-
ceptual mask. In this experiment we specified two bit error prob-
abilities: BER1 = 0.13% ⇒ β = 3σR

η
i

= 3Pmax√
M

ση and
BER2 = 15.87% ⇒ β = σR

η
i

= Pmax√
M

ση for various noise
variances with Pmax = 1 and M = 512× 512. The experimental
bit error rates (BER) achieved agree very well with the specified
BER1 and BER2.

Using the same shaping mask, we evaluated the robustness for
high payload by embedding messages of 200, 300 and 400 bits in
the above image. We achieved PSNR = 29.59, 28 and 27.0 dB,
respectively, with very high perceptual quality due to the shaping
mask chosen. The resulting experimental bit error rates are very
close to the specified BER = 0.13% for the 100 simulations us-
ing β = 0.25 and considering an AWGN attack with ση = 43.

5. CONCLUSIONS

We presented a novel approach for informed multibit embedding
watermarking. We determine the exact energy required by each
pseudo random sequence to achieve a specified BER consider-
ing interferences from sequences, host, noise and shaping mask.
As a result, the technique provides a constant robustness for all
bits. Results illustrated the robustness to some valumetric distor-
tion sources such as AWGN, histogram equalization, high-pass lin-
ear filtering and lossy compression using JPEG-DCT. Monte Carlo
simulations illustrated the accuracy of the analysis used to deter-
mine β according to the channel noise variance. Examples illus-
trated the robustness and transparency for high payload embed-
ding.
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Fig. 4. Effects of the valumetric attacks on the correlation di.
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