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Abstract—U.S. Immigration and Customs Enforcement is
overwhelmed with the number of containers entering U.S.A.
on a regular basis. Although containers are pre-screened and
inspected at the time of shipment, it does not necessarily address
all security risks. Containers stay en-route for long enough time
that their contents can be tempered with or altered according to
the procedures/needs of a terrorist attack. Moreover, considering
the huge amount of shipments entering U.S. board daily, it is
not practical to inspect every container again upon arriving U.S.
ports. There is a urgent need to develop a protection system,
such that the integrity of the containers can be persevered or
at least the intrusion can be detected and properly handled.
This paper proposes a design of a comprehensive solution that
would monitor containers’ integrity from the originating port to
the destination port and report any intrusion event if it has
taken place so the intruded container can be handled in an
appropriate way. More important, the system itself needs to be
secure and intrusion resistant. In the proposed system, intrusion
detection sensors are deployed on each container, and form a
Wireless Sensor Network (WSN) to report intrusion incidents. A
secure and reliable communication protocol has been developed
to ensure not only the integrity but also the authenticity of the
communication conducted among among sensor nodes. With in
the proposed system, not only the intrusions can be identified and
properly handled, but also the system itself is attack resistant by
utilizing Wireless Sensor Networks in a smart fashion.

I. INTRODUCTION

According to U.S. Customs and Border Protection (CBP),
about 90% of the world’s trade is transported in cargo con-
tainers. About half of the containers are carried by vessels.
Right after 9/11, the CBP launched the Container Security
Initiative (CSI) that intends to increase security for container
cargoes shipped to the U.S.A. As described by CBP, it’s goal
is to “extend the zone of security outward so that American
borders are the last line of defense, not the first”” One of
its task is to identify and locate vulnerable containers that
pose a terrorist threat. One of its core element is to pre-
screen the containers at the port of departure, which does
a really good job of preventing high risk containers from
boarding. However, there is no efficient method in place that
can protect the containers from being tampered en-route. Ever
increasing global trade and its reliance on security of shipping
industry necessitates that security of containers is maintained
throughout their transit. Repeated hijacking of ships off the
coast of Somalia in 2008 has clearly shown that anything can
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happen to a container on a ship en-route to its destination.
Even at a port, after the containers have been pre-screened, it
is not certain that containers’ contents have not been accessed.
Goods can be stolen or in a worst case scenario, a weapon
of some sort can be placed in any container. Screening the
arriving containers at their destination port incurs asymmetric
costs (both time and money) on the importing party. Also, it is
impractical to inspect every container at the destination port.
Therefore, the integrity of the containers should be monitored
during transportation, after they leave their origin.

The goal of this paper is to propose a system that can be
used to track and secure the contents of containers. Never-
theless, such a protection system should be attack-hardened.
Containers should be smart enough to identify an intrusion
event, generate alerts, and log the events. The warnings along
with the location of the tampered container can then be
sent to port and freight companies, so that the intrusion
can be properly handled. Intrusion detection can be archived
with a tamper sensor (e.g. detect light, opening door, etc).
However, considering the environment around the containers
and the ships (i.e. in the middle of the ocean), the radio
communication may not operate well due to bad weather and
can cause black-outs in communication. Moreover, a well-
educated attacker can block the alerts and wipe the security
log of the container(s) he broke into. In such a case, an attack
is likely to go undetected.

We propose the Container Community Wireless Sensor
Network (CC-WSN), where the smart containers on a vessel
are wirelessly linked, so that they can cooperatively monitor
one another’s integrity. This is analogous to neighborhood
watch. When an intrusion is detected, the tampered container
can log and report this event to nearby containers. In a CC-
WSN, containers exchange their status to increase the level
of information redundancy to make it difficult for an attacker
to cover tracks. The CC-WSN containers will actively query
one another for their status. If no response is received from a
particular container, C;, then there is a good chance that C; is
compromised. Furthermore, communication among containers
should utilize good authentication mechanisms as wireless
signals can be easily captured by anyone with a receiver. By
analyzing the communication among containers, it is possible
for an attacker to impersonate a container and perform a
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man-in-the-middle attack. Particularly, in CC-WSN, when an
intrusion is detected, the alert message is split into n segments
using an Information Dispersal Algorithm (IDA), and deliv-
ered to different nearby nodes. To an outside observer, each
message segment will appear to be random and not meaningful
data, however, the original message can be reconstructed by
an authorized personnel. Under such settings, impersonation
attacks can be prevented. It is also worthwhile to note that
the CC-WSN does not have as strict power limitations as
classical WSNs as, since one can afford to equip a larger
power source in a container due to its size. Moreover, in the
scenario of preventing terrorist attacks, lives may depend on
the timeliness and correctness of the alert messages obtained
from the container sensors. As a result, the routing in CC-
WSN s need to be secured. There are intrusion-tolerant routing
mechanisms which can be applied to further secure the CC-
WSN.

The rest of this paper is organized into four sections. Section
IT presents the concept of the WSNs, approaches currently
used to address WSN security issues as well as the concept
of the Information Dispersal Algorithm. In Section III, we
introduce the overall design of the CC-WSN system as well
as our concerns in terms of security and overall performance.
We conclude our work with the importance of developing a
CC-WSN system, where the integrity of the containers is of
importance. Finally, additional improvements to improve the
security of container communities are discussed in Section V.

II. RELATED WORK
A. Wireless Sensor Network

Wireless Sensor Networks (WSN) [1] [2] is an emerging
technology and its application areas have grown dramatically,
ranging from military battlefields to home security applications
[3] [4]. A WSN normally contains several distributed sensor
nodes that can monitor the environmental conditions, such
as temperature, sound, pressure, motion, etc., and a base
station. Sensor nodes are spatially distributed in the region of
interest to track and monitor the changes in the environment.
Each sensor node in the Wireless Sensor Network is capable
of sensing, processing of signals, and transmitting/receiving
information. The information will eventually be routed to the
base station where limited power and computational resources
are not as scarce. Depending on the application, data needed
to be processed is varied, and sometime it may be very large.

In the case of our CC-WSN, every container will be consid-
ered as one sensor node making up the CC-WSN, regardless of
how many sensors a container may have internally. Moreover,
an assumption has been made that containers are equipped
with large enough power source (e.g. battery) and we will not
have the power limitations similar to those of classical WSNss.

There are various ways to detect an intrusion to a container.
For example, a motion sensor can detect the vibration when
the container door opens; a sound sensor can identify abnormal
noises when a container is being physically damaged, etc.
However, the mechanics of what sensors and how many of
them to use is beyond the scope of this paper. The goal of

CC-WSN is to protect the data gathered when an intrusion
is detected, logged in the CC-WSN, and if possible, deliver
this warning quickly to the base station, the control room of
the ship, so that the intrusion can be relayed to appropriate
authorities via the communications facilities of the vessel and
properly handled.

Because of the unique characteristics of the CC-WSN and
the environment surrounding the cargo containers, design con-
siderations include wireless coverage area, battery life, ability
to cope with node failures, ability to withstand harsh environ-
mental conditions, communication failures, etc. Standard ship-
ping containers are 20, 40 or 45 feet long and made entirely of
metal. Wireless signals reflect from metal surfaces, which will
dictate placement of the antenna outside the container. The
communication between the sensor(s) and the wireless unit
are hard wired. Because the sensors are powered by batteries,
battery life certainly needs to be a consideration in the design.
A fundamental compromise between power consumption and
functionality must be reached. Low power consumption allows
for a less expensive implementation. However, increased wire-
less range, data transfer speed, and sensor capability demand
more power. There must be enough power to help tracking the
integrity of CC-WSN throughout its journey from the port of
origin to the port of destination. This requires larger, more
expensive batteries and higher maintenance costs involving
more frequent recharges and replacement. However, in our
case, cargo containers are fairly large and there is enough
space to place a large battery inside a container.

B. Security in Wireless Sensor Network

Wireless communication among the sensor nodes face a
wide spectrum of threats, including eavesdropping, spoofing,
impersonation, and denial-of-service (DOS) attacks. Moreover,
the sensor nodes are highly resource limited, which under-
mines use of strong encryption and authentication at each in-
dividual sensor node. Therefore, a sensor device usually cannot
use public-key algorithms due to its insufficient resources. The
symmetric key encryption and cryptographic hash functions
are relatively cheaper and faster but standard commercial-
strength algorithms of these types are not practical for typical
WSNE.

Secure peer-to-peer communication can be useful for a
lot of applications, such as the communication between two
soldiers in a battlefield. However, as aforementioned, tradi-
tional pairwise key agreement such as Diffie-Hellman and
other public-key schemes are not well-suited due to power
and computational constraints. Therefore, some pairwise key
agreements for WSN rely on pre-distribution [5] [6]. SPINS
[7] contains two sets of protocols: SNEP for data confiden-
tiality, two-way data authentication and data freshness; while
UTESLA provides efficient broadcast authentication. However,
the system assumes the presence of a base station to act as
a gateway for all the other sensor nodes; this gateway is also
the one point of failure for the whole system. Some other key
management related research in WSN include [8] [9], etc.
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In [10] [11], a one-way hash key chain is used to ensure
the authenticity of the packets broadcast from the base station.
First, the base station uses a one-way function h() to generate a
sequence of keys ko, k1,...,kn, such that k; = h(k;11). ko and
hash function h() are pre-distributed to every node. In the first
broadcast round, the base station use k; to sign its packet, and
the child nodes can verify the signature by comparing h (k1)
with the known ky. Since h() is a one-way hash function,
there is no way, an adversary can compute k;.q from k;.
The authenticity is ensured, since the base station is the only
one who knows k;;; at the ¢th round of communication.
Moreover, even if a node is compromised by an attacker, k; is
useless for next round of communication. However, based on
number of communication rounds needed, this method may
require the base station to compute a long chain of keys for
pre-distribution, which will dramatically increase the setup
time. Considering that an international cargo ship may travel
for weeks, it is not a good idea to adopt such method for
authentication, since the length of the key chain required is
hard to be pre-determined.

C. Information Dispersal Algorithm

The Information Dispersal Algorithm (IDA) was first intro-
duced by Michael O. Rabin [12] to design a fault-tolerant and
transmission efficient information storage systems. The IDA
is actually a special use of erasure codes a.k.a. forward error
correction (FEC) codes. The most well-known erasure code is
the one used in RAID level 5, known as the parity driver. In
this system, there are at least 3 disk drives, the first two store
different data but the third drive stores the XOR value of the
data on the other two drives. Under this setting, given any two
of the drives, one can recover all the data stored on the other
drive. The basic idea of erasure codes is to add redundant data
(error correction codes), in addition to the original data before
transmission, and this extra information allows the receiver or
reader to detect and correct data errors without the need to
ask the sender to resend.

Reed-Solomon (R-S) codes [13] was introduced in 1960
as a class of error-correcting codes, which are mostly used
in CD/DVD storage devices to recover the data after scratch
as well as in communication protocols such as DSL and
CDMA to reduce or eliminate the effect of packet loss.
R-S codes have been suggested to be slow compared to
some of its descendants, such as Gallager’s LDPC-codes [14],
Turbo-codes [15], Tornado-codes [16], LT-codes [17], Raptor-
codes [18], etc. Although, both LDPC-codes and Turbo-codes
are theoretically very fast, near Shannon limit [19], LDPCs
have been neglected by researches because of its complexity
(especially its software implementation), while Turbo-codes
are avoided because of patent issues. Raptor-codes are closely
related to LT-codes, since both of them are Fountain Codes.
A Fountain Code produces a potentially limitless stream of
output symbols for a given set of m input symbols. The
decoder can recover the original m symbols from any set
of k output symbols with high probability. Such codes are
best suitable for data transmission over networks, where the

receiver can cut off the communication as soon as it collects
enough segments to reconstruct the original data.

III. DESIGN OF CONTAINER COMMUNITIES

The concept of CC-WSN is to enable containers, each of
which correspond to a node in an WSN, collaborate with
each other to tackle the intrusion problem. When an intrusion
occurs, if it is logged on the compromised node alone, the
adversary may have the ability to modify the logs, even wipe
off the memory, or use many other available techniques to
cover his/her tracks and conceal the fact that intrusion has
taken place. In such a case, the alert messages will never be
viewed by the investigator so appropriate action can be taken.
Therefore, in our CC-WSN, nodes cooperate to render such
attacks ineffective.

A. IDA in CC-WSN

When an intrusion is detected, the intrusion event message
will be split into n (i.e. based on the setting of the whole
system) slices using an Information Dispersal Algorithm and
delivered to n nearest neighbors along with the Message Iden-
tifier (MID) and Node Identifier (NID). When the ship arrives
the destination port, an investigator can easily reconstruct
the original message using the corresponding IDA decoder.
Since the message slices are transmitted through wireless
communications, some of the message slices may not be
usable due to various reasons. For instance, the receiver node
maybe facing a device failure during transmission, or simply,
the packets can be lost due to a weak wireless signal, etc.
However, the original message can be easily restored as long
as there are k (i.e. based on the setting of the IDA) nodes still
holding the message slices. For example, let us assume that
n is 10 and k is 3. There is little chance that all 10 nearby
nodes are failed to receive the message or compromised by
the attacker all at the same time. As long as we have at least
3 nodes survives the attack, we can reconstruct the original
message sent by the node when intrusion was underway.

Question may be raised that it may be best to just send
out the original messages 10 times to 10 different nodes,
so that the reconstruction phase associated with use of IDA
can be eliminated. However, despite the fact that one can
add more resources into a container, we think it is crucial
to keep the message size small to increase its chance of
delivery. Splitting the original message into 10 pieces, render
the size of each slice smaller than the original message even
considering the redundant content added by the IDA. The
smaller the size, the higher the chance that a message can
be transmitted successfully when an intrusion occurs. When
one considers number of containers that may be placed on
a large vessel, shorter message sizes will result in better
overall efficiency in the CC-WSN’s operation. Some diversity
enhancing techniques can be incorporated into the CC-WSN
to mitigate the fading effects that will occur in the wireless
environment due to other objects and containers between the
transmitter and the receiver specifically speaking between the
two nodes. Since we do not have the strict battery problem
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for this specific application, we can take advantage of using
some of the traditional wireless communication techniques to
provide a better and accurate performance.

Another advantage of using an IDA in such a case is that
the IDA can be somehow seen as an encryption mechanism.
Since the wireless communications are conducted through
radio waves in open air, it is relatively easier to be interfered
by the adversaries. An attacker can easily perform a man-in-
the-middle attack, if the information is not encrypted. When
using plain-text messages, the attacker may block the warning
message and replace it with a message that indicates normal
activity. However, when using an IDA, the resulting message
slices are not necessarily meaningful to a human. Moreover,
any change made to a message slice during transit or storage
will cause it to fail the validation test performed by the IDA
decoder.

The software implementation of an IDA is often considered
to be computationally expensive. However, there are plenty
of fast hardware implementations with very low cost, which
can be added to the container node. The usage of an IDA in
CC-WSN is first to introduce redundancy to prevent data loss
from transmission failures. But also, it acts as an encryption
mechanism to protect the communications. Although IDA
increases the overall size of the data being transmitted and
stored, it reduces the length of each packet sent to different
nodes. A smaller packet size in wireless communication means
higher success transmission rate, which eventually increases
the possibility of data recovery.

B. Active Status Polling

It is possible that the sensor node in the compromised
container is totally isolated by the attacker, since the wireless
signals can be easily interfered in open air. In CC-WSN, the
nodes not only send out alert messages when intrusions are
detected, but also actively query/update each other on their
status. If a node is not responsive to another node’s polling
message, it is highly likely that the polled node has been
compromised. The polling node will raise a warning event
associated with the polled node, and then report the event. By
doing so, potential intrusions will be quickly identified, even
if the attacker is able to block the communications of victim
node.

If one were to represent messages issued when an intrusion
has taken place with Mg, the frequency of occurrence of Mp
is much smaller than that of the rest of messages. Therefore,
for the sake of simplicity, the response from the polled node
should not be delivered using the IDA method mentioned
previously since the response is meant for the inquiring node
and peer-to-peer approach is the most direct and simplistic
approach to accomplish the status check. However, for secu-
rity reasons, not only secrecy of message contents but also
authenticity of messages must be ensured. While public key
crypto-systems are commonly believed to be inefficient to use
on resource constraint devices, Watro et. al. have developed
a lightweight security system for wireless sensor networks
named TinyPK [20] which could be utilized in the CC-WSN

depending on the sensitivity of cargo. The assumption here
is that the more sensitive a shipment (e.g. a vessel carrying
military hardware), the stronger encryption will be needed and
hence once can afford to place a larger power supplies into
those containers. In CC-WSN, a pair of public/private keys is
generated for each sensor. The private key is known to that
specific sensor and the investigator, while the public key is
public to all other nodes. All cargo containers need to be pre-
screened at the port of origin, after which an encryption key
for each container can be deployed.

A digital signature is computed using the same private
key to ensure the integrity and authenticity of the data. For
example, let us assume that node C; is going to send data
m'~J to node Cj.;, and the private key of C; is x;, while
the public key is g”*. Also, the signing function is denoted
as sign(), the encryption function is enc(), and h() is a
cryptographic hash function. Upon communication, C; uses
h() to compute the hash value of m(;_.), and signs the
message by encrypting the hash value with its private key z;
using the signing function s():

then, C; sends C; the whole packet P;_.j) that contains the
message m;_;) as well as its signature S(iﬁj), as:

Plivsjy = [Mi=j), Si—)]

When C; receives Pi—j, C can check the integrity and
authenticity of the message by verifying the attached signature
S(i—j)» since C; knows C;’s public key g*i.

Therefore, an attacker will not be able to generate a valid
response since the private key is unknown to him/her. More-
over, the signatures are much shorter and thus save time since
hashing is generally much faster than signing in practice. By
doing so, the integrity of the messages is guaranteed by the
hash function while the authenticity is ensured by signing the
hash value.

IV. CONCLUSION

In this paper, we proposed to deploy wireless sensors in
cargo containers to ensure the integrity of the containers
having pre-screening process taken place at the port of origin.
When an intrusion is detected, an event is raised. The warning
message, issued as a result of an intrusion is split into n
pieces using an IDA and each message slice is delivered to a
nearby node. Therefore, even if a node is compromised and the
intruder removes the computing element from the container,
the intrusion event can still be reported by its neighbors that
are alive. After the ship arrives at its destination port, the log
messages can be reconstructed using the IDA decoder and
then analyzed. To prevent blocking of wireless signals by the
attacker, the nodes actively query nearby neighbors for their
status. An intrusion alert will be raised if the queried node
is failed to respond or responded with an invalid message.
The messages for the active status polling are encrypted using
symmetric encryption with a pre-distributed key only known
to that specific node and the investigator.
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V. FUTURE WORK

Investigations into development of a secure communication
protocol for CC-WSN, simulations regarding signal reception
versus placement of containers, and potential use of JigDFS
[21] in CC-WSN to store the table of containers with their
status are the next phases of our investigation. JigDFS is a
distributed file system which mainly aims to protect user pri-
vacy by providing plausible deniability. However, the security
properties of JigDFS will not only protect the communication
between nodes, but also secure the contents of the intrusion
logs.
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