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Abstract. Loosely-coupled distributed systems can be difficult to design and 
implement correctly, with time-of-check-to-time-of-use flaws arising from the 
lack of isolation being of particular concern. It is not feasible to use traditional 
distributed ACID transactions to solve such problems because the business  
activities being integrated are typically long-running and the interacting partici-
pants have incomplete mutual trust. 'Promises' were recently proposed as a solu-
tion to this problem. This paper discusses how promise-based isolation can be 
implemented when resources are described by predicates over properties, rather 
than being identified explicitly.  

1   Introduction 

Many distributed applications are based on long-running business processes that call 
each other back-and-forth in extended patterns of interaction. The designers of these 
systems have to correctly handle all of the different possible sequences of interaction, 
a task which can be hard for the normal ('happy') case, and much harder still when all 
possible error paths and all possible application states are considered.  

One particular difficulty for application developers comes when services may fail 
if they are called while they are in an unsuitable internal state. For example, in an 
accommodation service, the operation used to book a hotel room will return an error if 
no appropriate room is available, and the calling application must include code to do 
something sensible on receiving such an 'operation unavailable in this state' error. 

The traditional way of solving this problem is for such services to provide opera-
tions that clients can use to check that this internal state is appropriate before going on 
to call the state-sensitive operations.  If this preliminary check succeeds the client can 
call subsequent operations that should not fail because the service is in an inappropri-
ate state, and if it fails the client can take an early remedial/alternative processing 
path. For example, an accommodation service could have operations that report on 
room availability, allowing the client to check that a room was actually available 
before trying to book one. In an environment with concurrent threads or concurrent 
clients, the correctness of this 'check-then-use' programming style depends on the 
platform providing 'isolation' support to ensure that the relevant internal state does not 
change from being 'suitable' to 'unsuitable' between the check and the subsequent use. 
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Traditional 'ACID' transactional technologies implement isolation through locking, 
logging and two-phase commit [1] but these mechanisms are not appropriate for 
loosely-coupled, inter-organisational systems because they are based on unviable 
assumptions of trust and timeliness. As a result, the designers of these kinds of sys-
tems cannot assume that a state-sensitive operation will succeed just because they had 
earlier checked that it ought to succeed, and not considering this failure scenario, 
where a precondition value changes between time-of-check and time-of-use, can be a 
common source of programming errors. 

We recently proposed an approach called 'Promises' [2, 3] which generalises cod-
ing patterns such as 'soft locks' and 'reservations' into a framework that brings the 
benefits of isolation to loosely-coupled systems. Promise-based applications can ob-
tain 'promises' of later resource availability and then invoke state-dependent opera-
tions with confidence that they will succeed. 

A promise is a time-limited commitment from a service that a requested resource 
will be available for later use. In this paper we go beyond our earlier work and explain 
how to implement promise-management for resources which are described implicitly 
and non-deterministically by their properties. An additional contribution of this paper 
is showing how the work of promise-management can be divided among several sub-
systems, separating for the handling of promises over one type of resource (e.g. hotel 
rooms) with its own syntax and semantics for promises, from the handling of prom-
ises for another type of resource (e.g. bank balances). We also describe a proof-of-
concept implementation that includes these novel features and shows that acceptable 
performance can be obtained in promise-based systems. 

2   Background and Related Work 

As defined in our previous papers on Promises [2, 3], a 'promise' is a resource avail-
ability commitment given by a service to a client application. By accepting a promise 
request, a service guarantees that a client-specified set of conditions ('predicates') will 
be maintained over a set of resources for an agreed period of time.  

Promises provide an isolation mechanism for loosely-coupled business processes. 
Client applications have to accumulate a set of promises that guarantee the availabil-
ity of the resources required for the successful execution of their proposed actions. 
Then, the client application can send 'action' service requests to the corresponding 
application services to complete its business processes, knowing that these requests 
cannot fail as a result of conflicts over promised resources. 

Promises are made over the availability of abstract resources and [2] defined three 
important ways that clients can view these resources. Anonymous View: Clients see 
a pool of identical and indistinguishable resource instances, such as the copies of a 
title in a bookstore. Named View: Clients see each resource instance as unique, with 
its own unique identifier that can be used in promise predicates. Specific airline seats 
(seat 24G on QF1 departing on 8/10/2009) are an example. Property View: Clients 
see abstract resources that are identified by their properties. For example, a hotel 
room may or may not have an ocean view, and may contain twin, double or king beds. 
These particular properties could be used in promise predicates that ask for any room 
with a view and a double bed. 
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The need for mechanisms that provide isolation across the different steps of an ac-
tivity has attracted many researchers. Traditional ACID transactions can be used  
within a trust boundary, and can be implemented with a range of techniques including 
shared and exclusive multi-granularity locking [1]. For numeric values with increment 
and decrement operations, there are special high-performance mechanisms such as 
escrow locking [4]. A technique for locking predicates has been proposed in [5], but 
this requires determining the NP-hard solution to satisfiability of an arbitrary Boolean 
expression. We are not aware of any techniques in the database domain that corre-
spond to our proposal for consistency checking with property-based resources. Rather 
than using locks in the DBMS, some applications implement isolation through appli-
cation-level soft locks. Promises over property-based resources give the application 
more flexibility as soft locks can only be taken on named resources. 

The needs of long-running applications, such as cooperative design tools, led to the 
study of extended transaction models. The ConTract model [6] specifies preconditions 
needed for operations to be successful. In ConTract there are defined language 
mechanisms to indicate these conditions, whereas Promises allows diversity in the 
way that properties for different types of resources are defined and supported by 
Promise Handlers. Another extended model is Sagas [7], where a business activity is 
treated as a sequence of separate steps with a compensator defined for each. Sagas 
provided all-or-nothing outcomes but do not give Isolation. 

Several protocols have been published for managing activities in loosely-coupled 
distributed systems and B2Bi domains. Tentative Hold Protocol [8] does not itself 
ensure consistency of granted Holds and so does not prohibit several clients getting a 
Hold on a single resource at the same time. The reservation-coordination protocol [9] 
restricts the application to a two-phase structure, first obtaining reservations on a 
number of resources and then making use of those resources. In contrast, promise 
allows the application to have complex sequences of interactions, using some prom-
ises and then obtaining others. None of these protocols include consistency-checking 
algorithms for property-based resources which we describe for Promises. 

Much other research has been focused on ensuring common all-or-nothing out-
comes for a long-running activity spread over different sites, rather than isolation 
support. WS-BA is a standard for this; and the BTP protocol was proposed as a stan-
dard. Our ideas on achieving outcome consistency are described in [10]. 

3   Conceptual System Architecture 

The conceptual architecture of our current (second-generation) prototype is shown in 
Fig. 1. The Promise Server is an intermediary along the path from the client to the 
service application and its role is to process promise-related elements found in mes-
sages sent from the client to the application server. These promise elements are 
passed to Promise Handlers, each of which deals with resources of a particular kind 
only, and is closely associated with a corresponding Resource Manager. 

The Promise Server is implemented as a SOAP intermediary that intercepts mes-
sages sent from the client to application services. These messages may contain prom-
ise-related header elements and application service requests ('actions'). The Promise 
Server parses incoming messages, split them into promise parts and actions, and for-
wards the promise parts to the appropriate Promise Handlers and the actions to the 
Application Servers. 
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Fig. 1. Architecture of promise-based system 

Promise operations have to support atomicity and consistency across internal 
promise state and resource allocations, even when errant or non-conforming applica-
tion code allocate resources that could result in promises being violated. Our current 
prototype uses conventional ACID transactions as part of the implementation of this 
functionality. Transactions are started by the Promise Server and propagated to (mul-
tiple) Promise Handlers and Application Servers. Transactional isolation is used to 
ensure that concurrency problems cannot arise while promises and resources are being 
checked for consistency. Transactional atomicity is used to ensure that we can back 
out changes to promises or resource availability if promise requests cannot be granted 
or are violated. This use of ACID transactions is regarded as 'trusted' because client 
applications are excluded from the transaction scope.  

Each class of resources supported by a Promise system has a corresponding Prom-
ise Handler that processes promise parts and maintains sets of promises over its re-
sources. Promise Handlers are responsible for implementing promise operations, such 
as granting and releasing promises, and for consistency checking between promises 
and actual resource availability. Promise Handlers are resource-specific and so have 
close links to their related Resource Manager, including understanding the schema 
and semantics of the data used to define resource availability.  

Promise Handlers maintain internally-consistent sets of promises that are also con-
sistent with the resource availability state maintained by the Resource Manager. The 
code that is used to ensure this consistency has to have fast access to the availability 
state held within Resource Managers if the performance of promise-based systems is 
to be acceptable. Our previous papers suggested that Promise Handler functionality 
could be moved into Resource Managers, letting them manage both promised-based 
resource constraints as well as more conventional resource allocation state based on 
data values held in database tables. Our current prototype maintains the conceptual 
separation between Promise Handlers and Resource Managers, but links the two to-
gether closely through the use of a shared and unified data structure that describes all 
allocatable resources. This shared data structure is accessed and updated by both the 
Promise Handler and the Resource Manager.  
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4   Promises over Property-Based Resources 

The actual work that has to be performed by a Promise Handler to make and keep 
promises depends on the nature of the resources involved. We have previously de-
fined [2] three ways that resources can be viewed: anonymous view, named view and 
view via properties. The implementation issues for the first two views have been 
discussed in [3] and in this paper we focus on novel aspects in the implementation of 
promises over property-based resources. 

4.1   Representing Resource Properties 

Promises are made over resources that are modelled by one or more database tables 
held by Resource Managers. Columns of these resource tables provide the values for 
each property of a resource, including its current availability status. Promise predi-
cates specify a set of properties and values that define needed resources in terms of 
these property columns. For example, an accommodation service could define infor-
mation on hotel rooms, such as the number and size of beds, whether or not there is a 
sea-view, and which floor it is on. These properties can then be used in predicates to 
request that double-bed room with a sea view be kept available on a given date. The 
syntax used to specify these predicates is resource-specific as it has to reflect the 
semantics of the resource tables and their property columns. 

Promise Handlers receive promise requests containing these predicates and turn 
them into searches for sets of satisfiable resources. If satisfiable resources are avail-
able, the new requests are checked to ensure that they are consistent with any already-
granted promises before returning a 'promise granted' response to the caller. 

4.2   Consistency Checking 

As described in [3], checking the consistency of a set of promises is an essential step 
that takes place on almost every promise operation. The Promise Handler must ensure 
that the set of resources that are available are always sufficient to meet every promise 
that has been granted. This was easier for named and anonymous resources [3], but, 
where promises are based on predicates that implicitly identify a set of possible re-
sources viewed via properties, it is not straightforward to see whether or not a group 
of competing promise requests based on different sets of properties can all be granted. 

This problem can be resolved by using a bipartite graph matching [11] algorithm. 
A set of available resources form one partition of nodes, and promises form another. 
An edge links a resource node to a promise node whenever the promise can be satis-
fied by the resource (that is, the resource has the properties required by the predicate 
of the promise). The consistency check is the existence of a match in this bipartite 
graph which covers every promise, that is, each promise is satisfied by a resource, and 
each resource is only matched at most once.  

The standard bipartite graph matching algorithm either finds a match or decides 
that there is no match. The algorithm is incremental, extending a partial match or else 
re-arranging the matches along an augmenting path of edges in the graph which are 
alternately edges which are used in the matching, and edges which are not used. We 
exploit this property for performance reasons by maintaining a match at all times, and 
incrementally updating it as new promises are made or resource availability changes. 
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4.3   Resource Suggestion and Resource Query Process 

The applications discussed in [3] only dealt with named and anonymous resource 
views and were completely unaware of promises and promised resources. We have 
found that this simple approach is not possible with property-based views of resources 
because the correct choice of which resource to use in fulfilling an action depends on 
both the set of granted promises and availability data as recorded in database tables. 
Applications coded without knowledge of promises can only be aware of the data-
base-resident availability state, and can mistakenly assign resources that are really 
needed to meet promises granted to other clients. This conflict will be picked up by 
the consistency check that follows the completion of the action. The problematic 
resource allocations (and other application actions) will then be undone to ensure the 
integrity of the already-granted promises, even if the application was executing under 
the protection of promises that guaranteed that suitable resources would be available. 
This is the very situation that promises were intended to prevent from happening. 

To illustrate this problem, suppose a Promise Handler first receives a promise re-
quest for a room with sea-view. It finds that rooms 15 and 17 could be used to satisfy 
this request so the promise is granted. A promise request then arrives for a non-
smoking room. This can be satisfied by room 15 and so this promise is granted as 
well. An action then arrives that is covered by the first promise, such as a request to 
book a room with sea-view. In the previous architecture of [3], the hotel booking 
service knows nothing about promises, so when its database queries on resource 
availability say that both rooms 15 and 17 are available and have sea-views, it can 
validly decide to use room 15 to meet the booking request. Unfortunately, this will 
result in the second promise being broken, and the completed action will be aborted 
by the post-execution consistency check, even though it was promised a suitable re-
source and such a resource is available. This would not have happened if the service 
had chosen room 17, and we need some way of conveying this hint to the application.   

In our new architecture, application services find out about allocatable resources 
by sending a Query message to the Resource Manager responsible for the resource 
class. The Resource Manager then forwards this query on to the Promise Handlers 
responsible for the promises held over this resource class. These Promise Handlers 
then examine both their sets of promises and the available resources, and make a 
suggestion as to which resources can be safely used by the service. These suggestions 
are passed back to the Resource Manager and thence back to the application. In many 
cases, there will be multiple promise-consistent resources that could be used by the 
application and our design lets Promise Handlers suggest lists of allocatable re-
sources, not merely one suitable resource. When the application service code receives 
the suggestion response, it chooses one resource from the suggested set, and uses it in 
completing the action. 

5   Prototype Implementation and Performance 

The second-generation prototype described in this section was built to explore issues 
arising from providing support for promises over property-based resource views. This 
new prototype is built on Windows Communication Foundation (WCF), a framework 
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provided by Microsoft for service-oriented applications. Microsoft SQL Server is 
used as the Resource Manager and the Microsoft Distributed Transaction Coordinator 
(MSDTC) is used as the coordinator for the two-phase commit protocol. The Promise 
Server is implemented as a routing service [12] that forwards client messages (or parts 
of them) to Promise Handlers and application services. This routing architecture is 
extensible, and additional resources and Promise Handlers can be added by simply 
adding new Promise Server configuration entries that specify the resource name and 
the endpoint of the corresponding Promise Handler. 

The prototype maintains an in-memory data structure that represents the current 
bipartite graph of promises and all resources that can satisfy each promise. We also 
store a current matching within this graph. This data structure represents a unified 
view of allocatable resources and is (conceptually) shared by both a Promise Handler 
and its related Resource Manager. This data structure is contained within a Common 
Language Runtime (CLR) library hosted by the database engine and is built from the 
database tables holding resource availability state and granted promises whenever the 
system starts up. It is kept up-to-date by stored procedures and triggers that are in-
voked whenever resource availability or promise status is changed. Keeping a current 
matching allows incremental calculation of the consistency check whenever the graph 
changes through searching for an augmenting path.  
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Fig. 2. Time taken to find path 

Two application scenarios are used to investigate how the performance of promise-
related operations changed as the number of satisfiable resources is scaled up. One 
scenario is Non-selective Requests, where each promise request can be satisfied by 
about 25% of all resources. The other is Highly Selective Request, where only 0.1% of 
resources can be used to satisfy any given promise request and these are distributed 
widely across all the available resources. The effects of these scaling characteristics 
can be seen in the time taken to process a new promise request (Fig. 2). The overhead 
caused by the consistency check is quite reasonable in both scenarios. 

The time spent on allocating a resource and updating the allocatable resources 
graph is shown as 'Allocate + Update' in Fig. 3. It represents the whole cost of using  
a promised resource to fulfil an action. Compared with a simple SQL update, the 
overhead cost in this part of the Promises system is also quite acceptable. 
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Fig. 3. Time taken to allocate & update 
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