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Abstract. A password based remote user authentication scheme is a
two-party protocol whereby an authentication server in a distributed
system confirms the identity of a remote individual logging on to the
server over an untrusted, open network. This paper discusses the security
of Chen et al.’s remote user authentication scheme making use of smart
cards. They have recently presented an improved version of Lin, Shen,
and Hwang’s scheme. But, unlike their claims, in Chen et al.’s scheme,
if an attacker gains access to some user’s smart card and extracts the
information stored in the smart card, he/she can easily find out the user’s
password. We show this by mounting a dictionary attack on the scheme.
In addition, Chen et al.’s scheme does not support its main security
goal of authenticating between a remote individual and the server. This
is shown via a sever impersonation attack on the scheme. Motivated by
these security flaws, we propose a more secure remote user authentication
scheme that achieves both two-factor security and mutual authentication.

Keywords: Authentication scheme, smart card, dictionary attack, im-
personation attack, two-factor security.

1 Introduction

In 2000, Sandirigama et al. [I7] proposed a simple and secure password authenti-
cation scheme, so called SAS, which exhibits lower storage, processing and trans-
mission overheads. However, Lin et al. [I3] have pointed out that Sandirigama
et al.’s scheme is vulnerable to the replay attack and the denial of service attack.
To fix these security problems, Lin et al. have presented a new scheme called
OSPA (Optimal Strong Password Authentication), and have claimed, among
others, that their proposed scheme achieves the property of the strong authen-
tication. Unlike their claim, however, Chen and Ku [2] showed that neither the
SAS protocol nor the OSPA could withstand a stolen verifier attack. Recently,
Lin, Shen, and Hwang [I2] proposed a modified OSPA to repair the security
flaw of OSPA. But, unfortunately, this enhancement has still security problem.
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For preventing these security problems, Chen et al. [5] has recently presented an
improved version of Lin, Shen, and Hwang’s [12] scheme.

However, despite many impressive achievements [7UTIT5IRITT], it still remains
a challenging problem to design a secure remote user authentication scheme
[BI9II8IG]. Our observation is that the above stated remote user authentication
scheme, Chen et al. [§]’s scheme, does not satisfy its fundamental goal of a
password security. We demonstrate this by showing that the scheme is vulnerable
to a password guessing attack in which an attacker U, can easily find out the
password of the user U;. In addition, Chen et al.’s scheme does not support
its main security goal of authenticating between a remote individual and the
server. We show this by mounting a server impersonation attack on Chen et
al.’s scheme. Motivated by this observation, we propose a more secure remote
user authentication scheme that achieves both two factor security and mutual
authentication.

2 Review of Chen et al.’s Authentication Schemes

Chen et al. [5] has recently presented an improved version of Lin, Shen, and
Hwang’s [12] scheme. Besides preventing the the denial-of-service attack, the
scheme intends to improve more efficiently than Lin, Shen, and Hwang’s scheme.
We begin by describing the top level structure of the scheme. This scheme by
proposed Chen et al. consists of two phases: registration phase and authentica-
tion phase. The registration phase is performed only once per user when a new
user registers itself with the remote server. The authentication phase is carried
out whenever a user wants to gain access to the server.

Before the registration phase is performed for the first time, the server S
decides on the following system parameters: a one-way hash function h, a cryp-
tographic key x. The key x is kept secret by the server.

2.1 Registration Phase
The registration of a new user U; to the server S proceeds as follows:

Step 1. A user U;, who wants to register with the server S, chooses its password
PW; and a random nonce Ny, computes Z; = h?(PW;||N1), and submits a
registration request, consisting of its identity I D;, Z; and N7, to the remote
server S via a secure channel.

Step 2. Upon receiving the request, the server S first stores Z; in its database,
computes K; = h(x||ID;), and issues a smart card containing (N7, K;, h(+))
to the user U;.

2.2 Authentication Phase

When U; wants to log in to the server, it inserts its smart card into a card
reader and enters its identity ID; and password PW;. With the user input, the
scheme enters the authentication phase during which the server and the smart
card perform the following steps:
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Step 1. Firstly, the smart card, that wants to identify this transaction, gen-
erates a random nonce Ny and sends the message (ID;, N2) to the server
S.

Step 2. When (ID;, No) arrives, S first checks that ID; is valid. If it is untrue,
S rejects the request. Otherwise, the server chooses a random nonce R,
computes A; = R @ h(z||ID;) and B; = h(N2||R), and sends the response
message (A;, B;) to the user Us.

Step 3. Upon receiving (A;, B;), the smart card computes R’ = A; & K; and
then checks that B; is equals to h(Nz||R'). If it is untrue, the smart card
aborts the scheme. Otherwise, given PW;, the smart card again generates
a new random nonce N3, and computes Z; = h?(PW;||Ny), C1 = h(PW; ®
N1)@h(ZZ‘EBR/), Cy = hQ(PWZGBNg)@h(PWZ@Nl), and C3 = h3(PWZEBN3)
The smart card then sends the login request message (Cy,Co,C3) to the
server S.

Step 4. After receiving (Cy,Co,C3), S first computes D; = Cy @ h(Z; ® R)
and Dy = Co @ Dq. Then S verifies that: (1) Z; equals h(D7) and (2) Cs
equals h(D3). If one of these conditions is untrue, S rejects the login request.
Otherwise, S accepts the login request and substitutes Do for Z; stored in
the its database.

3 Attacks on Chen et al.’s Scheme

There are two threats in between a remote user and an authentication server
communications: (1) eavesdropping - an attacker intercepts or reads the mes-
sage exchanged between the remote user and the server; (2) impersonation - an
attacker disguises a legitimate remote user or the authentication server. It is a
real threat to communications because of the possibility of losing some user’s
smart card or extracting the secret values stored in it [TOJI6].

Accordingly, there are two basic security requirements for a password-based
scheme in order to authenticate remote user using smart cards. One is that
the password should not be transmitted in clear text between the user and
the server, otherwise it has the risk of being disclosed. The other is that the
secret information stored in the smart cards should be well protected so that the
password would not be leaked even if the smart cards are lost or stolen and all
the values stored in it are revealed.

But unfortunately, Chen et al.’s [5] scheme does not achieve its fundamental
goal of a password security [19]. We demonstrate this by showing that the scheme
is vulnerable to a password guessing attack in which an attacker U, can easily
find out the password of the user U;. In addition, Chen et al.’s scheme does not
support its main security goal of authenticating between a remote individual and
the server. We show this by mounting a server impersonation attack on Chen et
al.’s scheme. In describing these attacks, we assume that the attacker has gained
access to the U;’s smart card and extracted the secret values stored in it by
monitoring its power consumption.
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3.1 Password Guessing Attack on Chen et al.’s Scheme

In Chen et al.’s scheme, an attacker U, can easily figure out the password of
some user U; by obtaining the extracted values Ny and K; from its smart card.
The attack is described step by step as follows:

1. After accepting the server as authentic by verifying the authenticity of the
received message (A;, B;) from S, U; sends (Cy, Ca, C3) as a login request to
the server S.

2. However, at that moment, U, reads these exchanged messages between the
server and the remote user and thereby obtains all of them. With K;(=h(x
[|ID;)) extracted from U;’s smart card and A; obtained from the server’s
response message, U, recovers R as R = A; @ K;.

3. Finally, U,, who has extracted Ny from U;’s smart card and obtained C; from
the U;’s login message, can find out PW; by employing a dictionary attack, in
which each guess PW/ for PW; can be verified by computing C] = h(PW! @®

?

Ny) ® h(h(PW! @ N1) @ R) and by checking the equality Cf = C4

3.2 Impersonating S to U; on Chen et al.’s Scheme

Unfortunately, Chen et al.’s scheme [5] does not achieves server-to-user authen-
tication, In this subsection, we show this by a server impersonation attack. We
present a server impersonation attack where an attacker can easily impersonate
the remote server S to the user U;. Before describing the attack, we note that
the secret values stored in the smart card could be extracted by monitoring its
power consumption [TO/T6]. We now proceed to describe the server impersonation
attack.

1. Asusual, the authentication phase begins when U; sends the message (I.D;, No)
to the server S.

2. But, the attacker U, posing as S intercepts this message and sends imme-
diately back to U; a forged response message as follows: U, first generates
a random nonce M, computes A;=M & h(z||ID;) and B;=h(Nz||M) by us-
ing the value h(x||ID;) extracted from U,’s smart card and the nonce N
contained in U;’s login message, and then sends (A;, B;) in response to U;’s
request.

3. The forged response (A;, B;) will pass the verification test by U; since B; is
equal to h(Nz||M) by computing M = A; ® h(x||ID;). Hence, U;, who could
not detect the attack, believes U, as the authentic server and proceeds the
scheme specification as usual.

4 The Proposed Scheme

In this section we propose a password-based authentication scheme which en-
hances on previous scheme, Chen et al. [5]’s scheme. As mentioned earlier, our
scheme improves over Chen et al.’s scheme in four ways: (1) it does not require
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the server to maintain a password table for verifying the legitimacy of login users,
(2) it can withstand the password guessing attack even though the attacker has
stolen some user’s smart card or gained access to it and extracted the secret
values stored in it by monitoring its power consumption, (3) it is provably se-
cure against a powerful active attacker under the computational Diffie-Hellman
assumption, and (4) as a result, it achieves both two factor security and mutual
authentication.

Before the registration phase is performed for the first time, the server S
decides on the following system parameters: a one-way hash function h, a cryp-
tographic key z, a large number p, and a generator g of Z; . The key z is
kept secret by the server. In describing the scheme, we will omit ‘mod p’ from
expressions for notational simplicity.

4.1 Description of the Scheme

Registration Phase. The registration of our proposed authentication scheme
proceeds as follows:

Step 1. A new user U;, who wants to register with the server S, chooses its
password PW;, computes Z; = h(PW;) and submits a registration request,
consisting of its identity I D; and Z;, to the remote server S via a secure
channel.

Step 2. Upon receiving the request, S first computes

K;=h(ID;,z) and N; = g™ @ h(PW;)

and issues a smart card containing (N;, h(-), g,p) to the user Us;.

Authentication Phase. When U; wants to log in to the server, it inserts its
smart card into a card reader and enters its identity I D; and password PW;.
With the user input, the scheme enters the authentication phase during which
the server and the smart card perform the following steps:

Step 1. Given PW;, the smart card chooses a random number a €g Z; and
computes A; = N; & h(PW;), Cy = g%, Cy = A?, and Cs = h(ID;,Cy,Cs).
The smart card then sends the login request message (ID;,C1,C3) to the
server S.

Step 2. After receiving (ID;, Cy,Cs), S first computes B; = C’{L(ID“”). Then S
verifies that: (1) I.D; is valid and (2) Cs equals h(ID;, C1, B;). If one of both
conditions is untrue, S rejects the login request. Otherwise, S chooses a ran-
dom number b €r Zy, computes Dy = g%, Dy = 1%, and Dy = h(D1, D2, B;),
and sends the response message (D1, D3) to U;.

Step 3. Upon receipt of the response (D1, D3), user U; computes Fy = Dq*
and checks that Ds is equal to h(Dy, Eq,C5). If the verification fails, then
U; aborts the protocol. Otherwise, U; computes V; = h(ID;, E1) and sends
V; to the server S.
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Step 4. When S receives V; from Uj, it verifies the correctness of V; by check-
ing that V; is equal to h(ID;, Ds). If correct, S accepts the login request;
otherwise, rejects it.

4.2 Security Analysis

We now analyze the security of the proposed protocol, considering password
guessing attack, impersonation attacks, and replay attack.

Password guessing attack. The vulnerability of Chen et al.’s scheme to the
password guessing attack is due to the following fact: to find out the password of
the user, they suffice to obtain the information stored in its smart card and read
the exchanged message between the server and the remote user. More concretely,
the problem with Chen et al.’s scheme is that whoever obtains these values of
N, and K; stored in U;’s smart card, the server’s response A;, and the part
of the user U;’s login message C7 can break the user U;’s password PW;. But,
our proposed scheme effectively defeats these kind of attacks mentioned above.
Even if the attacker obtains the information (i.e., N;) stored in the smart card
and the exchanged message between the server and the user, he/she can no
longer find out the password of the user U;. In the proposed protocol, the only
information related to passwords is N;(= g% @ h(PW;)), but because K; is
the secret information that the server only knows, this value does not help the
attacker to verify directly the correctness of guessed passwords. Thus, off-line
guessing attacks would be unsuccessful against the proposed protocol.

Impersonation attacks. Our scheme can resist two impersonation attacks,
a server impersonation attack and a user impersonation attack. Although the
attacker obtains the information (i.e., IV;) stored in the smart card, he/she can no
longer forge a valid response message (Dy, D3) or a valid login request message
(ID;,Cy,Cs5). Forging a response message is impossible because computing D3 =
h(D1, D2, B;) requires the knowledge of B; = C{L(ID""x) which in turn needs the
server’s secret value x. Forging a login request message is also infeasible. This is
because no one can compute Cy = A;* without knowing A;(= N; ® h(PW;)) or
equivalently knowing ¢/ P##) _Clearly, computing A; requires either the server’s
secret value x or U;’s password PW;. But since the attacker knows neither x nor
PW,;, he/she cannot compute A;. Therefore, the attacks given in Chen et al.’s
scheme will no longer be applied against our revised scheme.

Replay attack. In this attack, an attacker tries to replay messages partly
or completely obtained in previous session. If an attacker can impersonate an
authentication server or a legitimate user through this replay, then the scheme
is said to be vulnerable to a replay attack. Our authentication scheme provides
protection against this kind of replay attacks. Firstly, it is impossible for an
attacker to impersonate S to U;. Since U; chooses a random number a anew
for each challenge C; and Cs, the server’s response for one session cannot be
replayed for any other session. Following a similar reasoning as above, an attacker
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is also unable to impersonate U; to S by replaying any of user’s response sent
for previous sessions. Hence, our proposed scheme is resistant to replay attacks.

5 Comparison

In this section, we introduce the following seven security requirements for eval-
uating remote user authentication protocols using smart cards.

— RI1. The passwords or verification tables are not stored inside the computer.

— R2. The passwords are not transmitted in plain text on network.

— R3. The protocol should provide protection against replay attack.

— RA4. No one can impersonate a legitimate user to login the sever.

— R5. No one can impersonate an authentication server.

— R6. The protocol can achieve mutual authentication between an authentica-
tion server and a remote user.

— R7. The password cannot be broken by password guessing attack even if a
user’s smart card is lost.

Table 1. Comparison of security requirements between our protocols and previously
published two protocols

R1. R2. R3. R4. R5. R6. RT.

Linetal. [[4 N Y Y
Chenetal. f] N Y Y
Chang and Wu [4] Y N N

Our Proposed Y Y Y
Y: Yes, N: No

<z <
< ZZ =
<z 22
< Z 22

In the Table 1, we compare the proposed protocol with previously published
authentication protocols using the seven security requirements. It is easy to see
that our proposed authentication protocol can achieve all of the seven security
requirements. However, our proposed scheme increases the computational cost
considerably in comparison with previously published three protocols.
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