
Model-Driven Configuration of SELinux Policies

Berthold Agreiter and Ruth Breu

University of Innsbruck, Institute for Computer Science
A-6020 Innsbruck, Technikerstr. 21a

{berthold.agreiter,ruth.breu}@uibk.ac.at

Abstract. The need for access control in computer systems is inherent.
However, the complexity to configure such systems is constantly increas-
ing which affects the overall security of a system negatively. We think
that it is important to define security requirements on a non-technical
level while taking the application domain into respect in order to have
a clear and separated view on security configuration (i.e. unblurred by
technical details). On the other hand, security functionality has to be
tightly integrated with the system and its development process in order
to provide comprehensive means of enforcement. In this paper, we pro-
pose a systematic approach based on model-driven security configuration
to leverage existing operating system security mechanisms (SELinux) for
realising access control. We use UML models and develop a UML profile
to satisfy these needs. Our goal is to exploit a comprehensive protection
mechanism while rendering its security policy manageable by a domain
specialist.

1 Introduction

The pervasiveness of computing is constantly increasing. Its penetration does
not stop for highly critical applications, it is rather increasing (prime examples
being electronic medical records, telemedicine and electronic voting). Many ap-
plications even share the same security requirements, e.g. data may only be read
by specific users or certain users are not allowed to modify data in a database.

Furthermore, the level of protection also depends on the number of possible
ways to access data. E.g., when patient information is stored in plaintext but
only the editing application implements access control mechanisms, protection
is very low since an attacker is not forced to use this specific application. For
a comprehensive protection, all possible ways need to be considered to allow
usage only in desired ways, i.e. not only specific target applications need to be
constrained but also their environment.

This motivates the need for complete mediation. The overall goal is to protect
data so that it can only be accessed under certain circumstances [20]. SELinux
is an extension to the Linux kernel enforcing Mandatory Access Control (MAC)
[15] on kernel objects (i.e. files, sockets, descriptors, fifos etc.) upon each ac-
cess attempt. This means, its access control checks on system calls can not be
bypassed. It provides a centrally administered policy with security rules which
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must be followed by any subject. These rules may only be altered by a central
authority.

However, this poses a new challenge namely that the configuration of com-
prehensive security policies tends to be very complex. This is especially true for
SELinux since its Reference Policy already defines over 50 object classes with up
to 20+ permissions each. This results in the fact that policies are principally only
correctly manageable by (security) experts, except for smaller modifications. It is
however desirable that policies can be edited by domain experts since they know
the – possibly changing – security requirements of their system best. To counter
this issue, we propose to express policies in a more abstract way so that security
requirements remain clear without getting overloaded by technical details. Our
approach to policy modelling uses terms specific to the application’s domain so
that experts of this domain are able to express and understand the security re-
quirements. We demonstrate a possible solution by adopting methodologies from
software engineering, especially from model-driven development.

SELinux is an initiative originally initiated by the US National Security
Agency developed as an open source product with an active community [2].
It enforces MAC policies based on Type Enforcement. In this contribution we
show how it can be used for data protection against unauthorised access and how
to tackle the aforementioned policy configuration problem for domain experts.

By designing a configuration language specific to a target domain (e.g. health-
care, banking, e-government), we abstract from the underlying technical details.
Under the assumption that domain specialists know the security requirements
of their systems best, our approach enables them to build enforceable security
policies out of which security rules, being enforced by the target system, are
generated.

As abstraction necessarily means the omission of details, the creation of tem-
plates for policy generation is an important aspect of this contribution. The
result enables (e.g. software vendors) to develop large parts of a security policy
for their application and to include the possibility of end-user customisation.

The rest of this contribution is organised as follows: first, we shortly describe
how MAC frameworks protect sensitive data in Sections 2 and 3. Section 4
presents the components of the model-driven approach and defines a domain-
specific language. This language is used and refined in Section 5. We conclude
with a discussion on our prototypical implementation and related work (Sections
6 and 7).

2 Background

MAC frameworks for operating systems are gaining growing importance. They
are ideal candidates to enforce security requirements at the level of the operating
system. However, their enforcement logic resides within the kernel, which means
that such systems are mostly dealing with accesses to kernel objects. One reason
why policies for such systems are complex is the different semantics of the items
to protect and their according kernel objects.
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There are different access control frameworks realising MAC, all with sim-
ilar ambitions, but sometimes varying concepts of realisation (e.g. RSBAC [1]
[14], grsecurity1, SMACK2 etc.). SELinux, which implements the Flask archi-
tecture [24], makes use of LSM hooks [28] and is integrated in the Linux kernel.
This implies that some distributions already come with SELinux enabled and a
preconfigured policy.

The policy model of SELinux is a combination of Type Enforcement (TE) and
Role-Based Access Control. Access control functionality is split up between differ-
ent components [12]. The decision whether some subject is granted permission to
access an object, takes place in the so-called Security Server. Enforcement, how-
ever, is done by Object Managers (OM). Every object in the system is assigned
a security context – a label consisting of a user, a role, a type and optionally
security level information (user:role:type). SELinux further defines a number
of object classes. Every object class represents a specific kernel object (e.g. file,
process, socket, IPC etc.) and has its own OM. When an object is to be accessed,
its OM passes the security labels of the subject and object to the Security Server
and waits for a decision. The Security Server reports its decision back to the OM,
which enforces it. This decision is mainly based on the type-part of the security
context as the Security Server looks up the types of the object and subject (also
called domain).

There exist other MAC frameworks claiming that their policies are much easier
to configure than SELinux policies. In fact, they (e.g. SMACK and TOMOYO3)
define policies with much less objects and permissions. Hence, policies are smaller
and easier to create and understand. However, these advantages also reduce
flexibility. Opposed to that, SELinux is covering finer-grained access permissions.
Further, it offers the possibility to introduce new object classes and not only
enforce access control on kernel objects, but on any kind of logical object. This
comprehensive enforcement facilitates access control requirements along each
layer in the software stack if OMs are implemented there.

Model-driven techniques enable the consideration of security requirements in
early phases of system development and deployment [5]. The overall idea of
security (configuration) models is to use them for documentation purposes on
one side, but – and this is the point we are focusing on here – also for automated
policy generation and feedback channel on errors or exceptional events. Domain-
specific modelling techniques render configuration more accessible because it is
focusing on the exact core of a specific issue [22].

3 Protecting Data

Comprehensive data protection on a computer system requires a secure underlying
operating system (cf. [17]). Before we define domain-specific security policies, we
show how SELinux protects sensitive data by restricting access to kernel objects.
1 Available at http://www.grsecurity.net
2 Available at http://schaufler-ca.com
3 Available at http://tomoyo.sourceforge.jp
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SELinux already provides the complete architecture needed for enforcing ac-
cess control. The things left to be done are the configuration of a security policy
and the labelling of subjects and objects. The provided Security Server bases
its access decision on the label of subjects and objects. TE in SELinux is very
flexible [19] and provides transitions among types. An excerpt from such a policy
is shown here:

domain_type (docViewer_t )

domain_entry_file (docViewer_t , docViewer_exec_t )

#Domain transition to docViewer_t

domain_auto_trans (user_t , docViewer_exec_t , docViewer_t )

allow docViewer_t self:dir {read getattr search};

allow docViewer_t self:file {read getattr write};

libs_search_lib (docViewer_t )

libs_read_lib_files ( docViewer_t )

The policy shows a few macro calls and two allow rules. It is basically responsible
for allowing an application to be executed and to transition to its own domain
(docViewer_t).

For controlling access to certain objects, we assign each subject and object a
type and specify which types are granted which permissions on other types. This
is done via allow rules. In the above example one could for instance define a type
document_t and allow applications with type docViewer_t to read such labeled
files. As one can already imagine, this simple task may become error-prone
and cumbersome when permissions to different kinds of objects keep changing
constantly.

Another important point is that systems are potentially used by different
users. Users usually have different permissions. When a user logs in, it is as-
signed a security context depending on the system configuration. E.g. user Bob
is assigned the security context bob_u:admin_r:admin_t whereas user Charlie has
the context charlie_u:clerk_r:clerk_t.

As both subjects and objects are labelled, it can be decided who may access
which files and applications. With type transitions it is possible to change the
security context of a subject, i.e. a process:

type_transition clerk_t \

docViewer_exec_t : process clerkViewer_t

type_transition admin_t \

docViewer_exec_t : process adminViewer_t

The above stated rule specifies4 that when a user of type clerk_t executes a file
of type docViewer_exec_t, the executing process will transition to clerkViewer_t

by default (cf. Fig. 1). This allows to specify different permissions depending on
who executes an application.

4 The example is simplified in the sense that it only shows the default transition rule.
For such a transition to succeed the source type must have the permission to execute
files with the target type, the transition has to be explicitly allowed and the new
type must have the entrypoint permission to files with the target type.
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Fig. 1. Executing an application with different users results in different domains

These are the basic building blocks for constructing a comprehensive security
policy and its enforcement. There are further statements possible in an SELinux
policy which we will not go into detail here. The configuration of such a system
is basically about creating types for objects to protect, and granting permissions
to subjects on these types. This process is complicated by determining which
object classes are appropriate for the items to protect and the large semantic gap
between them. This semantic gap results from the fact that items one wants to
restrict access for by different users, usually have no one-to-one correspondence
to kernel objects. However, SELinux protects kernel objects. For example, in the
aforementioned policy excerpt consider a change that clerks should be allowed
modifying all tax statements and social security documents. For doing such a
change one would have to first find out which different types are used for these
documents, check to which object classes these types are assigned to, and finally
make these changes for all type/object class combinations. Furthermore, even if
such a one-to-one correspondence exists for some cases, one still has to “map”
logical objects (i.e. the protection items) to kernel objects manually. Hence, a
systematic approach is needed to make such a powerful protection mechanism
more viable.

3.1 Use Case

We present a use case based on the aforementioned policy statements. This
section roughly sketches how an according SELinux policy would look like. At
the end of this contribution this use case will be revised using the methodologies
and results developed throughout this paper to evaluate its advantage.

Alice is a physician working in a hospital. Every morning before Alice starts
her daily work she picks up one of the hospital’s mobile PCs. She uses it to enter
treatments when medicating patients. The data entered on the PC is synchro-
nised with the hospital database from time to time depending on the current
connection status. Continuous connection can not be guaranteed – especially
because Alice is also an emergency physician. The data on the mobile PC is
synchonised at the latest when it is brought back in the evening. Charlie is the
assistant doctor of Alice and is usually always with her. However, he is only
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allowed to view patient records but not to edit them. Every action on the PCs
is logged and the logs are protected against unauthorised modification.

Additionally, the hospital uses the patient records for scientific reasons to
evaluate which treatments or therapies are best to treat certain diseases. Of
course, these evaluations have to be anonymous so that when collecting statistical
data the personal data of patients remains undisclosed to scientific employees.

When additional security requirements have to be enforced in future, e.g.
pharmacists should be able to see prescriptions and mark them as “consumed”,
it is the hospital security administrator’s responsibility to make the necessary
changes. For this task she will have to deeply look at the current policy to find out
what has to be added or changed. A comparable task in software development
would be a modification of an application written by another developer without
having any documentation at hand describing the application.

4 Model-Driven Security Policy Generation

A direct shortcoming of existing techniques for SELinux policy creation is their
low level of abstraction. There is a large semantic gap between e.g. a medical
record containing personal information and a file inside a directory on the
filesystem containing this information. The policy writer needs to understand
the security requirements on the domain-side and transcribes them as security
rules in the policy. This is a cumbersome and error-prone task demanding ex-
perienced users. This task becomes even more complex when taking composite
elements into account, i.e. data elements containing other data elements with
different security requirements. The patient’s personal information is such a
contained data element in our use case, which should not be viewable by sci-
entific employees. We have developed a methodology how these policies can be
developed in a structured way. In the following, we assume the person creating
policies is a domain expert and we explain the identified components.

A technical implementation is an IT system supporting business processes of
a specific domain, e.g. healthcare. Internally, it is dealing with sensitive data
objects which here are the subjects of protection for the policy. A domain is
described by a domain model. This is an abstraction of a domain representing
the different data objects, how they relate to each other, how they are com-
posed and also in which ways they can be accessed. The elements of the domain
model are used to create a domain security model (DSM) by a domain expert.
The specification of a DSM is manageable by domain specialists because it is
a relatively simple language (role-application-permission assignment) for stat-
ing security rules, and its subjects and objects are directly stemming from the
domain model. Because an enforceable policy should be created ultimately, the
domain model needs to be enriched by security knowledge. This is done via
templates which are created by a security expert. Templates contain information
about how to allow specific actions on data objects. They are always created for
a particular technical implementation, i.e. templates for one specific action are
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Fig. 2. Components describing the creation of a security policy

different depending on whether a medical record is persisted in a simple file or
in a database. The information provided by the DSM and the templates is used
by a policy generator to produce the final policy. Figure 2 depicts the different
connections among these components.

The templates are stored in a template repository which is accessed by the gen-
erator when a policy is generated. Each template defines how to allow a specific
action, e.g. allow modification of personal data in a medical record. The num-
ber of the templates may grow over time while policies for new applications are
defined or new permissions are added. However, they remain unchanged when
security requirements in the DSM are changed. The connection between tem-
plates and DSM elements is established via the domain model. This is explained
in more detail in section 5.

The core of our development is the DSM. The domain expert (e.g. domain
administrator) is not editing SELinux policies directly where it would be nec-
cessary to know the technical details about which OS- and application-objects
are used. Instead, the security policy is developed in a more abstract way and
with domain-based concepts. Domain specific expressions used in the DSM can
be tailored towards any domain where such policies are useful. This practically
means that the words and expressions used in the DSM directly stem from the
application domain.

Using an abstract security policy language has two major advantages:

1. The domain-specific security policy configuration renders security config-
uration more accessible to non-framework experts, hence end-user policy
adaptation is becoming much more realistic.

2. A methodology to clearly classify domain-specific resources, applications and
corresponding permissions is provided, i.e. the domain model. This struc-
tured methodology helps defining policy templates. Its creation is much more
manageable than creating a whole policy from scratch and the model helps
to distinguish responsibilities.
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4.1 The Policy Model

Most of the current security models5 define access restrictions by associating
permissions for a subject to an object [21]. Often this assignment is further re-
fined with constraints. As we use SELinux to express our enforcing policies, a
subject is represented by a process running on behalf of a certain user. Objects
are SELinux specific object classes and they are assigned permissions. This in-
terpretation of role-based access control can be expressed in our DSM. However,
in our case the role-permission assignment of RBAC is implemented using type
enforcement [4].

Fig. 3 illustrates the abstraction from type enforcement policies and the domain
security model. This abstraction reflects the different interpretations of subjects,
objects and permissions regarding the different policy specification languages.

Fig. 3. Abstraction from SELinux policies while still adhering to its policy principles

In a nutshell, the definition of permissions in the DSM results in a number
of SELinux permissions. The SELinux permissions are granted on objects of the
technical implementation which are represented by the according elements in the
domain model. To exemplify this correlation, consider the permission modify on
medical records mapping to low-level permissions like the action to open, read

and write the according files. The term object from the domain point of view
can be mapped to a number of different SELinux object classes. Consider for
example an object hospital network mapping to a number of internal network
nodes within a hospital. SELinux further allows to introduce new objects and
permissions. This allows for the enforcement of access control rules also in user-
land and not for kernel objects only. For subjects, a simple one-to-one mapping
is not sufficient, because in terms of SELinux, a subject is a process. For DSM-
modelling, however, processes are irrelevant. Here one only needs to express
which user/role is granted certain permissions. Hence, to establish a connection
between users in the DSM and processes in the low-level policy we combine
roles and applications. This means that a user executing a specific application6

5 Note that here the term model is different from the rest of this paper since it refers
to the approach for an access control system and not a system description like a
UML model.

6 Regarding the operating system this is a process and a nice mapping for this cir-
cumstance can be found for SELinux. We omit the details here.
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is granted permissions on certain objects. This completes the basic building
blocks of the DSM we are stacking upon SELinux policies. Section 5 will further
elaborate on the area of conflict between these two levels.

In short, every model element of our resulting DSM, i.e. roles, application re-
sources and permissions, abstracts from the low-level SELinux policy statements
and hides them. This way, the policy remains independent of the underlying
SELinux policy statements and the enforcement capabilities of the underlying
architecture, e.g. if Userspace Object Managers like SEPostgreSQL7 or XACE
[27] are used. Moreover, it introduces its own terminology since the naming of
model-elements is left to the designer of the domain model (see Section 4.2). The
template dictates the exact low-level policy statements and is thus responsible
for how the DSM statements are really enforced. The same DSM may result in
different SELinux policies on different systems if the templates are different.

4.2 The Domain-Specific Model

For a comprehensive definition of a domain-specific language (DSL) [25] we de-
fine a metamodel describing the different model elements and how they can
be used. In the present case, the domain model consists of resources, applica-
tions and permissions on these resources. A resource is the abstract form of
an object, e.g. HealthData (resource) for medical records (object) or AdminData

(resource) for files containing logs (object). The metamodel further defines the
abstract syntax for the DSM. It formalises domain security concepts and pol-
icy elements and makes this information accessible to tools so that it becomes
machine-processable. The remainder of this section describes the UML profile
for (1) the domain model and (2) the DSM.

Defining the DSL: The metamodel basically consists of two different parts
which abstract different information: domain abstraction and policy abstraction
(see Fig. 4). The domain abstraction describes terms and properties of the target
domain, e.g. healthcare. This part of the metamodel is used to define the domain
model. Conversely, the policy abstraction represents how to formulate rules in
the DSM, i.e. this is the syntactical part of the developed modelling language.
Since a DSM describes elements of a target domain, there exist relationships
between the two abstractions.

The Policy Abstraction mostly represents the abstract syntax of the DSM.
It defines Rules, which associate an Application to a number of Permissions. Note
that unlike RBAC, we are not just assigning permissions to roles directly, since
we also want to constrain how (i.e. with which application) a certain object is
accessed. This necessity is due to the nature of SELinux as described before.
To grant a user the permissions of such a rule, its Role is assigned to it. This
metamodel only supports positive rules and any non-stated permission is denied
by default. This is also how SELinux enforces policies.

7 Available at http://code.google.com/p/sepgsql/
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Fig. 4. The security metamodel as UML profile

There are two links which connect the DSM to the domain model: an appli-
cation in the DSM is of a certain ApplicationType and each permission is of a
certain PermissionType. This way it is possible to use every model element of the
domain model in the DSM.

The Domain Abstraction is a formalisation of the different objects and
their permissions. PermissionTypes are part of a general ObjectType. This in-
dicates that certain operations on objects need permissions, e.g. view a med-
ical record. There are two different kinds of ObjectTypes: ResourceTypes and
ApplicationTypes. The former represents data (e.g. medical record, calendar en-
try, logfiles etc.), whereas the latter represents applications (e.g. wordprocessor,
email client etc.). One crucial property of ResourceType is that it defines a con-
tainment relation to itself. This indicates that a resource may be subdivided into
an arbitrary number of subresources, each with its own permissions. Further, re-
source types have a tagged value securityClass. This is used in the domain
model to establish the link between domain model objects and their concrete
realisation in the technical implementation, i.e. the SELinux object class. The
reason why applications are here distiguished from resources is that they pos-
sess no containment relation. ApplicationTypes can however have permissions
because applications can for instance communicate with other applications (e.g.
via IPC or D-Bus).

Before ObjectTypes and Permissions can be used in a DSM, concrete repesen-
tations need to be created. The result of this is the domain model and as already
mentioned this can be done by a domain expert. A similar technique of sepa-
rating different aspects of a system into distinct models and eventually combine
them has already been successfully applied in our previous work (cf. [10] and
[11]). This domain-tailoring is done by instantiating metamodel elements, or in
our case applying stereotypes accordingly. The hierarchy of objects for a specific
domain is composed of a number of elements representing a ResourceType.

Fig. 5 shows an example for resource types in the healthcare domain. The most
general object is HealthData. It defines different specialisations of health data.
The semantics of the inheritance relationship between object types is the same
as in object oriented design, i.e. derived object types preserve polymorphism.
This means that if a certain subject is granted a permission on a HealthData
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Fig. 5. ResourceTypes provide a containment and inheritance relation. Permissions
are directly associated to a resource type.

resource, the same subject is also granted this permission on any resource derived
from HealthData (e.g. Logs, HealthRecord, PsychologicalRecord, etc.) although its
concrete manifestation may be different for a subresource if a different template
is used to generate the SELinux rules.

The functionality of inheriting granted permissions among objects is not in-
tegrated as-is in SELinux. It is however possible to assign attributes to SELinux
types and emulate such behaviour. The following listing defines the types for
some of the resource types of Fig. 5 and grants processes with type someApp_t

to read files inheriting from resource type adminData only.

# Type and attribute definitions

type adminData_t , adminData , healthData ;

type logs_t , adminData , healthData ;

type schedule_t , adminData , healthData ;

type medicalRecord_t , healthRecord , healthData ;

...

# Rule

allow someApp_t adminData : file read;

Note that the previous listing and the model depicted in Fig. 5 are descriptions on
different abstraction levels. The model is one artefact which is used to generate
such enforceable policies.

Fig. 5 shows that a HealthRecord has a special part with additional access
restrictions – the resource type PersonalInformation. The PermissionTypes of
contained ResourceTypes do not depend on their containers.

Models for ApplicationTypes are very similar. As there can also be a hi-
erarchy (inheritance relation) of applications, the DSM allows for specifying
rules like “with all Applications of a certain kind, a user is allowed to modify

MedicalRecords.”
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5 Policy and Template Creation

The missing piece for completing the big picture of model-driven SELinux policy
creation are the templates. The basis for their creation is the existence of a do-
main model with associated security classes (cf. Fig. 6). Templates are created by
a security engineer and knowledge about low-level enforcement is neccessary. In
this step, one defines the mapping from PermissionTypes to enforceable SELinux
rules. Each PermissionType is inspected separately and for each security class of
the according object type its enforcement rules are defined. The security engi-
neer sees which items are still unhandled since the object- and permission types
are denumerable. In the end, each PermissionType is assigned a template so that
the generator is able to create the policy. It is furthermore possible to integrate
other statements about the source or target types into a permission template,
similar to m4 macros in the current SELinux Reference Policy. This aspect is
out of scope of the present contribution.

Conceptually, this means for each ObjectType the security engineer provides
the semantics of any permission. Practically, this is done by assigning allow-
rules to every security class/permission combination for each ObjectType. Table 1
demonstrates how these assignments could look like for HealthData in Fig. 5.
The example assumes that objects labeled as type HealthData are either files or
filesystems.

The security engineer iterates over the whole object type hierarchy and de-
fines how every permission should be enforced for every object class. As already
mentioned, permissions are inherited by super-object types, and their realisation
can be further refined in derived object types.

Fig. 6. The whole lifecycle from modelling to deployment. Denials in logs possibly
trigger DSM changes by an administrator.

Table 1. Exampe SELinux permission assignments for HealthData

file filesystem

read getattr read mount remount

link getattr quotaget

modify getattr append mount remount

unlink write create getattr associate
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The present approach of template creation allows for a clear separation of
the tasks where SELinux knowledge is necessary and where it is not. This is
already an improvement compared to direct policy editing. However, an even
more automatable technique still remains to be found. One possibility could be
to use tools like audit2allow – which generates allow rules out ouf denial logs
– and create templates out of its output. This is left for future work.

5.1 Policy Creation

After the templates creation all prerequisites for policy generation are met. The
DSM – created by a domain expert – can be realised in different ways: either as
a graphical or a textual representation based on the same abstract syntax (cf.
section 4.2). Fig. 7 depicts a graphical DSM based on the UML profile developed
in this work for the use case example of Section 3.1.

Fig. 7. Example security policy with three rules assigned to a physician

For generating a policy, the generator fetches the corresponding templates
and assembles them to the policy implementing the requirements of the DSM.
After the generation process, the policy is ready to be deployed on the target
system.

When certain actions are denied, the deployed policies produce logs/events.
These logs are collected and may be re-used by the security engineer to re-check
the DSM or templates. Extracting valuable information out of the logs and use
it either for enhancing the DSM or for auditing purposes is subject of future
work. The basic idea is to use the model not only as a means of configuration
but also as a feedback channel to highlight possible errors or at least the reason
for some denials.



900 B. Agreiter and R. Breu

6 Implementation

The prototypical implementation of this work consists of two parts: a DSM editor
with functionality to generate policies (cf. Fig. 8) and the enforcement target
architecture. The policy editor was built using the generator framework ope-
nArchitectureWare8 (oAW). Our predefined security metamodel has been used
to generate the textual editor and concrete syntax. For the sake of simplicity,
templates are defined in oAW’s own template language and no guided template
creation functionality was built. To create a policy with our editor, one has to
first import or create all necessary policy templates. The generated output is
a loadable policy module which can be deployed on systems where SELinux is
enabled. If the objects are not yet carrying the right security label, they need to
be (re-)labeled with tools provided by SELinux.

Fig. 8. Domain security model editor showing a textual security policy for hospitals

Enforcement logic is not necessarily residing inside the kernel only. In our use
case we make use of the possibility to extend SELinux with additional object
classes (personalInfo). Object managers for such classes usually run in user-
land. SELinux already provides means to easily query access decisions from the
Security Server. In our example, the application accessing PersonalInformation-
objects has to enforce the according decisions. We claim that this layer separation
has to be taken into account to comprehensively enforce security requirements.
Each layer accomplishes a specific task and hence has a specific view on data
(cf. [7]).

The enforcement of security requirements inside a userspace application im-
plies modifications to that application. To simplify the modifications on the
userspace application we defined some helper methods to keep a clean separa-
tion between access control functionality and business logic. A simple example
for the method adding prescriptions to a medical record is shown here:
8 Available at http://www.openarchitectureware.org
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def addprescription (self , prescription ):

if PermissionChecker .checkPermission ( \

prescription .securityLabel , \

prescription .securityClass ,"create"):

# do norma l work o f f u n c t i o n . . .

We are currently extending our approach to check such permissions via aspect-
oriented programming [8]. This keeps the security-relevant code separated from
business functionality.

Another important point is that despite the fact that our prototype only uses
two enforcement points, the approach is not limited to that. An existing appli-
cation making use of this functionality is XACE which confines actions of the
XServer. This further expands the possibilities of technically enforceable security
requirements. Concretely, this allows to create policies so that no screenshots can
be taken from windows showing patient records. All these enforcement rules can
be subsumed under high-level security requirements stated in the DSM.

7 Discussion and Related Work

This contribution tackled the problem of complex SELinux policy configuration.
First, we identified that the challenge is the semantic gap between the policy
and the domain objects. Then the different components for making the task
more manageable via a model-driven approach were developed, together with a
UML profile for expressing the domain model and the domain security model.
An approach for developing the necessary policy templates has been proposed
which is based upon the domain model. The work presented a structurised way
of policy generation and a clear separation of responsibilities among a security
specialist and a domain expert.

A use case from the healthcare domain has been presented and the developed
approach has been applied to it. Assuming the necessary policy templates are
available, this model can be used to generate an enforceable SELinux policy.

The most error-prone task in this process is still the construction of adequate
policy templates. This issue was tackled by structurising it. This makes the pro-
cess more amenable to tool support, however, understanding of the underlying
technology is needed for this task. We think this is an important improvement
compared to current low-level policy configuration as it avoids the need to di-
rectly edit SELinux policies. Nevertheless, this is an interesting direction for
future research.

A question left open in this contribution is how to check the quality and
correctness of a generated policy. There is already existing work on how to
analyse a generated policy (e.g. [13] and [9]). We are also currently working
on our own analysis and consistency-checking method since the existing work
mostly takes low-level information flow policies into account and neglects logical
objects, which is one of the key benefits in our configuration approach.

Since the concrete SELinux policy is generated, our policy creation method
is very flexible and demands no user experience with SELinux by the person
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creating the security model, which was one of the stated goals. One of the most
promising areas of application is the end-user (i.e. domain expert) adaptation of
security policies.

A related approach for the user-guided and semi-automated policy genera-
tion of SELinux policies can be found in [18] and [23]. The Polgen-tool pro-
cesses traces of the dynamic application behaviour and observes information
flow patterns. It has a pattern-recognition module and creates new types ac-
cording the patterns it detects. The policy generation process is interactive and
human-guided. In contrast to this we do not aim at creating SELinux policies
by observing dynamic application behaviour. Our efforts are towards building a
policy generation framework for a specific domain, based on abstract domain-
level security concerns and which is easily adaptable by domain specialists. The
tools mentioned could however be of great use for creating templates. Another
helpful tool in this regard is audit2allow which generates allow rules out of
previously logged denials.

Another related approach can be found in Tresys Cross-domain Solutions
(CDS) [26]. To the best of our knowledge it is the only approach apart from ours
using graphical models for policy specification. The CDS Framework Toolkit is
focusing on cross-domain solutions and not on protecting sensitive data. It deals
exclusively with information flow between different applications and networks.
The CDS Framework remains very technical although it is using graphical mod-
els. Our approach strives to abstract from technical policy configuration and
makes it accessible to domain experts. This directly addresses the much criti-
cised configuration complexity of SELinux and renders this issue manageable by
end-users. To the best of our knowledge there is no other work aiming at the
connection of SELinux objects and logical items to protect for comprehensive
access control.

In [16] and [5], the authors introduce the concept of Model Driven Security
for a software development process that supports the integration of security re-
quirements into system models. The models form the input for the generation
of security infrastructures. However, the approach focuses exclusively on access
control in the context of application logic and targets object oriented platforms
(.Net and J2EE). Although the initial motivations – namely the “bringing to-
gether” of system models with security models – are similar our approach differs
in the sense that we are not generating a security infrastructure, but generat-
ing policies. Furthermore, we also tackle the problem of template generation
which is often not referred by other authors. Another difference to our work is
that we target security requirements at various layers of the software stack, the
application layer being one of them.

This contribution is a consequent advancement of our previous work on model-
driven security. The SECTET Framework provides a target architecture and a
model-driven configuration methodology for securing inter-organisational work-
flows [6] [10]. However, the security infrastructure is located at the application
level only in that case. The present work is able to secure the peers in this inter-
action in a comprehensive way to expand the security infrastructure up to the
endpoints [3] and set up a Trusted Computing Base.
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