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Abstract. Non-functional requirements (NFR) such as network security 
recently gained widespread attention in distributed information systems. 
Despite their importance however, there is no systematic approach to validate 
these requirements given the complexity and uncertainty characterizing modern 
networks. Traditionally, network security requirements specification has been 
the results of a reactive process. This however, limited the immunity property 
of the distributed systems that depended on these networks. Security 
requirements specification need a proactive approach. Networks’ infrastructure 
is constantly under attack by hackers and malicious software that aim to break 
into computers. To combat these threats, network designers need sophisticated 
security validation techniques that will guarantee the minimum level of security 
for their future networks. This paper presents a game-theoretic approach to 
security requirements validation. An introduction to game theory is presented 
along with an example that demonstrates the application of the approach. 
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1   Introduction 

In recent years organizations have experienced the explosion of attacks on their 
information resources. Among all these attacks, computer virus poses a major threat to 
the information security for business effectiveness. According to the Computer 
Security Institute (CSI) [8], viruses constitute the principal cause of financial losses 
among computer security incidents in organizations. Given this, there is a major need 
to understand and control virus behavior in network-centric information systems. A 
computer network is defined as the purposeful interconnection of computer nodes for 
the efficient and effective interchange of information. Network security consists of the 
provisions enforced in a computer network that aim to protect the network and its 
resources from unauthorized access. The recent growth of public networks such as the 
Internet made this requirement even more critical. However, the dynamic 
characteristics of contemporary networks combined with their increased size creates an 
extra challenge for the network designers. This area of research has gained 
considerable popularity due to the implications it has on users’ satisfaction and 
business reputation. Therefore, being able to quantify the security performance of a 
future network early in the design phase is of vital importance. The need to validate 
security requirements early has been addressed also by Lamsweerde [3] and Crook [1].  



260 V. Papadopoulou and A. Gregoriades 

Security as an NFR is influenced by functional aspects of the system. Unlike 
functional requirements, which can be deterministically validated, NFRs are soft 
variables that cannot be implemented directly; instead, they are satisfied [??] by a 
combination of functional requirements. NFRs define the overall qualities or 
attributes of the resulting system and as such place restrictions on the software 
product being developed. Typical approaches to validating NFRs include, formal 
methods, prototypes and system simulations [2] and use of scenarios. Scenarios 
describe all the states that the network could have, given all the combinations of 
attack behaviours of the viruses. Specifically, the application of scenarios-based 
approaches highlighted the problem of having too many scenarios to analyse. This 
paper addresses this problem through Game Theory. Specifically, we reduce the 
complexity of the solution space to a manageable set and hence escape from the 
problem of evaluating too many scenarios.  

2   Game Theory 

Game Theory attempts to mathematically model the rational behavior of actors in 
strategic situations. In such situations actors success depends on the choices of others. 
Most of the existing and foreseen complex networks, such as the Internet, are 
operated and built by thousands of large and small entities (autonomous agents), 
which collaborate to process and deliver end-to-end flows originating from and 
terminating at any of them. The distributed nature of the Internet implies a lack of 
coordination among its users that attempt to maximise their performance according to 
their own parameters and objectives. Recently, Game Theory has been proven to be a 
powerful modeling tool to describe such selfish, rational and at the same time, 
decentralized interactions. Game Theory models such interactions as players with 
potentially different goals (utility functions), that participate under a common setting 
with well prescribed interactions (strategies), e.g. TCP/IP protocols. The core concept 
of Game Theory is the notion of equilibrium that is defined as the condition of a 
system in which competing influences are balanced. 

A game, expressed in normal form is given by a tuble G=( M,  A, {ui}), where G is 
a particular game, M is a finite set of players (decision makers) {1,2,…,m}, Ai is the 
set of actions available to player i, A = A1 × A2 × ⋅⋅⋅× Am  is the action space, and {ui} 
={ u1 , u2 , ui , um} is the set of objective functions that the players wish to maximize. 
For every player i, the objective function, ui, is a function of the particular action 
chosen by player i, ai, and the particular actions chosen by all of the other players in 
the game, a-i.  

From this model, steady-state conditions, known as Nash Equilibria [6] are 
identified wherein no player would rationally choose to deviate from their chosen 
action as this would diminish their payoff, i.e. ui(a) ≤ ui(bi, a-i)  for all i, j ∈ M. Nash 
equilibria model well stables states of a network, since if the network reaches such a 
configuration, most probably it would remain in the same configuration, since none of 
the involving entities has a motivation to change his status in order to be more 
satisfied.  
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3   The Method 

To assess network security, we represent the problem in the form of a game between 
attacking and defending entities [4,5]. When the network designer thinks like an 
attacker, he/she engages in a game. Finding and evaluating equilibria between 
attackers’ and defenders’ strategies provide the means to evaluate the network’s 
security. This information can be provided during the design phase of a prospective 
network and hence, enables the designer to opt the network features accordingly. 
Hence, identifying and subsequently evaluating Nash equilibria in prospective 
networks can help to validate prospective networks’ security. However, evaluating 
security requirements in the design phase, prerequisite that we capture the network’s 
behaviour for all possible types of assaults. These combinations constitute a high 
number of possible test scenarios. Therefore, to evaluate the security performance of a 
prospective network we need to assess it against each scenario. Scenarios became a 
popular method for validating NFR [2] where each corresponds to a set of situations 
that might occur during the operation of a system. Application of scenarios in 
requirements validation has been performed by a number of researchers [2]. The main 
problem remaining in requirements validation using scenarios is the specification and 
subsequently the analysis of a large set of test cases. The large set of scenario 
variations needed to validate NFRs, overloads the requirements analysis task. On the 
other hand, automated support for the scenario generation proved to be a vexed 
problem due to the exponentially large set of possible variations that needs to be 
examined [2] for the NFR to be guaranteed. An approach that makes this problem 
tractable is the one described. In particular, we manage to significantly reduce the 
number of scenarios needed to validate the NFRs by investigating only stable network 
states (configurations). Actually, our method is of polynomial time complexity 
compared to the size of the proposed network. Stable configurations describe the most 
likely states that a network could be in. Thus, by examining network security for only 
such states, we manage to ensure a satisfactory NFR almost always. Such states are 
captured through Nash equilibria [6] profiles of the modelled game. Thus, instead of 
evaluating all possible combinations of network configurations and attacker and 
defender strategies we only concentrate on  Nash equilibria to assess network security.  

Our approach is composed of the following three steps:  

1. Initially the network designer specifies quantitatively the required level of 
security he wishes to achieve in the future network.  

2. Next, security requirement of the prospective network are modeled in the form 
of a game using a graph. In particular, we represent the network’s topology 
using a graph and adopt the security game introduced in [4]. Security threats and 
the potential defense mechanisms are realized using a set of confronting players 
on a graphical game. It is assumed that the prospective network satisfies some 
common topological properties. Furthermore, we make some typical 
assumptions on the attacks that may appear in the network. Moreover it is 
assumed that we have no prior information on how the attackers behave. Thus, 
we assume that attacks on the network nodes follow a uniform distribution with 
equal probability of attacking each node. Game theory also requires the 
specification of the defenders behaviour or mechanisms. This constitutes the 
functional immunity requirements of the proposed network.  
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3. Finally, analyse the identified Nash equilibria. For this we use prior knowledge 
from [4,5] to measure the security guarantee of the prospective network.  

4   Application of the Method 

Assuming that we want to validate the security of the network depicted in Figure 1. 
The required level of the networks security is initially defined quantitatively. Finding 
equilibria through Game Theory enables the designer to identify “stable” network 
configurations that archive the required level of security. This task is performed 
analytically.  The approach is based on the notion of scenarios [2] that correspond to 
possible configurations of attackers and defenders on the network. The use of Game 
Theory enables us to reduce the complexity of this process by analysing only 
scenarios that both attackers and the defender would choose given that they act 
rationally and hence, engage in actions that maximizes their benefit. Through game-
theoretic analysis strategies of both attackers and the defenders that maximize their 
individual benefits are identified. Finding and assessing equlibria among these 
strategies enables the assessment of prospective network’s security. Next section 
illustrates the application of the method.  

4.1   Network’s Topological Specification 

The prospective network N consists of a number of nodes, n, representing a set of 
routers, and a set of communication links E between the nodes of the network. 
Moreover, it is assumed that the network satisfies the hit-all property. Hence, there 
exists a subset of links E′⊆E such that each node υ of the network is ”hit” (incident) 
to exactly one link of the set E′. Network topologies that satisfy this property can be 
build and identified  in polynomial time [16]. Such a set is called a Perfect Matching 
of the network. We call such a network a hit-all network. For example, the network of 
Figure 1(a) is a hit-all network.  

 

                                (a)                                                           (b) 

Fig. 1. (a) A hit-all network. The thick links, edges e1, e2,    e3, constitute a hit-all set for the 
network since they hit all nodes of the graph. (b) A configuration of a hit-all network that 
satisfies the network security specifications and requirements:  The network has 3 
attackers, x1, x2,    x3, each targeting each node of the network with equal probability 
1/6. The defender is located on each one of the edges e1, e2,    e3 with equal probability 
1/3. Therefore, the assessed security here equals to 25%. 
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We remark that this network’s topological specification is realistic and we the 
reasoning is briefly explained here. Graph Theory [7] suggests that the networks 
excluded from the specified network family, the hit-all-networks, are those networks 
that contain nodes which are end points of a star subgraph of the whole network. 
Those nodes are connected to the rest of the network only through the center node of 
the star that they belong to. So, one could consider them as being not important and 
hence ignore them. Thus, the hit-all-networks we assume here represent the most 
important topological part of a common network.  

4.2   Network’s Security Specifications 

Network security requirements specification is defined using the common process 
employed in critical systems specifications. The process consists of the following 
stages:  

A. Asset identification: This step addresses the identification of the assets of the 
network that needs to be protected. In our case, the assets of the network are the 
nodes of the network. In the most general case, all nodes are of the same 
importance. A node is considered protected or secure if a security software is 
installed on that node. Otherwise it is considered vulnerable to attacks.  

B. Threat analysis and assignment: This step addresses the identification of the 
possible security threats. These constitute the viruses, worms, Trojan horses and 
eavesdroppers which are described as attacks that target the nodes of the 
network. At any time there is a maximum number of attackers, ν, that may be 
present in the network. Each of them damages nodes that are not protected. In 
the most general case, we have no information on the distribution of the attacks 
on the nodes of the network. So, we assume that attacks will follow a uniform 
distribution, which is quite common in such cases. We call such attacks uniform 
attacks.  

C. Technology analysis: This step concentrates on the analysis of available security 
technologies. One major security mechanism for protecting network attacks is the 
firewalls that we refer to as defenders. In distributed firewalls [8] the part of the 
network protected is defined by the links that the defenders protect. The simplest 
case is when the sub-network is a single link with its two nodes. In ideal situation 
the easiest would have been to install software protection in all links of the 
network. However, due to the financial costs of security software defence 
mechanisms are only used on a limited part of the network.   

D. Security requirements: the final step of the security specification process 
includes the definition of the security requirements that will protect the network 
against the identified threads. Given the above, in this example we assume that 
the prospective network will be supported by a single security mechanism, 
denoted as d, which is capable of cleaning a network link at a time. The position 
of the defender on the network’s nodes is such that satisfies the hit-all property. 
Security Requirement Validation. 

The assessment and subsequently the validation of security requirements in our 
method necessitate a game theoretic analysis of the problem. Next, we present the 
tools necessary to evaluate the security level of the prospective network and finally 
utilize them in order to validate the security requirement specified by the designer. 
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4.2.1   Game Theoretic Modeling 
Network’s topological and security specifications are modelled according to sections 
4.1 and 4.2  using the graph-theoretic game introduced and investigated in [4,5]. The 
game is played on a graph G representing the network N. The players of the game are 
of two kinds: the attackers and the defender players. The attackers play on the 
vertices of the graph, representing the nodes of the network and the defender plays on 
the edges of the graph, representing the links of the network.  

The prospective network’s configuration s of the game is defined by (i) the 
locations of the attackers and (ii) the location of the defense mechanism. The 
positioning attackers and defenders on the network follow a probability distribution 
that defines the likelihoods of each attacking or defending a node or a link 
respectively. When attackers target more than one node based on a probability 
distribution and defenders protect more than one link given another probability 
distribution, the configuration is defined as mixed configuration. Figure 1(b) 
illustrates a possible configuration for the network. The network satisfies the 
specifications as defined in Section 4.1. Furthermore, notice that the configuration 
satisfies the network security specifications of Section 4.2 (A-D): According to this 
specifications attackers, hit any node on the network uniformly at random, i.e. with 
probability 1/6, given that the number of nodes is 6. Moreover, the defense 
mechanism chooses to defend the links of E′= { e1, e2,    e3} uniformly at random, 
where the set E′ constitutes a Perfect Matching, where the edges of the defenders 
have no common vertices.    

4.2.2   Security Assessment 
To evaluate network security we assess the security level of stable configuration of 
the game similarly with [4].  Consider a mixed network configuration s. Let sd be the 
edge selected to being defended by the defender of the resulting respective game 
defined above. For each attacker i∈[ν], let si be the node in which the attacker strikes. 
We say that the attacker i is killed by the security mechanism if the node si is one of 
the two endpoints of the link sd being defended by the security software. Then, the 
defense ratio [4] of the configuration s, denoted by rs  is defined to be as follows, 
when given as a percentage:   

.
s

rs 100
inkilledattackersofnumberexpected ×=

ν
 

Hence, the optimal defense ratio of a network is 100% if the security software 
manages to kill all attackers. The larger the value of rs the greater the security level 
obtained.  

This approach, enables the quantification of security of a perspective network 
using only examining stable configurations. A network whenever reaches a stable a 
configuration tents to remain in the same configuration. This is due to the fact that in 
such configurations no single player has an incentive to unilaterally deviate from its 
current strategy. So, such configurations constitute the most probable states of the 
network. Therefore, we escape from the NP-hard problem of having to assess each 
possible configuration or scenario. We model stable configuration as Nash equilibria. 
We evaluate the network security level based on a representative stable configuration. 
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Therefore, through this process we manage to quantify the security level of the 
prospective network given a representative set of stable configurations.  

4.2.3   A Game-Theoretic Validation 
Given specific network configurations the method provides a mechanism to easily 
estimate the security level of a prospective network using the following theorem.  

Theorem 1. [4] Consider a hit-all network N with n nodes and the network security  
specifications indicated by items A-D in section 4.2. Then the network contains a 
stable configuration s (i.e. a Nash equilibrium) s with level of security given by the 
following formulae:  

.rs 100
2 ×=
n

 

Therefore, based on the above, the network of Figure 1(b) has security level equal to 
2/6×100=33%, since n=6. This designates that the level of security is 33% given the 
functional requirements specified in configuration s. This assessment indicates that 
the NFR specified by the designer is not satisfied using the prescribed functional 
requirements of the network. Hence, the network specification needs to be revised and 
the security NFR reassessed, prior to proceed to the implementation of the network.  

5   Discussion and Conclusion 

Security requirements validation is typically performed through security-specific 
testing. This process is performed in addition to the traditional types of system testing. 
In this approach, test cases are usually based on abnormal scenarios that describe 
situations that the network will be called to face. This is analogous to test cases 
developed for use case based functional testing. These techniques however are mostly 
based on a reactive paradigm rather than proactive. Moreover, for these to be 
effective, it is required that a model of the prospective network is developed in a 
simulator based on which security can be validated. Most importantly, concentrating 
only on abnormal scenarios limits the effectiveness of the security validation process. 
Ideally, validation should be performed on all possible scenarios. However, 
examining all possible scenarios [2] in order to validating security requirements 
constitutes a highly complex (thus, inefficient) and sometimes infeasible task. In this 
work we manage to accomplish this process in only polynomial time. This is achieved 
by considering only stable configurations of the system, that we model using Nash 
equilibria. In this context, the method presented in this paper constitutes a novelty in 
validating security NFR through game theory.  

The approach presented in this paper is original in security requirements validation 
since it formally mimics the rationale of the network security problem in a game of 
attackers and defenders. The application of Game Theory enables the identification of 
equilibria among the network’s defenses and the attackers strategies and as a result 
enables the validation of a prospective networks security NFR using only a limited set 
of test scenarios. The method usage has been elaborated in a case study that explicitly 
demonstrates the core steps of the process for validating security requirements. The 
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initial results of this work are encouraging and we are currently looking at techniques 
to automate the equilibria identification process through the application of systems 
thinking and system dynamics simulation. Despite its advantages our methods has a 
number of limitations. Specifically, the assumption that the probability distribution of 
the attackers’ placements on the network is expressed uniformly corresponds to 
simplified problem scenario. However, there are cases, where prior knowledge of the 
attackers’ behaviour is available. This would lead to different distribution of attacks 
on the network which subsequently can be utilized to come up with a different 
defence mechanisms so that to obtain a better security level. Moreover, in our method 
we assume that only a single defence mechanism is present in the network. However, 
in large networks usually more than one defence mechanisms are available; although 
almost always they still can not guarantee absolute network security. As a future 
work, we plan to utilize other theoretical games   that model such scenarios and 
exploit their analysis in order to provide security requirements validation for more 
complex networks.    

References 

[1] Crook, R., Ince, D., Lin, L., Nuseibeh, B.: Security requirements Engineering: When Anti-
Requirements Hit the Fan. In: Proceedings of the 10th Anniversary IEEE Joint 
International Conference on Requirements Engineering, pp. 203–205. IEEE Press, Los 
Alamitos (2002) 

[2] Gregoriades, A., Sutcliffe, A.: Scenario-Based Assessment of Non-Functional 
Requirements. IEEE Transactions on Software Engineering 31(5), 392–409 (2005) 

[3] van Lamsweerde, A.: Elaborating Security Requirements by Construction of Intentional 
Anti-Models. In: Proceedings of the 26th International Conference on Software 
Engineering, pp. 148–157. IEEE Press, Los Alamitos (2004) 

[4] Mavronicolas, M., Papadopoulou, V.G., Philippou, A., Spirakis, P.G.: A Network Game 
with Attacker and Protector Entities. Algorithmica. In: Deng, X., Du, D. (eds.) Special 
Issue with selected papers from the 16th Annual International Symposium on Algorithms 
and Computation (ISAAC 2005), July 2008, vol. 51(3), pp. 315–341 (2008) 

[5] Mavronicolas, M., Michael, L., Papadopoulou, V.G., Philippou, A., Spirakis, P.G.: The 
price of defense. In: Královič, R., Urzyczyn, P. (eds.) MFCS 2006. LNCS, vol. 4162, pp. 
717–728. Springer, Heidelberg (2006) 

[6] Nash, J.F.: Non-cooperative Games. Annals of Mathematics 54(2), 286–295 (1951) 
[7] West, D.B.: Introduction to Graph Theory, 2nd edn. Prentice Hall, Englewood Cliffs 

(2001) 
[8] Markham, T., Payne, C.: Security at the Network Edge: A Distributed Firewall 

Architecture. In: Proceedings of the 2nd DARPA Information Survivability Conference 
and Exposition, June 2001, vol. 1, pp. 279–286 (2001) 

 


	Network Security Validation Using Game Theory
	Introduction
	Game Theory
	The Method
	Application of the Method
	Network’s Topological Specification
	Network’s Security Specifications

	Discussion and Conclusion
	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 600
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




