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Abstract. This paper presents a verification approach based on timed
traces semantics and MEDISTAM-RT [I] to check the fulfillment of
non-functional requirements, such as timeliness and safety, and assure
the correct functioning of the Ambient Assisted Living (AAL) systems.
We validate this approach by its application to an Emergency Assis-
tance System for monitoring people suffering from cardiac alteration with
syncope.
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1 Introduction

Advances in networking, sensors and embedded devices have made it feasible
to monitor and provide medical and other assistance to people at home. The
general goal of Ambient Assisted Living (AAL) solutions is to apply ambient in-
telligence technology to enable people with specific demands, e.g. handicapped
or elderly, to live in their preferred environment. In order to achieve this goal,
different kinds of AAL systems can be proposed and most of them pose reliabil-
ity issues and describe important constraints upon the development of software
systems [13]. In this regard, the specification and verification of non-functional
requirements in the early stages of their development cycle is crucial issue [5]. In
[7] non-functional requirements for these systems such as robustness, availabil-
ity, extensibility, safety, security, timeliness, resource efficiency are summarizes.
In this paper we focus on safety and timeliness properties. Additionally, AAL
systems require clear and precise specifications in order to describe the system
behavior and its environment. The formal specification of the system behav-
ior supported by mathematical analysis and reasoning techniques improve the
development process and enable the verification of these systems.

The main purpose of this paper is to present a verification approach based
on MEDISTAM-RT and timed traces to assure the correct functioning of AAL
systems and show the applicability of this methodology in the context of this
kind of systems. In the area of specifying and verifying security properties, trace-
based formalism have been adopted [4] [6].
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Other proposals that use formal methods in AAL systems have been devel-
oped. Formal description techniques and particularly the ICO (Interactive Co-
operative Objects) notation, based on Petri nets, support usability evaluation,
contextual help and incident and accident investigation in health care systems is
presented in [9]. In [I0], an advanced counseling system in health care is gener-
ated out by a formal specification (a process calculus for specifications in space
and time). However, verification of non-functional properties such us safety and
timeliness have not been considered.

The paper is organized as follows: in the next section we present our approach
to formalization of non-functional requirements and formal systems verification.
In section 3, a case study highlighting the applicability of the proposed tech-
nique is showed. Finally, section 4 concludes the paper with a discussion of the
contributions of our approach.

2 Systems Specification and Verification

In this section we explain how we carry out the specification and verification
of critical systems starting by modeling the system using a semiformal notation
based on UML-RT. The behavior of each one of the components of a critical
system architecture has strong requirements that should always be satisfied. The
formal specification of this behavior and the requirements these components
should fulfill allows to verify that the components work as expected. In our
approach, we use CSP+T to specify the behavior of each system component and
timed traces to describe the requirements the component must satisfy and to
specify the valid sequences of messages that the components interchange through
its ports.

Notation:

— A timed trace s = ((s1,t1),(s2,t2)...(Sn,tn)), represents a sequence of
timed events (s;,¢;) than can be observed during the execution of a
system.

— s 1 [t1, 2], represents the projection of the timed traces s on an interval of
time [thtg}.

— o(s), represents the elements of a trace s.
— t:event — R is the function that maps events to its time occurrence.

2.1 Formalization of Non-functional Requirement

The properties to be satisfied by a system or a process are defined in terms of
timed traces. This definition characterizes some traces as acceptable and some
as non-acceptable. A process complies with its specification if all its executions
are acceptable, that is, none of its executions by the system violates its speci-
fication. Likewise, if S(¢r) is a predicate in the timed trace tr, then it is said
that P satisfies or complies with S(tr) if S(tr) holds for any timed trace
tr € Fpp (P)

P sat S(tr) & Vtr € Frr(P);S(tr)
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For example, when smoke is detected in a room (in a time ¢,), a firefighting
system must check if the door is closed to try to avoid the spreading of the
fire, but only when the room is empty. Otherwise, if there are people inside
the room, the system should allow people to exit first. We can formalize this
situation by means of a property that the system must comply in order to avoid
risks: Vir € Fpp(P)

S(tr) = if(closed,t.) € o(tr) = (empty,te) € o(tr | [ts,tc])

The process Q = smoke <1 ts — empty X1 t. — closed > t. — @Q is defined by the
set of timed traces

Frr(Q) ={(), ((smoke, ts)),
{(smoke,ts))” ((empty,te)) , ((smoke,ts)” (empty,t.)” (closed, tc))}

and for all ¢tr € Fpp(Q) the property S(tr) is satisfied, that is:

Q sat if(closed,t.) € o(tr) = (empty,te) € o(tr | [ts,tc])

The specification of a system in the timed trace model or in the general trace
model, allows safety properties and conditions to be defined. These properties
require that “nothing bad happens” [I1]. In our context, something bad is mod-
eled by means of timed traces which do not satisfy S(¢r). Thus, the specification
of safety properties can be modeled by forbidding the occurrence of a timed
trace s during the execution of a process P, or by forbidding the occurrence of
an event in a period of time Vtr € Frp(P).

S(tr) = s not in tr

2.2 Formal System Specification Using MEDISTAM-RT

MEDISTAM-RT [2] [I] provides a methodological framework to the formal
specification of real-time systems by combining semiformal languages based on
UML-RT [§] and formal language based on process algebra[l2] (see Fig. [).
This combination is based on the strategy of integration by derivation [3], which
consists in firstly designing the semi-formal models (UML-RT models) and then
obtaining (by applying a set of transformation rules, described in [2]) their equiv-
alents in the formal language CSP+T .

In this methodology, the system is designed in a stepwise refinement man-
ner, where the components are divided hierarchically into subcomponents until
obtaining basic componentsﬂ. The behavior of these basic components are sep-
arately designed by a Timed State Diagram (TSD), and the behavior of the
composite ones are deduced from the behavior of its constituents by following a
compositional specification process based on CSP+T [12].

Y Indecomposable components, i.e. those that not contains any subcomponents.
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Fig. 1. Methodological framework MEDISTAM-RT

2.3 System Verification

The protocols determines the pattern of interchange of messages between the in-
volved ports, which belong to different components. Actually, a timed sequence
diagram (TSeD) representing the behavior of a given protocol gives a general
view of the interaction between components. Hence, the protocol TSeD specify
the valid sequences and time restrictions of the messages interchange between a
component and its environment In this way, a component is correct if the tem-
poral constraints and message order in the TSeD of the protocol is maintained
in the component behaviour. As it is shown in figure[2, our verification approach

take place in two stages:

\ iming and safet

Natural language

Requirements

Timed traces

Protocols Valid

Behavior Sequences
Components CSP+T Potential

Behavior Specification Behavior

Fig. 2. Verification approach

2 Described by timed traces as well.

1. Verify that the valid sequences obtained by transforming the timed sequence
diagram into timed traces satisfies the component requirementss.

Satisfaction

Refinement

2. The potential behavior of the system obtained by transforming the timed state
diagram into CSP+T (using the set of rules presented in previous work [I]) and
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then into timed traces (applying the semantic function Fpp : CSP+T process
— timed traces defined in [I]) refine the valid sequences for the system.

3 Case Study

As a case study we have modeled an Emergency Assistance System for monitor-
ing people suffering from cardiac alteration with syncope. In this case, biomed-
ical sensors that are usually embedded into textiles are used. These sensors are
equipped with data storage capabilities and wireless transceiver systems. The
data are sent to a Home Care System (HCS) where they are analyzed. In case
of anomaly, and considering context information (e.g., patient’s medical record),
the HCS will determine the degree of seriousness of the situation and will act
accordingly, namely:

1. Make a warning call to the patient.

2. Call a health center and monitor ambient conditions of the room or house
(i.e., air temperature).

3. Call the Emergency Medical Service and monitor ambient conditions of the
room or house.

Home is equipped with a series of sensors and actuators (i.e., temperature sen-
sors and an air conditioner controller). Patients may communicate, by means
of a PDA, that they are carrying out certain activities which may influence in
their cardiac variations (e.g., because he/she is doing exercises) and are part of
the context information. Although the one described it is not a hard real-time
system, some of their actuations must be carried out within a window of time.
Figure [ depicts the logic system architecture of the system described.

Home Care System

Emergency Medical Service

nl
= E_‘
Urgency

Fig. 3. Logical Architecture of the Emergency Assistance System

3.1 Requirements in Timed Traces
The CareSystem should satisfies the following timing and safety requirements:

1. No more than (6, 3, 2) units of time can elapse since it has been detected
that a patients pulse is high before notifying the patient, hospital or the
urgency respectively (We annotate this time by ¢p). Formally,
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Vir € Frr(CareSystem),

tp < t(Advise) <tp+6
and
Si(tr) =< tp < t(Warning) <tp+3
and
tp < t(Alert) <tp+2

2. Before sending the advice to the patient or warning to the hospital, the
system may ask the patient whether he/she is exercising. Formally,
Vir € Frr(CareSystem),

Sa(tr) = if(Advise, t(Advice) € o(tr | [tp,tp + 6)])) = Ask if exercise € o(tr 1
[tp, tp + 3)]))
and

S3(tr) = if(Warning, t(Warning) € o(tr 1 [tp,tp + 3)])) = Ask if exercise €
o(tr 1 [tp,tp + 3)]))

3.2 CareSystem Specification and Verification

We model the Emergency Assistance system following the MEDISTAM-RT
methodology. Table [l shows the context of the Emergency Assistance system
and its internal structure. Table 2] shows the timed sequence diagram of the
CareSystem which describes the protocols behavior of the CareSystem ports.

Table 1. Context and Composite Structure Diagrams
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Table 2. CareSystem Timed Sequence Diagram
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Table B resume the mapping of this diagram into timed traces applying a set
of rules established in [T].

Table 3. Mapping of Timed Sequence Diagram into Timed traces

TSeD =(?Hight pulse, tp)
(((Ask if Exzercising,tl)” (?Ezercise,tp < t < tp + 5)

Mapping
. |(timeout, tp + 5)"  (?advise, t2))” Delay(10))
o
—~ (((Ask if Exercising, tl)
Timed s s
(?Ezercise,tp < t < tp + 1)|(timeout, tp + 1) (?Warning, t2))
Traces — — —
TSeDy,onqDelay(5)) ~ ((Alarm,tp < t < tp +2) —~ Read temp

TSeD 7 onqgPelay(30))

Comparing the specification T'SeD in Table Bl and the specification of the
requirement Sy (¢r), So(tr) and Ss(tr), we deduce that:

TSeD sat [\ Si(tr) (1)
i€1..3

Table @l shows the timed state diagram of the CareSystem which is designed to
describe it’s internal behavior and the mapping of this diagram into syntactical
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Table 4. CareSystem Timed State Diagram

Dehy(10)

Hight_Pulse [102<Pu<127]
\ tp=geltime; Ask_i Fremising Iitp,ip+5] Exercise

Waiting wal WD

4

i1 imeout \ Iftp, tp+6] Advise; delay(10)
Delay{s)
Timed
State Hight_PulsefPu>=150]

Diagram \Ifip| tp+2] Alanm Read_temp

of Care

System timeout \
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temp[T>28)/ Swilch_on _ 53
-
temp[T>18) Switch_off |
Ont Delay(30)
O\ Delay{30)
Table 5. Mapping of Timed State Diagram into CSP+T
TSD =(%.0 — Waiting)
Waiting =((?Hight pulse[102 < Pu < 127] b tp) " (Ask if Bzercising) — WCI)
Hight pulse[127 < Pu < 150] >4 tp) ~ (Ask if Ewmercising) — S1)
[(?Hight pulse[Pu > 150] b<i tp) " I[tp, tp + 2]. Alarm — Readsemp — S4)
WCI =(I[tp, tp + 5]. Ezercise — W D)|
Ma];:)plng (timeout ™ I[tp, tp + 6]. Advise " Delay(10) — Waiting)
o

CSP4T WD =Delay(10)” Waiting

processes S1 =(I[tp, tp + 1]. Ezercise — S2)|

(timeout” I[tp,tp + 3] Warning Readiemp  Delay(10) — S4)
S4 =(temp[T > 28] Switchon — S3)

|(temp[T < 18] Switcho ff — S5)
$3 =On — Delay(30) — Waiting
S5 =Off  Delay(30) — Waiting

process CSP+T. To be able to verify the refinement relation between timed state
diagram into timed sequence diagram we transform 7'SD (in Table[]) into timed
traces applying the semantic function Frr described in [I]. The result of this
mapping is showed in Table Bl and [ respectively.
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Table 6. Mapping the TSD specification into timed Traces

Timed behaviour of CareSystem in terms of timed traces

Frr(TSD) =(*,0)" Fpp(Waiting)
Fpp(Waiting) =(?Hight pulse,tp)” ((Ask if Ezercising, tl)
T (Fpp(WCD|Fpp (S1)|((Alarm, tp < t < tp +2)

(Read temp, t)” Fpp(S4)
Fpp(WCI) =(?Ezercise, tp < t < tp + 5)|
(timeout, tp + 5)" (?advise, t2))” Delay(10))” Fpp(Waiting)
Fpp(S1) =(?Exzercise, tp < t < tp + 1) Delay(5)” Fpp(Waiting)
Fpp(S4) =(temp, t2) ((Switch on” On|((Switch of f~ Off)
" Delay(30) Fpp(Waiting)

Comparing the specifications T'SD and T'SeD, we conclude that:
TSD =TSeD (2)
From the equation [l and Bl we deduce that:

TSD sat /\ S, (tr) (3)
i€1..3

The equation 3 means that the component CareSystem fulfill its requirements.

4 Conclusions

Ambient Intelligence technologies are widely developed to construct safe envi-
ronments around assisted people and help them maintain independent living. In
order to enable elderly people and people with specific needs to live an inde-
pendent and safe life, AAL systems have to cope with a series of non-functional
requirements (i.e., safety and timeliness). To assure the correct functioning of
these systems we have presented a verification approach based on the methodol-
ogy MEDISTAM-RT, whereby both requirements and system behavior are cap-
tured in timed traces. The satisfaction and refinement relations can be checked
in the timed traces semantic model. As a consequence, we can verify whether a
system behavior specification fulfills its requirements.

An emergency assistance system for monitoring people suffering from cardiac
alteration has been used to specify and verify non-functional requirements by
means of the proposed approach.
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