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Abstract ² Mobile-Ad-Hoc-Networks (MANET) are self-

configuring networks of mobile nodes, which communicate 

through wireless links. One of the main issues in MANETs is 

the mobility of the network nodes: routing protocols should 

explicitly consider network changes into the algorithm design. 

MANETs are particularly suited to guarantee connectivity in 

disaster relief scenarios, which are often impaired by the 

absence of network infrastructures. This work proposes a 

proactive routing protocol, developed via Reinforcement 

Learning (RL) techniques, to dynamically choose the most 

stable path, basing on GPS information, among the feasible 

ones and to consequently increase resiliency to link failures. 

Simulations show the effectiveness of the proposed protocol, 

through comparison with the Optimized Link State Routing 

(OLSR) protocol. 

I. INTRODUCTION 

obile-Ad-Hoc-Networks (MANET) are self-

configuring networks of mobile nodes which 

communicate by wireless links. Since the network topology 

continuously varies due to the node mobility, the main 

challenge in MANET management is to allow each node to 

correctly route the packets to the other nodes. Therefore, it is 

crucial that MANET routing protocols consider network 

changes into the algorithm design itself, by explicitly taking 

into account information on mobility and link availability. 

MANETs are particularly suited in disaster scenarios, since 

they do not rely on fixed infrastructures. In this respect, the 

work presented in this paper was carried out in the EU 

funded project MONET [8], where a hybrid MANET-

satellite network is being developed for disaster relief 

purposes. In rescue scenarios, as the ones encompassed in 

MONET, the communications should be resilient to link 

failures due to the mobility of the nodes, which cause the 

impossibility to exchange vital information between rescue 

teams. The routing protocol proposed in this paper directly 

considers such issue into the algorithm design, taking 

advantage from GPS information. 

Routing in MANETs is a widely studied research topic, 

and the problem has been dealt with by a plethora of 

approaches (see for instance [11] and [12] and the references 

therein). Three main classes of routing algorithms are 
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studied: proactive, reactive and hybrid algorithms. Proactive 

algorithms aim at setting up in advance all source-

destination paths within the network, regardless the 

necessity of forwarding a data traffic flow to a specific 

destination node. In reactive algorithms, source-destination 

paths are calculated on-demand, i.e., as soon as a data traffic 

flow needs to be transmitted. Hybrid algorithms jointly use 

both the approaches. Two protocols are widely used in 

literature in this field and are usually considered as 

benchmarks for subsequent algorithms: the Optimized Link-

State Routing Protocol (OLSR) [5] and the Ad hoc On-

Demand Distance Vector protocol (AODV) [6]. The OLSR 

protocol is a proactive protocol based on the link state 

approach [11]: each node internally generates a network 

connectivity graph and associates a specific information to 

each link of the graph representing its current state; each 

node independently calculates the best route towards each 

feasible destination. OLSR uses an optimized flooding to 

disseminate control and topology information to all network 

nodes (Hello and Topology Control ± TC messages) through 

the concept of Multipoint Relays (MPR). See [11] for further 

details. AODV is a reactive routing protocol based on the 

distance vector approach [12]: each node is not aware of the 

whole network topology, but it associates to each destination 

one value representing the distance to reach the destination, 

expressed by a proper metric (e.g., number of hops), and the 

indication of the related next-hop. AODV avoids the loop 

formation, which occurs in MANETs due to variability of 

the network graph [11]. Signalling includes the broadcasting 

of specific Route Request (RREQ) and Route Reply (RREP) 

messages, which generate the requested source-destination 

path, and Route Error (RERR) messages for link failure 

management purposes. Similarly to the OLSR, the algorithm 

proposed in this paper follows a proactive approach, 

constantly updating network control information in a 

distributed fashion. However, the proposed algorithm also 

presents similarities with the AODV protocol, since the 

approach is similar to the distance vector one. 

The proposed routing algorithm is based on the Q-Routing 

algorithm [2] developed for fixed networks, and extends it to 

cope with mobile scenarios, considering proper link stability 

metrics; therefore, the algorithm is named Link Failure 

Resilient Q-Routing (FQ-Routing). In particular, FQ-

Routing is based on Reinforcement Learning (RL) 

methodologies. GPS information are assumed to be 

exchanged among MANET devices, in compliance with the 

specifications of the mobile nodes developed within 

MONET project. The main concept of the proposed 

algorithm is that the routing strategy consists of proactively 
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choosing the next-hop node in order to use the most stable 

path, taking into account link failure prediction, computed 

on the basis on GPS information. This paper is organized as 

follows: Section II details RL and Q-Routing; Section III 

reports some modifications to cope with critical MANET 

scenarios, taking into account mobility and link stability. 

Section IV presents the simulation results, and in Section V 

the conclusions are drawn. 

II. BACKGROUND 

A. Reinforcement Learning (RL) 

Under the Markovian
1
 and stationarity assumptions, a 

discrete-time Markov Decision Process (MDP) is defined 

by: i) a finite state space S = {si}i = ��«�n; ii) a finite and non-

empty set of available control actions 

|)(|,...,1}{)(
isAkki asA    associated to each state si � S; iii) a 

real-valued one-step reward function r: S×A \ 9, where 

r = r(si,ak) is the reward incurred by the system as it is in 

state si � S and action ak � A(si) is chosen; iv) the 

probability p(si,sj,ak) that, in the next time step, the system 

will be in state sj � S when action ak � A(si) in state si � S is 

chosen; the set of these transition probabilities constitute the 

transition matrix T. In the following, we will denote with 

s(t), a(t), and r(t) the state, the action and the reward of the 

system at time t, respectively. A stationary policy is a 

function S: S \ A, which maps every state si � S to a unique 

control action ak � A(si). When the system operates under 

policy S, the MDP reduces to a discrete-time Markov chain, 

and the following expected discounted reward is earned: 
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where 0 < J < 1 is the discount rate and the subscript S 

specifies that the controller operates under policy S. The 

MDP problem is the determination of the optimal policy S*
 

minimizing cost (1). Beside standard Dynamic and Linear 

Programming approaches [9], MDPs can be solved also via 

RL algorithms [1]: even if RL approaches achieve the 

optimal solution only under given conditions, such as 

infinite number of visits of each state, in practice they 

achieve approximate solutions to problems which are 

intractable for other methods. In our scenario, the RL 

approach was chosen since the Dynamic and Linear 

Programming approaches are not suited, mainly because (i) 

they need complete knowledge of the system statistical 

characteristics (i.e., the elements of transition matrix T); (ii) 

they cannot cope with non-stationary scenarios. RL 

algorithms are based on the observations of transition 

occurrences and gained rewards: in a RL task, in which the 

agent and the environment interact at discrete time steps, at 

time t , the agent observes state s(t) and produces an action 

a(t); then, it receives the reward r(t+1) and observes the 

 
1 A stochastic process has the Markov property if the conditional 

probability distribution of the next state of the process depends only upon 

the present state and is conditionally independent of past states. 

environment to infer the new state s(t����� 7KH� DJHQW¶V�

objective is to learn an optimal policy S*, such that the 

discounted return (1) is maximized.  

The Q-learning algorithm, a simple and effective RL 

algorithm, is now briefly described. Under a given policy S, 

each pair (si,ak), si � S, ak � A(si), has an associated action-

value function QS(si,ak), which represents the reward to 

execute action ak in state si, summed to the expected reward 

achieved by following policy S, starting from the next state. 

The Q-learning learns the action-value functions on-line, 

with the following update rule: 
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where D is the learning rate of the agent, which has to be 

tuned based on the specific application scenario and allows 

to account for non-stationary scenarios. The convergence to 

the optimal policy is guaranteed if 0 < J < 1 and all actions 

and state DUH�³VXIILFLHQWO\´�YLVLWHG��[1]). Given the estimate 

(2) of the action-value function Q(si,ak), an associated policy 

FDQ� EH� FRPSXWHG� LQ� GLIIHUHQW� ZD\V�� 7KH� µJUHHG\¶� SROLF\� LV�

determined by selecting in each state si � S the best (greedy) 

action, i.e. the action ak associated with the larger value 

according to the action-value function. However, to favour 

the learning process of RL, sometimes different actions 

should be selected in order to explore the state space; for this 

purpose, some algorithms use the so-called H-greedy policy, 

determined by selecting in each state si � S the greedy action 

with probability 1-H, and a random action with probability H, 
with 0 < H < 1,: 
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The tuning of the parameter H is needed to balance 

exploration (i.e., random action selection) and exploitation 

(i.e., greedy action selection based on the current best known 

policy). The Q-learning approach consists in learning the 

action-value function Q, and therefore the optimal policy, by 

experience, following proper update rules, starting from a 

given initial Q function (e.g., with all values set to 0). 

B. Q-Routing 

As already mentioned, the proposed routing technique is 

an extension of Q-Routing ([2], [3]). In the Q-Routing 

algorithm, the network is modelled as a graph G = (V,E), 

where V is the set of nodes with cardinality |V| = n and E is 

the set of edges. Each node i � V is connected to a set of 

neighbour nodes Ni. The network routing problem is 

formulated as a MDP, considering a single packet coming 

from a source s and directed to a destination d: 

S = {si = Gi | i � V}, where Gi is a vector of n elements equal 

to 0 but the i
th

 element equal to 1, is the finite state set; each 

state indicates the (unique) current position of the packet; 
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  is the action set, where 

)}|{)( iiji NjasA �  is the action set of state si, and aij 

represents the decision of the agent to move from state si to 

state sj (i.e., node i sends the packet to neighbour j); the one-

step reward rj obtained performing action a(t) = aij in state 

s(t) = si to reach state s(t+1) = sj is 1 only if at time t+1 the 

packet is in the destination node d, it is 0 otherwise. 

The transition matrix is not defined, since RL algorithms 

implicitly estimate the transition probabilities within the 

action-value function estimation (2). The routing algorithm 

runs as follows. Each node i � V keeps in memory a matrix 

of elements > @ |)(|
1,0),( isAn

i jdQ
u� . �

Ni

iQQ
�

  is the action-

value function: in node i, the routing decision (i.e., the next-

hop j � Ni to reach destination d � V) is taken following an 

H-greedy policy, i.e., by choosing the neighbour such that 

),(maxarg
)(

ldQj i
iNl�

  with probability (1 - H) (exploitation), 

or randomly with probability H (exploration); then, the 

system moves to state sk. The update procedure (2) occurs 

every time a packet is delivered to a neighbour node, and 

requires the neighbour which receives the packet from node i 

to send back an acknowledge packet (ACK). Note that this 

definition of action-value function implicitly allows a 

distributed implementation of the algorithm, since i) each 

node i is responsible of updating its own part Qi of the value 

function, and ii) the update rule (2) requires data from the 

neighbour nodes Ni only. If the network topology is 

stationary, as the update (2) of the Q function keeps going 

on, an estimation of the real state of the network is achieved: 

thanks to the reward rj definition, each element Qi(d,l) 

represents the discounted reward incurred by the packet to 

reach node d � V when it is in node i following a path 

through neighbour j � Ni. The Q-Routing algorithm has the 

desired property of converging to the shortest path based on 

the hop-count metric: due to the fact that J < 1, the longest 

path has the smallest action-value; furthermore, the random 

exploration entailed by the H-greedy action selection allows 

to effectively update the action-values. 

III. FQ-ROUTING ALGORITHM 

By analyzing the Q-Routing behavior in mobile 

applications and, in particular, in critical scenarios as the 

ones considered in the MONET project, the following main 

drawbacks were identified: i) no adaptability to variable 

scenarios and slow reactions to path errors due to link 

IDLOXUHV��WKH�0-greedy random exploration is not sufficient to 

follow rapid network changes due to node mobility and 

changes of node/network resources; ii) ACK messages 

generates an unacceptable amount of overhead; iii) loop 

management (i.e., the detection and resolution of loops in 

paths followed by packets), crucial in mobile networks, is 

not considered. The modifications of the Q-Routing 

algorithm aim at solving the listed drawbacks by reporting a 

set of appropriate extensions. In particular, Section III.A 

addresses the first point by defining a variable discount 

factor, Section III.B addresses the second and third points by 

introducing a proactive approach, and Section III.C the 

fourth point by introducing a detection-based loop 

management. Section III.B describes the algorithm 

properties. 

A. Link stability metrics 

To take into account the mobility during the routing 

process, proper metrics are described in this Section. The 

idea follows the one introduced in Wu et al. [3], which 

defines a time-varying discount factor J = J(t). In FQ-

Routing, to account for non-homogeneous characteristics of 

the network links and nodes, different time-varying discount 

factors are associated to different nodes. The update rule (2) 

is modified accordingly: 
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where Jij(t) is the value of the discount factor at time t, 

when the system is in state s(t) = si and moves to state 

s(t+1) = sj under action a(t) = aij. The initial values of the 

state-value function are assumed to be equal to 0. Two 

different metrics are considered, taking into account the link 

availability prediction and the node mobility (this second 

metric follows the idea proposed in [3]). A link availability 

metric is proposed. It is computed by assuming that the 

nodes are GPS-enabled, and is used to compute the link 

availability factor )(tGPS

ijJ . Such metric uses the concept of 

µneighbour UHDFKDELOLW\�WLPH¶��DV�GHILQHG�LQ�[7]. This time is 

calculated as follows. Let [xi(t),yi(t)] and [xj(t),yj(t)] be the 

positions at time t of nodes i and j, respectively, on a 

previously defined Cartesian coordinate system. Let also 

vi(t) and vj(t) be the velocities of the nodes at time t, Ti(t) and 

Tj(t) be their moving directions and TX be their transmission 

range. Then, the amount of time Tij(t) the mobile nodes i and 

j will stay connected, given the GPS information received at 

instant t, is given by: 
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where a = vi(t)cos[Ti(t)] ± vj(t)cos[Tj(t)], b = xi(t) ± xj(t), 

c = vi(t)sin[Ti(t)] ± vj(t)sin[Tj(t)] and d = yi(t) ± yj(t). Once 

such a neighbour-reachability time is calculated, the time-

varying discount factor is generated in the following way: 
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In practice, equation (6) is representative of the 

probability that the link between nodes i and j is available 

THELLO 
 seconds after the reception of a Hello Packet (see 

Section III.B). In such a way, links which are supposed to be 

stable in the next period will be chosen with higher 

probabilities. To let node i compute the link availability 
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factor (6), each neighbour node j � Ni must communicate its 

position, speed and direction to node i. The main goal of 

metric (6) is to avoid the loss of a consistent portion of 

traffic in the time necessary to manage a link failure due to 

node mobility by changing the path before the link failure 

occurrence. The assumption under equation (5) is that nodes 

have simple mobility patterns (for example, quite-constant 

speed and no sudden changes of direction with brusque 

accelerations). In the considered scenario, the movement of 

a team of rescuers is the most of time in groups towards 

sensible objectives at quite constant speed with small 

accelerations, so that the model can be applied with 

sufficient accuracy.  

To enhance the link stability estimation, and to broaden 

the addressed situations and scenarios, a mobility metric 

)(tMOB

jJ  is considered, which accounts for the degree of 

node mobility. The mobility metric follows the idea 

proposed in [3], which takes into consideration the mobility 

of nodes in terms of neighbour sets. Let A'B denote the 

symmetric difference between two sets A and B, and A�B 
denote the union of these sets. The mobility factor is then 

calculated as the percentage of neighbours which remains 

the same between the sending of two consecutive hello 

packets: 
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where, with little abuse of notation, Nj(t) is the set of 

neighbours of node j at time t and THELLO 
is the hello 

interval. The mobility factor (7) is computed by each node 

and sent to its neighbours; node i is then capable of 

computing )(tMOB

jJ  since it receives the value of the 

mobility factors of each candidate next-hop nodes j � Ni. 

The main importance of the mobility metric is to let the 

routing algorithm prefer more stable nodes, with a high 

value of mobility factor, which are not likely to rapidly 

change their neighbour sets.  

Note that (i) the mobility factor is a per-node factor, 

whereas the link availability factor is a per-link factor 

(involving the couple of nodes originating the link), and that 

(ii) together, the link availability and the mobility metrics 

provide information on the link stability (i.e., the stability of 

the communication between two nodes), based on their 

relative position and speed (link availability metric) and on 

node j behaviour (mobility metric). The two metrics are then 

combined together to yield the overall time-varying discount 

factor, from state si and state sj, computed as: 

)()()( ttt
MOB

j

GPS

ij

MAX

ij JJJJ �� . The square root in 

equation (6) and (7) is used to avoid to excessively lower the 

whole discount factor. The two factors )(tGPS

ijJ  and 

)(tMOB

jJ  are, by definition, normalized between 0 and 1 and 

[0,1)�MAXJ  represents the maximum discount factor (this 

value is included in )(tijJ  since, in case the two variable 

factors )(tGPS

ijJ  and )(tMOB

jJ  are equal to 1, i.e., with fixed 

nodes, the algorithm is guaranteed to tend towards 

convergence, as mentioned in Section II); clearly, since the 

overall discount factor is variable, the convergence paths 

change in time. The whole discount factor Jij(t) is used in 

equation (4) to update Qi(d,j), i.e., the part of the action-

value function which is handled by node i. Each single 

metric gives a contribution to the total metric in relation to 

its current importance. Since FQ-Routing is a distributed 

algorithm (property inherited from the Q-Routing 

algorithm), each neighbour node j � Ni must communicate 

some information to node i to let it properly compute the 

variable discount factor, as described in the following 

section. 

B. Proactive approach 

To adapt to network changes and to decrease the overhead, 

the update rule (2) and the exploration are performed in a 

proactive fashion (e.g. as in OLSR), upon the receipt of a 

Hello Packet (ACKs are no longer needed). The interval 

THELLO between two hello messages is the duration of the 

time step of the routing algorithm and addresses the trade-off 

between overhead and reactivity. At each time step, each 

node broadcasts to its neighbours a Hello Packet containing 

(i) its maximum estimates of the action-values towards each 

destination node, and (ii) all the information needed to 

calculate the variable discount factor, as detailed in Section 

III.A. This periodic message exchange gives the algorithm 

the following advantages with respect to the Q-Routing: (i) 

reduction of the number of protocol control messages, since 

no per-packet ACK messages are needed and no random 

exploration is foreseen (as in H-greedy policy instead); (ii) 

adaptation to variable scenarios, since the proactive 

approach maintains the action-values as much up to date as 

possible by periodic exploration, whereas the H-greedy 

policy relies on a random exploration, which is unable to 

rapidly follow network changes without causing an 

unacceptable throughput decrease. Moreover, the proactive 

approach has been chosen to decrease the path setup delay of 

each flow, especially important in rescue scenarios, in which 

critical (voice and video/data) communications among users 

must be setup immediately at the request.  

C. Loop management 

Loops can be generated because of a link failure between 

two nodes: the obsolescence of routing information inside 

different nodes can lead to the formation of a loop (see [6], 

for further details). In common distance vector protocols for 

MANETs, such as AODV [6], the path towards a destination 

is unique and univocal and a sequence number, representing 

the obsolescence of a path, can be directly associated to it. In 

FQ-Routing, in contrast, several overlapping paths to a 

destination can coexist, since the best paths vary over time 

(according to the node mobility and to the time-varying 

discount factors), leading to the difficulty to manage loops 

with mono-dimensional sequence numbers. Thus, in FQ-

Routing, loops are managed in a detection-based way: 1) as 

soon as a loop is detected in node n, through the inspection 

of the sequence number included in a Data Packet, it sends a 
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