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Abstract- This paper presents a state filtering
strategy for network controlled systems subject to
cyber attacks assumed to occur when the control
signal sent by the controller to the plant is lost. After
having represented the hypothesized cyber attacks as
intermittent unknown inputs, the state filtering
scheme is obtained by designing a modified version of
the unknown input Kalman filter restricted, in its
original version, to the treatment of permanent
unknown inputs. The existence condition of the
unknown input Kalman filter is ensured by a secure
network for the transmission of measurements
directly affected by cyber attacks. The stochastic
stability of the state filter is studied when independent
Bernoulli processes govern the random arrival of
cyber attacks and measurements. A numerical
example illustrates the obtained results.

Keywords - Network controlled system, intermittent
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1. INTRODUCTION

Recent technological advances are revolutionizing
our ability to build massively distributed Networked
Control Systems (NCS). They present challenging
problems arising from the fact that sensors, actuators and
controllers exchange information via a digital
communication network. The state of the art on design
control systems that take into account the effects of
packet loss and packet delay in networked control
systems have been surveyed in [1]. In particular, Kalman
filtering with random lost of observations represented by
Markovian or Bernoulli processes has been studied in
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[2], [3], extended later to include both packet loss and
random delay in [4], [5] and more recently in [6] when
the arrival of observations is driven by a semi-Markov
chain.

The communication network shared by sensors,
actuators and controllers is also vulnerable to cyber
attacks from malicious outsiders (see [7] and references
therein). This paper presents a state filtering strategy for
network controlled stochastic linear discrete-time
systems subject to cyber attacks acting on the system
through the unreliable network. We assume that cyber
attacks, represented by exogenous unknown inputs, can
only appear when the control signal sent by the controller
to the plant is lost. For the state filtering of such systems,
we extend the use of the standard Unknown Input
Kalman Filter UIKF ([8], [9], [10]) to the treatment of
intermittent unknown inputs. The existence condition of
the modified UIKF, linked to the analytical redundancy
of the system, is ensured by a secure network for the
transmission of measurements directly affected by the
unknown inputs. The other part of measurements is
transmitted by the plant to the controller on the unreliable
channel with a protocol of type TCP. When the random
arrival of cyber attacks and measurements follow
independent random Bernoulli processes, the stochastic
stability of the proposed filter is studied on the upper
bound of the mean prediction error covariance matrix by
transposing the results obtained in [3] and [11].

The paper is organised as follows: Section 2 presents
the structure of the modified UIKF. Section 3 designs the
filter and studies its stochastic stability conditions. An
illustrative example is given in Section 4 before
conclusions in Section 5.
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II. PROBLEM STATEMENT

Let us consider the following linear discrete-time
stochastic systems
Xy = Ax; + Buy, +Fd,?+wk (1.a)
(1.b)

.
where x, eR", u, eR?, y; eR"and 4’ eR? are the state,

*
Ve =Cxp +vy

control,
Matrices 4, B, ¢ and F are of appropriate dimensions,
with (4, C ) detectable, ( 4, w''?) stabilizable and
rank(CF) =rank(F)=q<m . The process and sensor noises

measurement and unknown input vectors.

are zero mean uncorrelated random sequences with

Al HE s

The initial state x;, assumed to be uncorrelated with

2

w, and v, , is a Gaussian random variable with
Efx,}=%, and B =E{(x0 — %) (% —)?0)7}20 . We assume that
Xy, w; and v, are mutually independent. Let u; the
control signal transmitted by the controller to the plant
the o {01} the
acknowledgement the

reception/delivery (TCP protocol) with p, =0 when

via unreliable network and

signal indicating status  of
ug=u, and p, =1 when u, =0. With F=3, the unknown
inputs vector

3

in (l.a) represents cyber attacks assumed to occur
randomly when the control signal sent by the controller

d/f = Prdy

to the plant is lost i.e. when p, =1. We also assume that
the random binary sequence p, follows a stochastic
Bernoulli process with 1=Pr[p, =1] where 4 is the rate

of hypothesized cyber attacks, coinciding with the rate of
packet dropout. In order to allow a minimum variance
unbiased state filtering for the system (1), (2) and (3), the

measurement vector y; is assumed transmitted to the
controller via a particular communication strategy using

two communication channels: when p,_, =0, the whole
measurement vector y, is transmitted to the controller
via the unreliable network. When p,_ =1, the reduced

part of measurements y, = Hy, eR? directly affected by
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d,_, (with A=(CF)") is transmitted to the controller via
a secure communication channel while the other part
y2 =Sy, eR" ¢ (with £= (U -CF(CF)") and ge®R™ 7" so
that rank(Z) =m—gq ) is transmitted to the controller via the

unreliable network. The random lost of measurements on
the unreliable channel is described by a binary variables

7, €{01} with », =1 when the measurements are received
by the local controller and y, =0 otherwise. The random

binary sequence y, €{0,l} is known to the controller (TCP
protocol) and follows a stochastic Bernoulli process with

u=Prly, =1]. We also assume that the stochastic binary

random variables p, and y, are independent. The

measurements vector yk:[y}f i ]r received by the

controller can be expressed

Vi = Qky;: (43)
with
I 0 H
O == )7t +Pk1[g nl }{Z} (4.b)
m—q

Under cyber attacks occurring randomly when p, =1,

the model of the plant viewed by the controller becomes

xp =Ax_ +Bu,_ + Fd? | +w,_, (5.a)
Vi =G + Qv (5.b)
with
c
Ci ch(lpk—])7kc+pk—ll: —} (5.0
7€

where C=HC and C =2C . Considers the following filter

;Ck/k =( _pkfl)[)ek/kfl + Kk(y/f _C/ffck/kfl)]

A . R (6.a)
+ PpalXy o1 F Kk e = G 2]

Py =(=p DI =K, COB (=K, C)T + K K]
+ P[0 =K COP, o (I = KiCOT + KiK}T ]

(6.b)

and

Xpatsx = A g+ Buy (6.c)
T

Bevie = AL A +W (6.d)

where =x,,, and x,,,, are the state estimation and
- . B . < 7
prediction of covariance 7, = E{(xk =X )X =X 1) } and
~ ~ T .
Pk+1/k:E{(xkﬂ_xk+1/k)(xk+1_xk+l/k) } depending on the

known binary sequences {pj }I;_l and {yj }]; The trace of
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the state estimation error covariance £,, will be
minimized with respect to &, e®™” and K; e ®™" so
that the minimum variance unbiased property remains

valid for any sequences {pj }];_l and {;/j }S .

III. INTERMITTENT UNKNOWN INPUT KALMAN FILTER
WITH PARTIAL MEASUREMENT LOSSES
In the first part of this section, the known binary

k-1 3 e .
sequences |p;{ and y; are assumed deterministic.

Theorem 3.1: For any sequences {pj}zfl and {yj}g , the

minimum variance unbiased property of the state filter
(6) is obtained with

K, =1eB ) CT(CP,CT + D)7 (7.a)
K=l nk,] (7))
K, =yNP,,,_cfcp,, _CT+xsT)! (7.0)
& = VNP €7 (CF €7 +2X7) .

where N=I—-FC .

Proof. The state estimation error ¢, ,, =x, —%,,, and state
prediction error e,,,,, =x;,; —%..,,, propagate as
sk == DI = K Cdey oy = Ky Qpvie + v

+ Pl = KiCidey -y = KiQuve +wi]

(8.2)

(8.b)

_ 0
e i =Aey o+ Fdi +w

For an inductive reasoning, assume that Ey,_,, ,H}: 0.
Under p,_;=0 , we have 4? =0 and thus E{ek/,H}=0.
So, E{ek , k}:o vy, € {01} without constraint on &, . Under
e =1, we have df ,=d, , and thus E{g,(/,(_1 }:de,l. So,
E{ek/k}:o vy, €{01} if and only if K} e ™" is solution

to the following structure-varying algebraic constraint

kaE})F -0 ©)

(I - Kp

We can verify from CF=7 and CF=0 that the
(7.b) s ©)
vK, e ™"~ Substituting (7.b) in (6.b), we obtain

(10.a)
(10.b)

structure-varying  gain solution to

1 2
Bk == DB i+ P Bk

1 T T
Bk =U =Ky OF oo = K G + 71K Ky
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Pl =(N = 7K O)F 1y (N = 1K O (10.0)
+FHH'F" + 3, K, 22 K]

Under p,;=0 and y,=1 , the minimization of
w(P,,) with respect to &, gives (7.a). Under p,_ =1
and y, =1 , the minimization of #(B?,) with respect to

K, gives (7.c), closing the proof.

After having substituted (7.a) and (7.c) in (10.2) and
the resulting expression of B, in (6.d), we derive the

following modified Riccati Difference Equation (RDE)

Py == DBt sk + PPtk (11.a)
Bk = AP AT +W (11.b)
= 74AB 1 CT(CPy €T + D7 CP AT .
Blajk=AB AT +W (11.b)
~7kAB, ;,(CT(CP ,CT +32ET)'CR, 4T
where A=A-AFC , W=w+AFHH'F'4" and
By =Fh=20.

When the known binary sequences {pj}: and {;/ j}:
are random, the modified RDE (11) generates random
covariance sequences. Assume that {p]}: and {;/j}:
follow independent Bernoulli processes with 4 ="Pr[p, =1]

and p=Prly, =1]. Let 4. the critical arrival rate of cyber

attacks and g, the critical arrival rate of measurements

so that im E M,k}—)oo when 1>2, and u<p, and
k—o

k+1/k} is  the

lim E k+1/k}<°o otherwise, where E
k—
mathematical expectation of the random covariance

P,,,,, taken with respect to the sequences {p/}]jj and

{7 J }j»:o :

Following [3], the deterministic upper bound S,,, of

E kﬂ,k} satisfying E{E}M/k}ss,m is solution to the
modified RDE
R R ST

(12.a)

where
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52 = pool S A" + W

— 45,CT (s, CT + 17 CS, 4] (12.6)
SE = plAS AT+ o (12.0)

—4as,crcs,cl +227)71cs, 4™
SO = p2,(AS AT + W) (12.d)
S = p2 (48, AT +W) (12.¢)
poo ==t (12.9)
o=t (12.9)
Ppor == D1 ) (12.h)
pu=A0- ) (12.0)

and Sy,=R >0.

Theorem 3.2: If there exists Ke®R"” , Ke®R" ¢ and

0<Y <7 such that ¥, ,(v)>0 with

Y PooXoo ProXio PorXor P

PooXdo Y 0 0 0

Yo M =| poXiy 0 Y 0 0o [(13.a)
PoiXG) 0 0 Y 0
X 0 0 0 Y

where Xg=Y4+KC , Xg=YA+KC , Xo=YA, X =YA
the

lm s g S8 <00 (13.b)
where S is solution to the modified ARDE
S=g3,(8)=8%+5" +5+ 5" (13.¢)
with

8% = p2[ASAT + W — ASCT(CSCT + 1) 54T ] (13.d)
S0 = pZrasal +w —ascTcscT +=sTy'csa’] (13.e)
S = pd(asa” +w) (13.9)
S = pA(ASAT + W) (13.g)

For a fixed arrival rate 2 of cyber attacks, the lower
bound z of g, is solution to the LMI (Linear Matrix

Inequality) feasibility problem
[1=arg{min‘{’&#(Y) >O} (14.2)
u

For a fixed arrival rate x of measurements, the upper

bound 4 of 4, is solution of

A= arg{mix ¥, (1)> o} (14.b)
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Proof. Let us define the auxiliary function
@, ,(X) = pool(4— KC)X (A= KC)" + KKT +W]
+ phl(A-KC)X(4-KC) +Kz3TKT + W] (15.2)
+ p(AxA” +w)
+ plzl(ZXZ Tvw )
satisfying
21, (X)<®, ,(X) V(K,K) (15.b)

If there exists Ke®R™, Ke®" % and Z>0 such
that z>®, ,(Z) then there exists an unique stabilizing

solution §>0 to the modified ARDE (13.c). In [3], the
following statements are equivalent :

(a) 3k.K) and Z>0 suchthat z>®, (2) (16.a)

(b) 3k.K) and 0<Y <7 such that ¥, ,(v)>0 (16.b)

For a fixed arrival rate of cyber attacks, we conclude

from the works in [11] that lim E{Plﬁllk}g S<o VYuelu ]
with z solution to (14.a). For a fixed arrival rate of

measurements, we also conclude that Jim BB k}g S <o
—>0

wael 4] with 2 solution to (14.b).

Theorem 3.3: Under persistent cyber attacks i.e. when
2 =1, the optimized filter (6) becomes

Xk =% a1 + KRk —Ci¥e i) (17.a)
By = =KiCR, (I - KiC)' + KKy (17.b)
Xt/ = Ay g + By (17.c)
By = AR AT +W (17.d)
with

K =lF 7k, (17.¢)
Ek :J’kNPk/quT(EPk,k,IET +357y! (17.9

leading to a modified version of the standard UIKF with
partial intermittent observations. Let z. the critical

arrival rate of measurements. If there exists K e ™" ¢
and 0<Y <7 such that ¥,(v)>0 with

Y Ja-mwva Ju@a+KC)
W, =| - @a)” Y 0
Jua + Koy 0 Y

(18.a)

then
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lim E k+]/k}ﬁl7<oo Vuelp]

k—x

where 7 >0 is solution to the modified ARDE

(18.b)

V=01-uAVAT +W) (18.0)
+ W[ AVAT +W - AvCT (Ve +3227)y ' CvAT] '
The lower bound z of gz is solution to the LMI

feasibility problem = arg{min@ﬂ(Y )> 0} .

U

Proof.  The proof of theorem 3.3 is obtained by
considering p, =1 Vk in theorem 3.1 and by letting 2=1

in theorem 3.2.

Theorem 3.4: Without cyber attacks i.e. when 1=0, the
optimised filter (6) becomes

Xk =% 5+ K Ok = CrXy i) (19.a)
By =0 =K COB (I~ K, C)T + K KY (19.b)
X1/ = Ay g + By (19.¢)
Py = AR A" +W (19.d)
with

K = 1kB 5 €T (CP i €T+ D)7 (19.¢)

and recovers the Kalman filter with intermittent
observation given in [3]. Let z. the critical arrival rates

of measurements under A=0. If there exists K eR™" and
0<Y<I such that ¥, (v)>0 with

Y Ja=wva Jua+ ko)

() =| Ja- ! Y 0 (20.a)
Jua + ko) 0 Y
then
fim £ k+1/k}SV<°O Vel ] (20.b)
where 7 >0 is solution to the modified ARDE
V=~1-pu)AvAT + W) (20.0)

+ [ AVAT +w —avcTcve” +xx7)'cva’]
The lower bound # of gz is solution to the LMI

feasibility problem x= arg{min W, (Y)> O} .
u

Proof. The proof of theorem 3.4, given in [3], can be
recovered by considering p, =0 Vk in theorem 3.1 and

by letting =0 in theorem 3.2.
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IV. ILLUSTRATIVE EXAMPLE

Consider the following linear discrete-time stochastic
system

13 1 0 0 0 0
1000
0 08 1 0 10
A= ,B= ,C=|0 1 0 0|, F=B
0 0 15 1 0 0
000 1
0 0 0 03 01

W=0.01, , V=1I; where rank(CF)=rank(F)=2<3 . The
pairs (4, C ) and ( 4, w"?) are detectable and
stabilizable, respectively. The condition under which the

standard UIKF is stable do not hold i.e. the pair (4 ,C ) is
not detectable .

The arrival rate of hypothesized cyber attacks (or the
arrival rate of packet dropout with p, =1 when u, =0) is
fixed at 1=Pr[p, =1]=0.05 . The lower bound for the

critical arrival rate of measurements, solution to the LMI
feasibility problem (14.a), is given by z=0.76. When the

arrival rate of measurements x=08 is so that u>u
figure 1 shows the random evolution of #(7,,,,,) and the
upper bound #(S,,,) of tr(E{Pk+1 ; k}) with s,,, generated
by (12.a). The figure 2 shows the random evolution of

o(P,,,,,) when u=05 is so that u<<u (the sequence

s,,, diverges and #(S,,,) is not plotted).

140 T T T T T T T T T

N}
=]
T

1

o
=]
T
1

@
S
T
1

@
S
1

IS
S

Trace of the estimation error covariance matrix

N
=]
I

ll\

0 r L L r i L r L L

0 20 40 60 80 100 120 140 160 180 200
times

Fig. 1. #(B,,,,) (solid line), #(S;,,) (dashed line).
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2000 | bl

b,“AAA, " ,J\J e

0 20 60 80 100 120 140 160 180 200
times

Trace of the estimation error covariance matrix

Fig. 2. r(By,p) -

For the transmission of measurements directly
affected by cyber attacks, the use of the secure
communication channel should be avoided by using the
joint state and intermittent unknown inputs estimator
developed in [12] and by blocking the unknown inputs
estimate when the whole measurements vector is lost.
Note that the additive term Fa! with df = p,d, may also

describe intermittent interconnection signals between a
particular subsystem and its neighbour in the area of
large scale NCS (see [13]). So, the filter proposed in this
paper, relaxing the deterministic stability of the standard
UIKF, should be apply on each subsystem in order to
simplify the discrimination between cyber attacks acting
within one subsystem and cyber attacks acting in other
areas of the network.

V. CONCLUSION

This paper has presented a modified unknown input
Kalman filter for the state filtering of network controlled
systems subject to cyber attacks occurring randomly.
Sufficient stochastic stability conditions have been
established from an upper bound of the mean prediction
error covariance matrix depending on the arrival rate of
cyber attacks. A lower bound for the critical arrival rate
of measurements has also been derived. Further
researches must be made to avoid the use of a secure
communication network for the transmission of
measurements directly affected by cyber attacks.
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