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Abstract² This paper presents a procedure that generates 
control lists for electricity provider companies to reveal 
fraudulent customers with the highest possible efficiency. Based 
on the database of Customer Registration System, essential 
features are selected and other secondary (derived) properties 
are introduced to build up an abstract space for the algorithm 
of control list generation.  Control list generation algorithm 
uses training data from the Customer Registration System to 
set up a fuzzy system with subtractive clustering. The 
algorithm has been validated at Hungarian Electricity Provider 
(/0%-ÉMÁSZ Company Group. 

I. INTRODUCTION 

RAUDULENT customers induce significant costs for 
service providers. It is especially true for electricity 

provider companies since electricity is the most common 
form of energy to run households and factories. Fraudulence 
can be originated from different kinds of behaviors, income 
level, social environment and even culture. In some regions 
or countries, the rate of fraudulent customers is high enough 
that the loss of electricity providers exceeds the cost of 
developing intelligent algorithms revealing the fraudulence.  
In this case, electricity providers are motivated to break 
down the number of fraudulence by controlling the 
customers on the top of control list (evaluated as highest 
chance for illegal use of service).   
It is not easy to reveal customers who use electricity 
illegally. There are no strict rules or phenomena that 
guarantee the discovery of all the fraudulent customers. 
Service providers rely mostly on their experienced 
employees to create a control list.  Since artificial 
intelligence methods are in close relation with human logic, 
a straightforward idea is to set up an inference system which 
works similarly to the way of human thinking [4], [5], [8]. 
Several artificial intelligence algorithms are able not only to 
learn human reasoning but also to discover relations hidden 
for human operators [10], [11].    
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The first step to apply machine learning is data analysis and 
data matching. The database of Customer Registration 
Systems of service providers is usually not applicable 
directly to any soft computing algorithm. As a result, the 
comprehensive database should be filtered, reorganized and 
reduced to build up a consistent and clarified database. To 
do so, one can use the methodologies of knowledge 
engineering process and knowledge modeling, and set up the 
work-flow and use-case diagrams for the Customer 
Registration System [1], [2], [3], [9].  A consistent database 
allows defining key variables, features and secondary 
(derived) properties that may play important role in 
reasoning.    The experience of employees in charge of 
customer control at the service provider can be integrated 
into the algorithm at this point. Variables defined in this way 
compose the inputs of the inference system. 
Several options exist to set up an artificial intelligence based 
inference system to identify fraudulent the customers. The 
method presented in this paper focuses on subtractive 
clustering method. The idea behind applying clustering 
method is that clustering methods are able to recognize 
connections between input and output variables [6], [7], 
[13]. They work reliably in practice and provide good 
general result even for multi input multi output systems. Our 
method adopts the subtractive clustering technique which is 
considered one of the most practical approaches. Subtractive 
clustering method delivers a Sugeno-type fuzzy system. 
Fuzzy systems have the advantage that their rules are close 
to the way of human thinking.  In addition, the rules of fuzzy 
system with Sugeno-type can be tuned on-line as Adaptive-
Neuro-Fuzzy Inference System (ANFIS) [12] when new data 
arrives into the system. The initial rules of Sugeno-type 
fuzzy system were defined on a subset of validated data. 
Validated data means in this case that customers in this 
dataset were checked for fraudulence therefore they are 
suitable for training.  
The remaining part of the paper is organized as follows. 
Section II introduces Sugeno-type fuzzy systems and 
provides a brief overview about the algorithm of subtractive 
clustering used in our study. Section III summarizes the 
technical procedure carried out on the raw database in order 
to achieve a clarified consistent data set for further 
processing. Section IV defines the inputs, outputs and 
parameters of the fuzzy system and the subtractive clustering 
algorithm. Section V evaluates the efficiency of the method 
in comparison the conventional approach. Evaluation is 
carried out on real-life data from the Customer Registration 
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Systems. Section VI draws some conclusions and outlines 
possible research directions in the future.  

II. THEORETICAL BACKGROUND 

In this section, a brief overview is provided about the 
algorithms applied to reveal fraudulent customers. Namely, 
Sugeno-type fuzzy systems, subtractive clustering and its 
possible extension will be discussed in the sequel [5].  

A. Sugeno-type fuzzy systems  

The TSK- (Takagi-Sugeno-Kong) type or most often known 
as Sugeno-type fuzzy system unifies the principles of fuzzy 
and classical systems in such a manner which allows 
specifying deterministic consequence at the place of the 
consequence part of various relations [5]. This allows using 
for example different deterministic algorithms in various 
operating points. Of course in this case the operating point is 
not crisp, but fuzzy, thus various operating points can exist 
simultaneously with different possibilities. The knowledge 
base (rule base) of a TSK-type fuzzy system consists of 
relations in the following form: 
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cf   is a constant function then the fuzzy system is a 

zero order Sugeno system. If  
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is a linear function then the fuzzy system is called first order 
Sugeno system. Sugeno-type fuzzy inference and 
defuzzification algorithm consist of two steps: 
  

1) Inference: 




N

xxx ,,, 21 �  are crisp inputs 

� �*,
iii

yR W��  

� � � �**
1

1
NXXi

xx i

N

i PPW �� �  

� �y f x xi i N

* * *, , 1 �  
 

2) Defuzzification: 
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The main benefit of Sugeno-type fuzzy system appears in 
deterministic function of the consequence part of the rules. 
A deterministic function (mostly zero or first order function) 
makes parameter tuning easier. As a result, Sugeno-type 
fuzzy system is prepared to on-line adaptation.  

B. Subtractive clustering algorithm  

Subtractive clustering algorithm [5] is a possible method to 
approximate an unknown function �U L B:T;. In order to 
simplify the notation, we consider simple systems with only 
one input and one output. The method can be easily 
generalized (and actually used in the implementation) for 
multivariable systems. The rule base has the form 
 

.m,,i,BisythenAisxif:R iii �1  
 

The following questions arise: 
 

x What is m , the number of relations? 
x What are the centers of the fuzzy sets iA  and iB ? 

x What are the membership functions )x(
iAP  and  

)y(
iBP ? 

 

We might assume that the teaching data is given in the 
form of sample points N,,i),y,x( ii �1 . We have two 

options to choose the centers of the fuzzy sets: either to 
choose the centers from the data points or on a raster (grid 
line). The first choice gives preference to the prescribed 
data, while the second tries to increase the interpolation 
property. Second option in our algorithm, and it is assumed, 

that the raster centers )y,x(N jiij



  are chosen in the 

intersection of grid lines in a rectangle (in the general case in 
a hypercube) containing the teaching data. In order to 
answer the questions we have performed the following 
algorithm. 
 
Subtractive clustering algorithm: 
 

1. Quantization of x  and y  to the allowed raster centers, 

that is the choice of the raster )y,x(N jiij



  as 

intersections of gridlines. 
2. Approximation of the density of the sample points. A 

potential (mountain) function 1
RN:M ij o  will be 

determined for this purpose by the following rule: 
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3. Initialization: 1 :m , M:M  1 , and choice of ED ,  

and the stop condition 0!G  )M( m G�
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4. Cycle:  
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ii) Potential function supervision (subtracting):  
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iii) Jump to step 4 if Gt

�1mM , otherwise stop. 

 
The cluster centers are chosen as

m,,i),y,x(N iii �1  


 , and for every cluster center 

)y,x(N jii




   a relation is assumed as 
 

 .m,,i,ynearisythenxnearisxif:R jii �1 

  
 

Let the centers of the fuzzy sets iA  and iB  be 
 ii x:x  and 

 ii y:yÖ , respectively. We can choose Gaussian membership 

functions for iA  �FKDUDFWHUL]LQJ�¶QHDU¶��� 
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A usual choice for iV  is the following: 
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Considering only Sugeno-type fuzzy  systems we can 
assume that i

B  is a fuzzy singleton.  Observe that we have 

initialized a zero order Sugeno system. The firing weights 
are )x(:

iAi PW   and after defuzzification the prescribed 

data are approximated by the function 
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It is easy to observe that subtractive clustering algorithm 
creates fuzzy rules in an automatic way, which means that 
the number of rules and parameters are not predefined.  

C. Possible improvement of rule base 

The parameters ii ,x V  and iyÖ  can be further tuned by 

optimum seeking methods based on the available training 
data set. The partial error and the total error are  
 

 2

2

1
)]x(yÖy[E kkk � ,    ¦

 

 
N

k

ktotal EE

1

 

  
respectively. If p  is a parameter to be tuned, then 
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hence it is enough to deal with the computation of 
p/)x(yÖ k ww . Let us consider the different parameters. The 

partial derivatives needed for the gradient vector can be 
determined in the following steps: 
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If J  is the chosen step length, )x(yÖye kk �  is the actual 

error at the data point )y,x( kk  presented, and on-line 

sequential tuning is performed in the direction of the 
negative gradient, then the simple gradient technique yields 
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In Fuzzy Logic Toolbox of MATLAB the function 
genfis2 can be used for generating a Sugeno fuzzy 
system by using subtractive clustering, also for the multi-
input case.  

III. INPUT-OUTPUT SPECIFICATIONS 

In order to execute clustering algorithms effectively, it is 
necessary to extract the main features and relevant data 
fields from the database. It is useful to derive new variables 
characterizing fraudulent behavior and build up an abstract 
space where the function approximation of fraudulence can 
be accomplished.  Based on subjective hypothesis based on 
the experience of employees on the charge of customer 
control at the service provider, we have defined 11 input 
variables which may play the informer when a customer 
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commits fraudulence. The input following variables are used 
for the subtractive clustering algorithm: 
 

1. 6Ç F 65,  No. of  days between the first (65) and 
last (6Ç) known data reading of the consumption 
meter (integer). 

2. No. of readings of consumption meter (integer). 
3. Average time interval (in days) between data 

readings on the consumption meter (double)  
 

Ã :6Ü>5 F 6Ü;�Ç?5

Ü@5

0 F s  

where 0 is the Identification number of  the 
consumption meter.  
 

4. Average daily consumption between the first and 
last data reading on the consumption meter (double) 

 
IÇ FI5

6Ç F 65  

 
where IÜ is the value consumption counter at the 
Eth data reading. 

5. Flag for discounted nightly consumption {0,1}. 
6. The rate of data readings carried out by the 

customer in relative to total data readings [0,1]. 
7. Derived change on the counter of consumption 

meter (double).  
 

ÍLIÜ?5 FIÜ?6

6Ü?5 F 6Ü?6 FIÜ FIÜ?5

6Ü F 6Ü?5
IÜ?5 FIÜ?6

6Ü?5 F 6Ü?6
M
6

Ç
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Exceptions (integer) : 
-2:  No consumption, i.e IÜ L IÜ?5Ê�E L tå 
-1:  Backward counted �ÌEãIÜ O IÜ?5 
  0: No sufficient information is available. 

8. No. of customer control carried out by the provider 
related to the consumption meter (integer). 

9. No. of  jobs at the place of consumption meter not 
related to control process 

10. No. of failed jobs/ No. of total jobs at the location 
of consumption meter [0,1]. 

11. The identification number of the type of 
consumption meter (integer). 

 
The first input parameter is not a real input parameter and 
not used for training. The only reason to consider it input 
variable is that it identifies the customer when the control 
list is generated. The output variables of fuzzy inference 
systems are defined in a straightforward way: 
 

1. Reported for violation of contract {0,1} 
2. Reported for missing contract {0,1} 
3. Reported for measurement error {0,1} 
4. Reported for damage {0,1} 
5. Reported for permanently closed address {0,1} 

6. Reported for any reason {0,1} 
 
Note that the sixth output variable is not independent from 
the others, as it can be derived as their disjunction.  
When parameters are chosen for the algorithm, the discrete 
value range of some input and all the output variables should 
be taken into account. For cluster radius, 0.25 was chosen to 
each input variable. 

IV. EVALUATION 

Meters in the Customer Registration Database were divided 
into two sets. If the last check of the given meter was carried 
out prior to 1/1/2009 (229 909 records), its data was used as 
training data. Otherwise, its data was included to the set of 
validation data. In this group, there are 94 827 records. The 
fuzzy inference system was set up by subtractive clustering 
on the base of training data and validated on the validation 
data. Subtractive clustering algorithm provides an ordered 
list of the customers called Control List. Control list contains 
all the 94 827 records from the second data group (validation 
data). Lower position in the list represents higher probability 
for the fraudulence at the customer¶V� DGGUHVV� Naturally, 
electricity provider intends to check the customers on the top 
of the Control List. Since visiting a customer¶V�DGGUHVV�KDV�D�
cost, electricity provider has to decide how many customers 
should be checked. Fig. 1.-Fig. 6 show some correlations 
which might help the service provider to choose the 
customers for actual check. Each figure consists of two 
plots. The upper plot shows the rate of hits as a function of 
the rate of controlled population. For example, if the rate of 
hits is 10 when the rate of controlled population is 0.5 then it 
means that checking the first 0.5% of the customers (1150 
customers) from the Control List reveals 10% of the checked 
population as fraudulent customers. It is emphasized that in 
the first part, we carried out a simulation to test the 
algorithm. It means that it was actually known how many 
fraudulent customers are in the validation data. On the lower 
part of each figure, the rate of revealed cases relative to the 
total number of fraudulent customers is shown with respect 
to the rate of controlled population (i.e. validation data). 
Horizontal line on the upper part of figures shows the rate of 
reported cases on the entire population.  It is seen that the 
rate of hits (i.e. the discovery rate) fluctuates if the rate of 
controlled population is small. The reason behind it is that 
every hit in small group changes significantly the discovery 
hit. Also, it may occur that discovery rate is zero at the very 
beginning (until there is no hit). Naturally, discovery rate 
converges to the horizontal line (rate of reported cases in 
total) as the rate of controlled population reaches 100%. It 
can be generally observed around the 0.5% rate of controlled 
population the rate of hits jumps to a significantly high 
value, much higher than the horizontal line. From this value, 
there may be smaller or higher   fluctuation but discovery 
rate converges to the rate of total reported cases (horizontal 
lines) exclusively from higher value. This phenomenon 
proves the efficiency of the algorithm since it shows that the 
performance of the algorithm is always better than a random 
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Control List. The performance is especially good in the case 
of Contract violations (Fig. 1.) where the discovery rate is 
14% for 100 checked customers, 3,8% for the 500 checked 
customers. For comparison the rate of total reported case is 
very small on the validation data (0.114%).  
Also, it can be seen from the lower part of Fig. 1. that 50% 
of the fraudulent cases can be revealed by checking 5% of 
the controlled population and 80% of the fraudulent cases 
can be revealed by checking 20% of the controlled 
population. Similar trends (though not so striking numerical 
results) are valid for the other categories of reported cases, 
as well. It is worth remarking that usual discovery rate is 
around 3-4% (for 100-1000 checks) which relies on the 
H[SHULHQFH�RI�SURYLGHU¶V�FRQWURO�XQLW and can be considered 
an acceptably good result for previous (human) strategies.  
Considering the results on Fig. 1.-Fig. 6 and the fact that the 
rate of fraudulent cases on the validation data was much less 
(only 0.114%) than 3-4%, the performance of our procedure 
seems to be quite promising. Based on the simulation result 
and the cost of visiting customerV¶� DGGUHVV�� HOHFWULFLW\�
provider may calculate how many customers worth to be 
checked from the Control List. Encouraged by simulation 
GDWD�� +XQJDULDQ� (OHFWULFLW\� 3URYLGHU� (/0%-ÉMÁSZ 
Company-Group checked 500 addresses to reveal fraudulent 
customers. The procedure was carried out by both divisions 
RI� WKH� FRPSDQ\� JURXSV� �(/0%� DQG� e0È6=��� 7KH� UHVXOWV�
are shown by Table I.   
Discovery rates were similar to the simulation data which 
reinforced the efficiency of the algorithm. 
 

 
Fig. 1.  Rate of hits and rate of revealed cases for violation of contracts.  

 
Fig. 2.  Rate of hits and rate of revealed cases for missing contracts. 

 

 
Fig. 3.  Rate of hits and rate of revealed cases for measurement errors.  
 
 

 
Fig. 4.  Rate of hits and rate of revealed cases for damages.  
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Fig. 5.  Rate of hits and rate of revealed cases for permanently closed 
addresses.  

 
 

Fig. 6.  Rate of hits and rate of revealed cases for any reports  
 

TABLE I 

First 50 addresses on the control list are checked.  

  
Issued 
addresses 

Visited 
addresses 

Completed 
checks Reports  

Discovery 

rate (%) 
�>Dq 19 9 4 1 25 
ÉMÁSZ 31 27 26 3 11,5 
Total 50 36 30 4 13,3 

 All the 500 addresses on the control list are checked.    

  
Issued 
addresses 

Visited 
addresses 

Completed 
checks Reports 

Discovery 

rate (%) 
�>Dq 300 197 99 8 8,1 
ÉMÁSZ 200 172 165 7 4,2 
Total 500 369 264 15 5,7 

 

V. CONCLUSION 

A control list generation method for fraudulence detection 
has been proposed in this paper. Fraudulence discovery was 
carried out by a fuzzy system where the rules were 
determined by subtractive clustering method on the base of 
training data. After database transformation and input-output 

specifications, the algorithm was able to achieve a good 
performance on validation data set. Hungarian Electricity 
3URYLGHU�(/0%-ÉMÁSZ Company Group actually checked 
the offered customer addresses for fraudulence. Realized 
discovery rate (5-25%) has forcefully exceeded the 
expectation of 3-4%.   
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