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Abstract. In this paper we present the concepts and implementation of a data
space system for the management of data from heterogeneous sources in the
criminal justice field. Our system exploits domain knowledge in the field of jus-
tice to streamline and to relate the content of different databases in the chain. In
our system, domain knowledge is encoded in a space manager layer. Further-
more, in this layer it is decided which databases should be used to answer a
query. This decision is taken on the basis of the encoded domain knowledge,
and the content of the databases and its quality.

Keywords: data space system, criminal justice chain, domain knowledge, chain
management.

1 Introduction

While in many fields data from different databases are related via automated data
integration concepts and techniques — such as schema mapping or tuple mapping ap-
proaches (see amongst others [1-3]), data in the field of justice are manually or semi-
manually related. The fact that data are related in a (semi-)manual manner in this
specific field has to do with the complexity that is required in understanding and in-
terpretating the data ([4-6]). In our case relating data means to bring (aggregated) data
together that pertain to a same real world entity and define how the data should be
interpreted in the context of other real world entities [7]. Furthermore, a concept of
primary/foreign key relation between different databases is often lacking. If such a
relation does exist, privacy law and regulations may not allow us to use it. Therefore,
relating data from different information systems (semi-)manually is an error-prone
and tedious process.

In this paper, we present the concepts and implementation of a data space system
for the management of data from heterogeneous databases in the criminal justice field.
The term data space system was coined in [8], as an agile form of data integration
using a “pay-as-you-go” approach. Meanwhile the concepts in [8] have been elabo-
rated in different directions ([6], [9-10]) and several prototypes have been developed
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[11-15]. Kalidien et al. [6] come up with a conceptual architecture for data space sys-
tems, while Hedeler et al. [10] present a functional model for data space management
systems which can be seen as a first attempt to formalize data space operators. The
efforts in [11-12] combine personal information, [13-14] focus on the combination of
data from domain independent sources, and [15] supports semi-automatic data inte-
gration of data sources in the domain of life science. We have built upon the concepts
introduced in [8] and [6].

The main goal of our system is to give a more complete look into the flows through
the criminal justice chain so that policy makers can identify potential capacity prob-
lems in an early stage. Also, an important requirement of such a system is that it
should be able to combine all kinds of data in the justice field such as registered data
from chain partners, forecasts, and safety survey data.

The importance of managing data between different databases is in some sense
recognized in the field of federated databases and data warehouses. In a data ware-
house, data from different sources that pertain to a single entity is transformed and
loaded. Entities that apparently pertain to the same real-world object are linked to-
gether by means of primary and foreign keys. In [16], it has been pointed out that
non-key attribute values are often inconsistent, while this is less often the case for key
attribute values. In [6] it is argued that developing a data warehouse is a costly effort,
and the development of a data space system is not only cheaper but may be also more
effective for heterogeneous data management, e.g. in the field of justice. Although our
system is tailored for the Dutch criminal system, we note the notions and concepts of
data space systems (see Section 2) may be used in fields where relationships between
different databases are of crucial importance.

2 Defining Data Space System Concepts

While database management systems provide an extensive set of tools to manage data
within a database, tools to manage data between different databases are lacking. There
is a practical need for these tools by organizations that are embedded in a chain and
especially organizations that are in charge of the control of the chain. Insight into the
flows through the chain is required to identify bottlenecks and improvement of the
chain. For these reasons, concepts, tools and techniques need to be developed to man-
age heterogeneous data from the different systems in the chain. This requires an ex-
tension of the concepts and techniques of database design. In general, database design
primarily focuses on those data required to serve the information needs of a selected
group of users, e.g. a department in an organization. In database design it is not a
common practice to establish relationships between different databases. A database is
considered an independent and autonomous unit, in which the relationships with other
databases are neglected and therefore not specified. It is exactly this property
for which a data space system primarily differs from a database system [6]. In a
data space system, we distinguish three layers, see also Fig. 1: an interface layer
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Fig. 1. Conceptual model of a data space system (Source: [6])

with querying and presentation functionality for end users; a space manager layer,
containing a relationship manager with knowledge about the data in the data space
and a query scheduler module; and a data space layer, consisting of a collection of
databases.

In the data space layer, no constraints are put on the type of databases. The relation
between different databases is encoded in the relationship manager of the space man-
ager layer. The term “relation between databases” is defined in a broad sense. Two
databases are related if they contain data about a same real-life entity or they contain
data that may be used to establish a link between different entity types. For example, a
criminal case brought to court leads to a verdict. Therefore, the number of cases
brought to court and the number of cases with a verdict are related. So, the number of
verdicts is less or equal to the criminal cases brought to court. This is a relationship
between the database that records verdicts and the database that records criminal cas-
es. The extended query scheduler module is used to determine which attributes are
used to answer a query. In contrary to a query optimizer, the choice for the attributes
is not based on trade-off options of (cpu and/or disk access) cost [17] but rather on the
quality of the attributes [18]. The quality of the attributes is rated by domain experts
and important factors that influence the rate are completeness and timeliness of the
attribute data [19].

The interface layer is primarily meant to communicate with end users. Analogous
to the terminology in database systems, the interface and the space manager layer may
be regarded as data space management system. These layers adequately handle a
query from an end user. Analogous to ANSI-SPARC architecture for the development
of databases, the layers in the data space system are independent. For example, we
allow making modifications at the space manager, while leaving the data space as it
is. This property of independency contributes to the flexibility and extensibility of
systems based on the data space system concepts.
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3 Designing a Data Space System

Since the nature of the data in the criminal justice chain differs from administrative
data ([5-6]), we summarize the characteristics of the data and relationships in the first
section. In Sections 3.2 and 3.3, we discuss our design choices.

3.1 Data and Relationship Characteristics

Similar properties of a real-world event may be stored differently in the information
systems of organizations involved in the criminal justice chain. For example, an event
may be labeled by the police as a burglary with violence. However, the public prose-
cutor may come to the conclusion that violence will be hard to prove, therefore the
same event is labeled as a burglary. Also, chain partners may use their own definition
for seemingly similar data, depending on their core processes and management goals.
Furthermore, chain partners register their data at different points in time, namely at
the time when their involvement is required, and also at different precision levels,
since detailed information relevant to one chain partner may not be relevant to anoth-
er. For example, courts register the number of sentences imposed while the executing
organizations register the number of sentences executed (some convicts cannot be
found or die before the sentence can be executed). Courts register the type of crime
because it is relevant for the sentence, but executing organizations may not record it
as it has no relevance for the execution. Finally, we note that organizations at the
beginning of the chain, such as the police, and at the end of the chain (the executing
organizations) are primarily interested in data that pertain to individuals, while the
remainder of the chain partners is rather interested in data about a case than an indi-
vidual. In our system we take advantage of above-mentioned properties to relate (enti-
ties in) different databases.

To ensure the quality of the data, sets of rules are implemented in a separate rela-
tionship module. We distinguish between two types of relationships. The first type
deals with missing data. If the value of an attribute is (temporarily) unavailable, for
example due to technical problems, it may be replaced with the value of a similar
attribute that is measured at a slightly earlier or later point in time, but more or less
covers the same notion. This is called imputation. The imputed value may come from
either the same or a different source. For instance, if the number of summonses is
unknown, but we do know when the first court session took place, we may insert the
value of the number of first sessions as an approximation for the number of sum-
monses. In most cases these two attributes are highly correlated, because each sum-
mons eventually has to lead to a court session. Defining such relationships can help us
to choose which data need to be selected when the preferred data are not available.

The second type of relationship deals with differences between seemingly similar
but actually very different data. Different chain partners may label their data using a
similar or even the same names, but because these data are measured on different
points in time and based on their own criteria, the outcomes for these data will vary.
Knowing the relationship will help us compare the data correctly. This problem is
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generally known as a semantic problem, and is difficult to detect [1]. To illustrate the
second type of relationship, consider the number of community services agreed with
the public prosecutor. These data come from two chain partners, namely the public
prosecutor and the execution organization. Thus, the relationship rule for these data is
that the number of community services registered by the executing organization
should be lower or equal than the number registered by the public prosecutor, because
suspects may die before execution or cannot be found. Historical data confirm this
rule. The data are called stable when they meet this rule.

3.2  Relationship Rules

To construct relationship rules, domain knowledge is indispensable, and historical
data can be used to confirm them. To apply the rules into the current data, there are
two major practical challenges that need to be considered:

e The current data at hand may contain temporary missing data: this is understanda-
ble as organizations have different levels of capacity to handle data request and de-
livery, and thus, not all of them will be able to provide all data on time.

e The observed data may depend on other, possibly temporary factors: this is more
difficult to detect especially if it pertains a change in policy. For instance, until re-
cently the police had a so-called ‘bonnenquota’ (fine quota). As long as a high fine
quota should be met, the police will quite easily giving out fines.

Considering these factors, it is suggested to define relationship rules in such a way
that they will allow some violations. In other words, the rules should not be imple-
mented in a strict manner (such rules are usually called soft rules).

In our application, we define the rule as a comparison between the ratio of the re-
lated data between two organizations and their average ratios. The previous data val-
ues are used to determine the average ratio. To stay as close as possible to the current
situation, it seems justified not to use too much historical data. In our case, we apply
the relationship rules to quarterly data and the average is calculated based on a series
of quarterly data in the past two years. Violations of the rules in certain range of val-
ues will be allowed. The rules can be formally defined as follows.

()t
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Using a margin of 10% (8=0.1) means we allow the ratio of the present data to fall
between 10% less than the average and 10% more than the average. Deciding which
margin value will be reasonable requires some trial and error. Alternatively, one can
observe a standard deviation calculated from historical data. In our case, most of the
variables have a standard deviation around 0.1, but for some variables the standard
deviation can vary up to 0.15. If we choose the largest standard deviation, it means we
underestimate possible violations of the rules (or in other words: we allow the largest
violation possible).

3.3  Variables

We have organized variables in hierarchical trees. For example, the database holds the
following variables v;..vs: {C-Cases-M-Verdict-Acquittal, C-Cases-M-
Verdict-Conviction, C-Cases-C-Verdict-Acquittal, C-Cases-C-
Verdict-Conviction, C-Cases-M-Verdict, C-Cases-C-Verdict}.
Fig. 2 depicts the tree for these variables. The variable trees are constructed bottom-
up: the lowest (most specific) variables in the tree are generated directly from
attributes, and upper variables are generated from lower variables.

s
(J C_Cases

,,,/'////// \

( vs ) Verdict ' Verdict

-

_y -
vi | Acquittal (\\Q Conviction

Fig. 2. Tree of variables that pertain to court cases

Acquittal ( Vs Conviction

Variables are constructed dynamically by using naming conventions in the variable
names. The name of a variable is built up from different parts, distinguished by an
hyphen. Each part has its own meaning. So, the variable meaning can be constructed
from its parts. The first and the second part of the variables (C-Cases) refer to that
all variables pertain to court/trial cases. The variable v, pertains court cases that are
misdemeanors (M) with ‘acquittal’ as verdict, while v, pertains to the same kind of
cases, but with a ‘conviction’ as verdict. Analogous to misdemeanors, we have com-
parable variables v; and v, for crimes (C). The sum operator can not always be applied
in a straightforward manner in a tree. This is the case whenever the attributes that are
used to compute a variable are not disjunct. For instance, a verdict can have more than
one ‘verdict type’; an acquittal for one part of the crime, and conviction for another
part. As a result, the total number of verdicts has to be extracted separately from the
data space.
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4 Architecture of a Data Space System

On the basis of design decisions, as discussed in Section 3, we discuss the architecture
of the data space system. The architecture is presented in Fig. 3. The data space layer
provides access to data sources from different organizations, which contain data of
different aggregation levels. The space manager layer contains the knowledge and
functionality to interpret the data, and, besides the variable database and the relation-
ship module, consists of two auxiliary modules to create the variables. Data that are
required to create a variable are extracted from the data space layer and converted to a
standard format. Then, the converted data are manipulated in order to create the value
of a variable and stored in the variable database. The interface layer actually presents
the data to end users.

| User interface |

Queryvj T Result
 Variable database | | Relationships |
A Variables

\ Generate variables \
A standardized data

Convert to standard format
1 1

Fig. 3. Architecture of the data space system

[1iiss

ﬂ Data space

We note that the data space layer is environment-dependent, and the interface layer
is application-dependent. This means that the content of the data space is mainly de-
termined by the environment in which the data space system is set up, whereas the
way the interface is implemented depends on the requirements defined by the user. As
a result, the implementation of the space manager is also application-dependent.

In this system, comparability is a key issue. Therefore, attribute data are extracted
from the data space and stored in the space manager layer in a standardized format
(analogous to the federated database approach [1]). On storage, attribute data is ag-
gregated to three-month periods. The data are multi-dimensional and in this case, the
dimensions are predefined: region, crime type, age, and person type (natural or legal
person).

The Relationships component is a knowledge base about the variables in the data
space system and their relationships. In the knowledge base the definition of variables
and the relationships between variables are stored. As discussed in Section 3.3, the
definition of a variable is stored in trees. Each phase in the criminal justice chain has
one or more of these trees (e.g. the investigation phase has different trees for suspect
and crime statistics). The knowledge base also contains the relationships rules (of the
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second type) between variables. Variables are generated from the attributes using the
variable trees defined in the Relationships component. When an attribute is not avail-
able for one or more periods, these periods are not generated for variables that depend
on this attribute. Special variables are the ‘effect variables’: an effect variable entails
the margin of violation of a relationship rule. All variables are stored in the variable
database for use in the interface.

5 Conclusions and Further Research

While database management systems provide an extensive set of tools to manage data
within a database, tools to support the management of data between different databas-
es are lacking. For several reasons, there is a need to support the management of data
from heterogeneous information systems. For example, in the field of justice this
might be to gain insight into the criminal justice chain by generating management
information. To support the management of data from different heterogeneous sys-
tems, we have developed a data space system tailored to the Dutch criminal justice
chain.

In our system we have exploited domain knowledge in the field of justice to
streamline and to relate the content of the different data sources. The domain know-
ledge is encoded in the space manager layer. Furthermore, in this layer it is decided
which databases should be used to answer a query. This decision is taken on the basis
of the content of the databases and its quality. The system proves to be successful in
managing data from different information systems that are involved in the criminal
justice chain. Currently, the system is used by several chain partners as well as by
policy makers at the Dutch Ministry of Security and Justice to gain insight into the
flows through the criminal justice chain.

To our best knowledge, our data space system is the first implementation of the data
space approach targeting the criminal justice chain. A topic for further research is the
generalization of the data space concept by applying it in different contexts and do-
mains. The data space concept will be further developed with a focus on data quality
aspects. Another aspect of further research is the margin of violation used in the rela-
tionship rules. Learning from this case, we believe that for a good performance the mar-
gin should be made dynamically in two ways. Each variable may have its own margin
of violation, and the margin of violation can change in time. Further research is neces-
sary to determine how this can be implemented in a reliable and maintainable way.
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