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Abstract. In practice, knowledge-based reasoning for decision mak-
ing must be inconsistency-tolerant since, for decision making, contra-
dictory data are unavoidable. We present a measure-based concept of
inconsistency-tolerant knowledge engineering for decision support. It en-
ables the preservation of consistency across updates, as well as the com-
putation of sound answers to queries in knowledge bases with violated
integrity. Hence, our framework supports the consistency of decision
making in the presence of contradictory data. By an extended example,
we show how inconsistency-tolerant integrity maintenance can minimize
risks in decision making that result from inconsistent knowledge.

1 Introduction

In computational knowledge engineering, inconsistency tolerance is the capacity
of sound information processing in the presence of inconsistent data [3]. Its
main applications are query answering [7], database integration [13] and integrity
maintenance [I0]. The application of inconsistency tolerance proposed in this
paper is knowledge engineering for decision support, which involves integrity
checking, inconsistency repairing and query answering. The main contribution
of this paper is to provide evidence of the feasibility of a measure-based concept
of inconsistency-tolerant knowledge engineering for consistent decision support
including the minimizations of risks resulting from contradictory data.
Nowadays, decision making in enterprises is supported by knowledge-based
computing systems that provide for a rational analysis of large amounts of stored
business data. The backbone of such knowledge-based systems are databases.
They support the evaluation of complex queries, which is essential for proper
decision making. Answers on which far-reaching decisions depend should be as
consistent as possible, since otherwise, fatally wrong decisions could be taken.
Decision support systems should be able to work in the presence of inconsistent
data, since they are unavoidable and may even be useful, e.g., for finding optimal
tradeoffs between contradictory goals. Thus, query answering should provide rea-
sonable answers even if integrity is violated. Similarly, integrity checking should
make reasonable decisions to accept or reject updates in the presence of incon-
sistencies. In fact, sound reasoning with unsound data is a big challenge for
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database logic, which is based on classical predicate logic. The latter does not
survive contradictions [I8], predicting that everything, thus nothing valuable,
can be inferred as an answer to a query in an inconsistent database.

Section illustrates how semantic consistency as well as properties of po-
tential risks can be captured in the syntax of integrity constraints. In Section[3]
inconsistency-tolerant integrity checking (abbr. ITIC) is shown to prevent a dete-
rioration of decision making. In Section[d] I7TIC'is used also for repairing damaged
data, without insisting on a total elimination of all violations. In Sectionf] we
sketch how valid answers to queries for decision making can be obtained from
knowledge bases that contain risky or inconsistent data. In Section[fl we fea-
ture an example of managing risky data, with comparisons to several alternative
approaches. In Section[7, we address related work. In Section, we conclude.

Terminology and notations in this paper come from deductive databases [IJ.
Throughout, symbols like D, I, IC,U always stand for a database, an integrity
constraint, a finite set of constraints (also called integrity theory) and, resp., an
update. The result of updating D by U is denoted by DY, and D(S) is the result
of evaluating a set of sentences S in D.

2 Modeling Risk as Constraints

Integrity constraints (in short: constraints) in databases are asserted as logical
sentences and often as denials, i.e., clauses of the form < B, where the body
B states what should not be true. Thus, each instance of B that is true in the
database indicates an integrity violation. We begin with two examples of classical
integrity constraints, and then argue by further examples that properties for
capturing risky data can be modeled in the same syntax.

In a database for decision making by medical staff,

YaVyVz(myoglobin(z, y, z) — person(x) A pmol-per-l(y) A time(z))
stipulates that the first attribute of the myoglobin table always is a person, the
second a micromoles/liter value and the third of type date. Similarly, the denial

+— myoglobin(z, y1, z), myoglobin(z, y2, z), yl #y2
declares a primary key constraint on the first and third columns, preventing
multiple entries for a person with different myoglobin values at the same time.

Likewise, conditions for characterizing data as risky can be modeled in the
syntax of integrity constraints. For instance, consider < risk(z,z), where risk
is defined by risk(x, z) < person(x), myoglobin(z,y, z), above-threshold(y), and
above-threshold(y) be a predicate that compares the value of y with a suitable
constant boundary. Thus, the health of a person z at time z is considered to be
at risk if the myoglobin level y exceeds some critical threshold.

The denial «+ dubious(z,y) states doubts (i.e., a risk of incorrectness) about
the data in a municipal database for decision making by the mayor, where the
predicate dubious is defined by dubious(x,y) < birth-date(x,y), y < 1900 . Thus,
each entry of a person z with birth date z prior to the 20th century is considered
dubious, i.e., it is risky to trust such data.
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The following clause serves to define the constraint < risky(x), by disqualify-
ing the trustworthiness of rows x in database tables y whose confidence value z
is below some threshold th: risky(x) < confidence(row(z,y),z) A z < th.

The denial <« suspect(x) models suspect and thus risky email, where suspect
is defined by suspect(z) + email(x, from(y)), ~authenticated(y), which warns
that an email x sent by ¥ is suspect or risky because it may contain malicious
elements if y cannot be authenticated. Note that emails x that qualify as suspect
may well be acceptable despite the risks caused by senders y.

Conventionally, updates that would violate any constraint are rejected. As
opposed to that, the preceding examples illustrate that violations of constraints
describing risks may be tolerable; some more, some less. In the remainder, we
show that not only conventional integrity constraints, but also risk constraints
can be maintained by inconsistency-tolerant methods of integrity management
for checking the preservation of integrity by updates, for repairing violations,
and for providing answers that have integrity in knowledge bases that don’t.

3 Inconsistency-Tolerant Constraint Checking

Constraints are meant to be checked upon each update, which is committed only
if it does not violate any constraint. The same can be done for risk constraints.
However, a total absence of risks is hard to be maintained, and constraint vio-
lations may at times be acceptable anyway, as we have seen in Section[2 Thus,
methods for checking constraints that can tolerate extant violations are needed.

In [I1], we have shown that most (but not all) known integrity checking meth-
ods are inconsistency-tolerant, even though they have been designed to work only
if integrity is totally satisfied before any update is checked. In [10], we have seen
that most integrity checking methods can be described by wviolation measures.
Each such measure maps pairs (D, IC') to some partially ordered space, for sizing
the violated constraints in (D, IC). Thus, an update can be accepted if it does
not increase the measured amount of constraint violations.

Definition[l] characterizes each constraint checking method M (in short,
method) as an I/0 function that maps input triples (D, IC,U) to {ok, ko}. The
output ok means that the checked update is acceptable, and ko that it may not
be acceptable. For deciding to ok or ko an update U, M uses a violation mea-
sure p, the range of which is structured by some partial order <, for determining
if U increases the amount of measured violations or not.

Definition 1. (Measure-based ITIC)

An integrity checking method maps triples (D, IC, U) to {ok, ko}. For a violation
measure (pu, <), a method M is sound (resp., complete) for p-based integrity
checking if, for each (D, IC,U), (1) (resp., (2)) holds.

M(D,IC,U) = ok = u(DY,IC) < u(D,IC) (1)

w(DY,I1C) < u(D,IC) = M(D,IC,U) = ok (2)
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The only real difference between conventional methods and integrity checking
as defined above is that the former additionally requires total integrity before
the update, i.e., that D(IC) = true in the premise of Definition [l The measure
u used by conventional methods is binary: wu(D,IC) = true means that IC is
satisfied in D, and p(D, IC) = false that it is violated.

As seen in [11], many conventional methods can be turned into sound (though
not necessarily complete) inconsistency-tolerant ones, simply by waiving the
premise D(IC) = true and comparing violations in (D, IC) and (DY, IC). If
there are more or new violations in (DY, IC) that are not in (D, IC), then they
output ko; otherwise, they may output ok.

4 Inconsistency-Tolerant Repairs

Essentially, repairs are updates of databases that eliminate their constraint vio-
lations. However, the user or the application may not be aware of each violation,
so that some of then may be missed when trying to repair a database.

Below, we recapitulate the definition of repairs in [I1] which is inconsistency-
tolerant since it permits that some violations may persist after a partial repair.

Definition 2. (Repair)

For a triple (D,IC,U), let S be a subset of IC such that D(S)= false. An
update U is called a repair of S in D if DY(S)=true. If DY (IC) = false, U is
also called a partial repair of IC in D. Otherwise, if DY (IC)= true, U is called
a total repair of IC in D.

Unfortunately, partial repairs may inadvertently cause the violation of some
constraint that is not in the repaired subset.

Ezample 1. Let D = {p(1,2,3), p(2,2,3), p(3,2,3), q(1,3),4(3,2),4(3,3)} and
IC = {+p(a,y,2) A ~q(z,z), + q(x,x)}. Clearly, both constraints are violated.
U = {delete q(3,3)} is a repair of {+ ¢(3,3)} in D and hence a partial repair of
IC. Tt tolerates the persistence of the violation + p(2,2,3) A~q(2,3) in DY.
However, U also causes the violation < p(3,2,3) A ~q(3,3) of the first constraint
of IC in DY. That instance is not violated in D. Thus, the non-minimal partial
repair U’ = {delete q(3,3), delete p(3,2,3)} is needed to eliminate the violation
of + ¢(3,3) in D without causing a violation that did not yet exist.

Although U’ does not cause any unpleasant side effect as U does, such repair
iterations may in general continue indefinitely, as known from repairing by trig-
gers [5]. However, that can be alleviated by checking if a given repair is an update
that preserves integrity, i.e., does not increase the amount of violations, with any
measure-based method that prevents inconsistency from increasing while toler-
ating extant constraint violations. Hence, we have the following result.

Theorem [I0] Let p be a violation measure, M a p-based integrity checking
method and U a partial repair of IC in D. For a tuple (D, IC), U preserves
integrity wrt. p if M(D,IC,U) = ok.
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For computing partial repairs, any off-the-shelve view update method can be
used, as follows. Let S = {« Bj,...,« B,} be a subset of constraints to be
repaired in the database D of an information system. Candidate updates for
satisfying the view update request can be obtained by running the view update
request delete violated in DU {wiolated < B;|0<i<n}. For deciding if a can-
didate update U is a valid repair, U can be checked for integrity preservation by
some measure-based method, according to the preceding theorem. More details
about the computation of partial and total repairs can be found in [I0].

5 Answers That Tolerate Violations of Constraints

Violated risk constraints may impair the validity of query answering, since the
data that provide the answers are precarious. Thus, an approach to provide
answers with integrity in knowledge bases with violated constraints is needed.

Consistent query answering (abbr. CQA) [2] provides answers that are true in
each minimal total repair of IC' in D. CQA uses semantic query optimization [0]
which in turn uses integrity constraints for query answering. A similar approach
is to abduce consistent hypothetical answers, together with a set of hypothetical
updates that can be interpreted as integrity-preserving repairs [12].

A new approach to provide answers that have integrity (abbr. AHI), and a
comparison to CQA, is presented in [9]. AHI determines two sets of data: those by
which an answer is deduced, i.e., the causes of the answer, and those that cause
constraint violations. Each cause is a set of ground instances of if- and only-if
halves of predicate completions in comp(D) [8]. An answer 6 has integrity if
the intersection of one of the causes of the answer with the causes of constraint
violations is empty, since 6 is deducible from data that are independent of those
that violate constraints.

AHI is closely related to measure-based ITIC, since some convenient violation
measures are defined by causes: cause-based methods accept an update U only if
U does not increase the number or the set of causes of constraint violations [10].
Similar to ITIC, AHI is inconsistency-tolerant since it provides correct results
in the presence of constraint violations. However, AHI is not as inconsistency-
tolerant as measure-based ITIC, since each answer accepted by AHI is indepen-
dent of inconsistent parts of the database, while measure-based ITIC may admit
updates that violate constraints. For instance, U in Example[ causes the viola-
tion of a constraint while eliminating some other violation. Now, if U is checked
by a method based on a measure that assigns a greater weight to the eliminated
violation than to the newly caused one, U will be ok-ed, because it decreases
the measured amount of inconsistency.

In fact, it should be possible to provide answers that, despite some toler-
able degree of contamination with inconsistency, are appreciable. The idea is
to provide answers that tolerate a certain amount of violations of constraints
that may be involved in the derivation of answers. To quantify that amount,
some application-specific tolerance measure is needed. In ongoing research, we
elaborate a theory based on that idea.
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6 Risk Management — An Example

Risky data often cannot be totally avoided. Hence the desire to contain or re-
duce risky data, so that their amount does not grow and won’t compromise the
validity of answers too much. In this section, we illustrate how to meet that
desideratum by inconsistency-tolerant integrity management, and discuss some
more conventional alternatives. In particular, we compare inconsistency-tolerant
integrity management with brute-force constraint evaluation, conventional in-
tegrity checking that is not inconsistency-tolerant, total repairing, and CQA, in
6.1-6.6

The example below is open to interpretation. By assigning convenient mean-
ings to predicates, it can be interpreted as a model of risky data in a decision
support systems for, e.g., stock trading, or controlling operational hazards in a
complex system.

Let D be a database with the following definitions of view predicates i, rm,
rh that model risks of low, medium and, respectively, high degree:

rl(z) < p(z,z)
rm(y) < q(z,y), ~p(y,z) 5  rm(y) < p(z,y), q(y, 2), ~p(y, 2), ~q(z, x)
rh(z) < p(0,y), q(y,2), z > th

where th be a threshold value that always is greater or equal 0. Now, let risk
be denied by the following integrity theory:

IC = {« rl(z), < rm(z), <+ rh(z)}.

Note that IC is satisfiable, e.g., by D ={p(1,2),p(2,1),q(2,1)}. Now, let the
extensions of p and ¢ in D be populated as follows.

p(0,0), p(0,1), p(0,2), p(0,3), ..., p(0,1000000),
p(1,2),p(2,4),p(3,6),p(4,8), ..., p(500000, 1000000)
q(0,0), (1,0), ¢(3,0), ¢(5,0), ¢(7,0),....,q(999999,0)

It is easy to verify that the low-risk denial < p(z,x) is the only constraint
that is violated in D, and that this violation is caused by p(0, 0).
Now, let us consider the update U = insert ¢(0,999999).

6.1 Brute-force Risk Management

For later comparison, let us first analyze the general cost of brute-force evaluation
of IC in DY. Evaluating < rl(z) involves a full scan of p. Evaluating < rm(z)
involves access to the whole extension of ¢, a join of p with ¢, and possibly many
lookups in p and ¢ for testing the negative literals. Evaluating < rh(z) involves a
join of p with ¢ plus the evaluation of possibly many ground instances of z > th.

For large extensions of p and ¢, brute-force evaluation of IC clearly may last
too long, in particular for safety-critical risk monitoring in real time. In [6.2] we
are going to see that it is far less costly to use an ITIC method that simplifies
the evaluation of constraints by confining its focus on the data that are relevant
for the update.
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6.2 Inconsistency-Tolerant Risk Management

First of all, note that the use of conventional simplification methods that require
the satisfaction of IC' in D is not allowed in our example, since D(IC) = false.
Thus, conventional integrity checking has to resort on brute-force constraint
evaluation. We are going to see that inconsistency-tolerant integrity checking of
U is much less expensive than brute-force evaluation.

At update time, the following three simplifications of medium and high risk con-
straints are obtained from U. (No low risk can be caused by U since ¢(0,999999)
does not match p(z, z).) These simplifications are obtained at hardly any cost, by
simple pattern matching of U with pre-simplified constraints that can be compiled
at constraint specification time.

 ~p(999999,0); « p(2,0), ~p(0,999999), ~¢(999999.2); + p(0,0),999999 > th

By a simple lookup of p(999999, 0) for evaluating the first of the three denials,
it is inferred that « rm(z) is violated.

Now that a medium risk has been spotted, there is no need to check the other
two simplifications. Yet, let us do that, for later comparison in

Left-to-right evaluation of the second simplification essentially equals the cost
of computing the answer = 0 to the query < p(z,0) and successfully looking
up ¢(999999,0). Hence, the second denial is true, which means that there is no
further medium risk. Clearly, the third simplification is violated if 999999 > th
is true, since p(0,0) is true, i.e., there possibly is a high risk.

Now, let us summarize this subsection. Inconsistency-tolerant integrity check-
ing of U essentially costs a simple access to the p relation. Only one more look-
up is needed for evaluating all constraints. And, apart from a significant cost
reduction, ITIC prevents medium and high risk constraint violations that would
be caused by U if it were not rejected.

6.3 Inconsistency-Intolerant Risk Management

ITIC is logically correct, but, in general, methods that are not inconsistency-
tolerant (e.g., those in [I4J16]) are incorrect, as shown by the example below.

Clearly, p is not affected by U. Thus, D(+rl(z))= DY (+rl(z)). Recall that
each method that is not inconsistency-tolerant assumes D(IC)= true. Thus,
such methods would wrongly conclude that the unfolding + p(z,z) of + ri(x)
is satisfied in D and DY, although p(0,0) € D. That conclusion is then applied
to «+ p(0,0), 999999 > th, (the third of the simplifications in [6.2]), which thus
is taken to be satisfied in DY. That, however, is wrong if 999999 > th is true.
Thus, non-inconsistency-tolerant integrity checking may wrongly infer that the
high risk constraint < rh(z) cannot be violated in DY.

6.4 Risk Management by Repairing (D, IC)

Conventional integrity checking requires D(IC') = true. To comply with that, all
violations in (D, IC) must be repaired before each update. However, such repairs
can be exceedingly costly, as argued below.
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In fact, already the identification of all violations in (D, IC) at update time
may be prohibitively costly. But there is only a single low risk constraint violation
in our example: p(0,0) is the only cause of the violation < r/(0) in D. Thus, to
begin with repairing D means to request U = delete p(0,0), and to execute U
if it preserves all constraints, according to the theorem in Sectionfdl

To check U for integrity preservation means to evaluate the simplifications

— q(0,0) and — p(l’,()), q(0,0), Nq(oax)

i.e., the two resolvents of ~p(0,0) and the clauses defining rm, since U affects no
other constraints. The second one is satisfied in DY, since there is no fact match-
ing p(x,0) in DY. However, the first one is violated, since DY (q(0,0)) = true.
Hence, also ¢(0,0) must be deleted. That deletion affects the constraint

rm(y) < p(z,y), 4(y, 2), ~p(y, 2), ~q(z, )
and yields the simplification

— p(o, y)v Q(yv 0)’ Np(y’ 0)

As is easily seen, this simplification is violated by each pair of facts of the
form p(0, 0), g(0,0) in D, where o is an odd number in [1,999999]. Thus, deleting
¢(0,0) for repairing the violation caused by deleting p(0,0) causes the violation
of each instance of the form <« rm(o), for each odd number o in [1,999999].

Hence, repairing each of these instances would mean to request the deletion
of many rows of p or q. We shall not further track those deletions, since it
should be clear already that repairing D is complex and tends to be significantly
more costly than ITIC. Another advantage of ITIC: since inconsistency can be
temporarily tolerated, ITIC-based repairs do not have to be done at update time.
Rather, they can be done off-line, at any convenient point of time.

6.5 Risk Management by Repairing (DY, IC)

Similar to repairing (D, IC'), repairing (DY, IC) also is more expensive than to
tolerate extant constraint violations until they can be repaired at some more
convenient time. That can be illustrated by the three violations in DV, as iden-
tified in and the low risk that already exists in D, and the medium and
high risks caused by U and detected by ITIC. To repair them obviously is even
more intricate than to only repair the first of them as tracked in

Moreover, for risk management in safety-critical applications, it is no good
idea to simply accept an update without checking for potential violations of
constraints, and to attempt repairs only after the update is committed, since
repairing takes time, during which an updated but unchecked state may contain
possibly very dangerous risks of any order.

6.6 Reliable Constraint Evaluation in Risky Databases

As already mentioned in Sectionfl CQA is an approach to cope with constraint
violations for query evaluation. There is a clear kinship of ITIC and CQA, since
checking and repairing risk constraints involves their evaluation. However, the
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evaluation of constraints by CQA is unprofitable, since consistent answers are
defined to be those that are true in each minimally repaired database. Thus, by
definition, CQA returns the empty answer for each queried denial constraint I,
indicating the satisfaction of I. Thus, answers to queried constraints computed
by CQA have no meaningful interpretation.

For example, CQA computes the empty answer to the query < rl(x) and to
< rh(z), for any extension of p and q. However, the only reasonable answers to
+ rl(xz) and < rh(z) in D are x = 0 and, resp., z = 999999, if 999999 > ¢th.
These answers correctly indicate low and high risks in D and, resp., DV.

For computing correct answers to queries (rather than to denials representing
constraints), AHI is a viable alternative to CQA. A comparison, which turned
out to be advantageous for AHI, has been presented in [9].

7 Related Work

Although integrity, i.e., conditions of semantic consistency, and properties that
capture risks of some sort are obviously related, it seems that they never have
been approached in a uniform way, as in this paper, neither in theory nor in
practice. However, similarities and differences between the integrity of data and
data that capture properties such as risks are identified in a collection of work
on modeling and managing uncertain data [I7]. In that book, largely diverse
proposals to handle data that lack quality, and hence may involve some risk, are
discussed. In particular, approaches such as probabilistic and fuzzy set model-
ing, exception handling, repairing and paraconsistent reasoning are dealt with.
However, no particular approach to integrity checking is considered.

Several paraconsistent logics that tolerate inconsistency of data have been
proposed, e.g., in [34]. Each of them departs from classical first-order logic, by
adopting some annotated, probabilistic, modal or multivalued logic, or by re-
placing standard axioms and inference rules with non-standard axiomatizations.
As opposed to that, inconsistency-tolerant integrity checking fully conforms with
standard datalog and does not need any extension of classical logic.

Work on semantic inconsistencies in databases is also done in the field of mea-
suring logical inconsistency [15]. Our violation measures also work in databases
with non-monotonic negation, whereas inconsistency measures in [I5]. do not
deal with non-monotonicity, as argued in [10].

8 Conclusion

We have presented a non-standard approach to risk management. We have shown
that risk can be modeled by integrity constraints. It can be contained and
reduced by conventional integrity maintenance methods that are inconsistency-
tolerant. From [I0], we have adopted a generic description of inconsistency-
tolerant methods on the basis of violation measures. Such measures also enable
an evaluation of queries in knowledge bases for decision making such that the
computed answers are not contaminated by risk-inflicted data. As illustrated in
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Section [6] the use of inconsistency-tolerant approaches is essential, since wrong,
possibly fatal decisions can be inferred from deficient data by methods that are
not inconsistency-tolerant.

Apart from the investigations mentioned in Sectionfl ongoing work is ded-

icated to scale up the results of this paper to maintaining constraints across
concurrent transactions in distributed and replicated databases.
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