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Abstract

Since 2003, Algebraic Attacks have received a
lot of attention in the cryptography literature. In
this context, algebraic immunity quantifies the re-
sistance of a Boolean function to the standard alge-
braic attack of the pseudo-random generators using
it as a nonlinear Boolean function. A high value of
algebraic immunity is now an absolutely necessary
cryptographic criterion for a resistance to algebraic
attacks but is not sufficient, because of a more gen-
eral kind of attacks so- called Fast Algebraic At-
tacks. In view of these attacks, the study of the set
of annihilators of a Boolean function has become
very important. We show that studying the annihi-
lators of a Boolean function can be translated into
studying the codewords of a linear code. We then
explain how to exploit that connection to evaluate or
estimate the algebraic immunity of a cryptographic
function.

keywords: Boolean functions, Algebraic im-
munity, Cyclic code.

1. Introduction

Due to the great success of algebraic attacks
[1, 2], the notion of algebraic immunity has been in-
troduced in [3] to measure the ability of functions
used as building blocks of key stream generators
resisting this new kind of attacks. The algebraic
immunity of a Boolean function is the smallest pos-
sible degree of nonzero Boolean functions that can
annihilate the Boolean function or its complement
(such a Boolean function is called an annihilator
of the Boolean function; Definition 1). For an n-
variable Boolean function, its algebraic immunity
is upper bounded by [%] (see [2]). Several con-
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structions of Boolean functions having high alge-
braic immunity have been proposed in the litera-
ture. Among these constructions, the one due to
Carlet and Feng [4] was obtained from the BCH
bound from coding theory. That work motivates
to push further the approach initiated in [4]. In-
deed, it shows that is seems possible to translate the
problem of studying the annihilators of a Boolean
function into studying a linear code. In section 3,
we associate annihilators of a Boolean function to
codewords of a cyclic code (Definition 3). We then
show that a lower bound on the algebraic immu-
nity of a Boolean function can be derived from the
minimal distance of that code (Theorem 15).

2. Notation and preliminaries

Let n be a positive integer. A Boolean function
f is a map from the vector space I} of all binary
vectors of length n to the finite field with two ele-
ments Fs.

The Hamming weight of a Boolean function f
on F%, denoted by wt(f), is the size of the sup-
port of the function, that is, the cardinality of
supp(f) ={z € F} | f(z) =1}. The Hamming dis-
tance dg(f,g) between two functions f and g is the
size of the set {x € F} | f(x) # g(x)}, which is equal
to wt(f @ 1g).

In coding theory and cryptography, the most
usual representation of these functions is the alge-
braic Normal Form (ANF) :

@ oIl
IC{1,...,n} il

where the ar’s are in Fo. The terms [[;c o
are called monomials. The algebraic degree of a
Boolean function f equals the global degree of its

f@y,- an)

We denote by @ the addition in F, (but we denote by
+ the addition in the field Fon and in the vector space F7,
since there will be no ambiguity) and by + the addition in
Z.
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(unique) ANF, that is, the maximum degree of
those monomials whose coefficients are nonzero.
There is another common way to write down
Boolean functions, that is, another representation
using a finite field. To this end, we identify F5 with
Fon, the Galois field of characteristic 2 with 2™ el-
ements. Another representation of Boolean func-
tions using such an identification is to view any
Boolean function as a polynomial in one variable
over Fan of the form f(z) = anal ajz?. This rep-
resentation exists for every function from Fan to
Fon and such function f is Boolean if and only if
ag and agn_1 belong to I, and agj = a]2. for every
j #0, 2™ —1, where 2j is taken modulo 2™ —1.
The degree of f is then equal to the maximum
2-weight of exponent j for which a; # 0. Recall
that the 2-weight w2 (j) of an integer j equals by
definition the number of 1’s in its binary expansion.
Because of standard algebraic attacks [5], the
study of the set of annihilators of a Boolean func-
tion has become very important. We now recall the
definition of an annihilator of a Boolean function.

Definition 1 Let f be a Boolean function defined
over Fon. A monzero Boolean function p is called an
annihilator of f if f(x)p(x) =0 for every x € Fon.

It has been highlighted that an important prop-
erty of a Boolean function is the lowest possible de-
gree of its annihilators or of the annihilators of its
complement, that is called the algebraic immunity

of f [5].

Definition 2 The algebraic immunity of f, de-
noted by AI(f), is the minimum value of d such
that f or its complement 1+ f admits an annihi-
lator of algebraic degree d. If we denote LDA(f)
the lowest algebraic degree of nonzero annihilators
of f, the algebraic immunity of f can be written as:
AI(f) = min(LDA(f),LDA(1 + f)).

Clearly, the algebraic immunity of a Boolean
function f is less than or equal to its algebraic de-
gree since 1@ f is an annihilator of f. As shown
in [6], the algebraic immunity of any n-variable
function is bounded by [n/2]. Moreover, it was
shown in [7] that the Hamming weight of a Boolean
function f with given algebraic immunity satisfies

: Z?:Iéf) 1( )<Wt( ) <>, AI(S) (Z) In par-
ticular, if n is odd and f has optlmum algebraic
immunity then f is balanced.

Let us now recall the basic notation and facts
about linear codes. A linear code of length n is

a vector subspace of Fon. The Hamming weight
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(for short, weight) of a vector v is the number
of its nonzero entries and is denoted wt(v). The
Hamming distance between two vectors v and w
is the weight of v+ w. The minimum distance of
a linear code is the minimum Hamming distance
between two vectors of the linear code; it equals
the minimum nonzero weight among all the vec-
tors of the code. A linear code C is said to be
cyclic if any cyclic shift of a vector belongs to C,
that is, whenever (cg,c1,+,¢p—1) is in C then so
is (Cn—1,C0, " ,Cn—2).

3. Algebraic immunity from coding
point of view

Let p:Fon — Fo be an annihilator of a Boolean
function f defined over Fon. One can represent p
as a polynomial in one variable over Fon : p(z)

2"—1 .
Y i—o aixz'. Introduce now the linear code over
Fon.

Definition 3 Given a subset S of Fan, let C(S)
be the set of all tuples (a1,az2, -+ ,asn_g,a2n_1) of
IF3271 such that 2?21—1 a;x' =0 for every x € S.

Lemma 4 Let S C Fon.
of length 2™ —1.

Then C(S) is a cyclic code

The linearity of the code simply comes from
the fact that the common zeros of two poly-
nomials are also zeros of their sum. Sup-

pose now that p(z) = 2?21_1 a;x' vanishes on

S, that is, p(x) =0 for every z € S. Note
now that zp(x) = Z?nfl a; x”l Z?ngl ai—1xt+
agn_122" = agn_1x + Z py Lai 1x*, that is,
(agn_1,a1, - ,asn_9) is a codeword of C(S) prov-

ing that it is a cyclic code.

A Boolean function p is an annihilator of f ac-
cording to Definition 1 if and only if p(z) =0 for
every x € supp(f). Let us write p(z) = Eial a;rt.
If f(0) =1, then ag =0, that is, there is no constant
term in the representation of p : p(x) = 21221_1 a;r'.
If f(0) =1, then (ai,...,agn—1) is a codeword of
C(supp(f)). Conversely, one has to take care that
not all the codewords of C(supp(f)) can be associ-
ated to an annihilator of f. Indeed, to be an an-
nihilator, Z?iflaixi must be the representation
of a Boolean function, that is, one must have that
az; = a? for every i # 2" —1. The authors of [4]
have neglected in their approach the fact that code-
words of C(supp(f)) are not necessarily associated
to annihilators. Let us denote B the set of all vec-

n
tors (a1, -+ ,agn_g9,an_1) € F%n_2 x Fo such that
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@2 mod 2n_1 = a; for every integer i ranging from
1 to 2™ — 2. Therefore, one has more precisely

Lemma 5 Let f:Fon — Fo be such that f(0)=1.
Then the set of annihilators of f is the intersec-
tion of C(supp(f))NB. It is a linear sub-code of

C(supp(f)).

It is a linear code because B and C(supp(f)) are
linear codes.

The question then arises from knowing what we
could say when f(0) =0. To that effect we prove the
following result that shows that the algebraic im-
munities of two Boolean functions differ of at most
1 if they differ only at 0 (note that a similar result
can be obtain from [11]).

Proposition 6 Let f:Fon —Fy. Let e € Fo. Let
f€ be the Boolean function defined as f€(0) =€ and
fé(x) = f(x) for every x € F5n. Then, it holds

LDA(f)—1<LDA(f°) <LDA(f)+1
and
LDA(1+ f)—1<LDA(1+ f°) <LDA(1+f)+1

Let p be an annihilator of f of algebraic degree
LDA(f). Clearly, zp(x)f¢(z) =0 for every x € Fan
proving that LDA(f¢) < LDA(f)+ 1. Similarly,
exchanging f and f€, one can prove LDA(f) <
LDA(f€)+ 1, that is, LDA(f€) > LDA(f) — 1.

Let p be an annihilator of 1+ f of algebraic de-
gree LDA(1+ f). Note that than 14 f¢(x) = f(z)+
(14 f0)+e)(1+ 22" ") +22""1 = (14 f(z) +
(f(0) +€)(1+22"~1) for every x € Fan. There-
fore, g(z) = xp(x) is an annihilator of 1+ f€ since
z4z2" =0 for every z € Fon. Hence LDA(1+ f€) <
LDA(1+ f)+1. One can get by similar arguments
LDA(1+ f) <LDA(1+ f€)+1, that is, LDA(f€) >
LDA(f)—1.

The following statement is an immediate corol-
lary (see also [11]). The result follows from the
definition of the algebraic immunity : AI(f) =
min(LDA(f),LDA(1+ f)).

Corollary 7 Let f:Fon —Fy. Let e € Fo. Let f€
be the Boolean function defined as f€(0) =€ and
fe(x) = f(z) for every x € F5n. Then AI(f)—1<
AI(f) < AI(f)+1.

Set Sy = supp(f) NF5.. Obviously, one has
supp(f) = {0} U S if f(0) =1 while supp(f) =S¢
if f(0) =0. Let us now state our first result about
the algebraic immunity that we can deduce from
the analysis of the code C(Sy).

925

Theorem 8 Let f:Fon — Fo such that f(0) =1.
Let 6 be the minimum distance of C(Sy). Let d be a

positive integer such that Zgzl (TZ) < 6. Then there
s no nonzero annihilator of f of algebraic degree at
most d.

Note first that any annihilator p of f vanishes at 0
since f(0) =1 and therefore can be represented as
p(x) Zifl a;x'. Suppose that p is an annihila-
tor of algebraic degree at most d that is a; =0 for
every 7 of 2-weight greater than d. It is associated to
a codeword ¢ = (ay,-,azn_2,asn_1) of C(Sy) where
a; = 0 for every ¢ such that wa(i) > d+1. There-
fore, ¢ has at most Zle (T;) nonzero components,
that is, the weight of ¢ is less than §. It implies
that ¢ is the null codeword proving thus that f has
no nonzero annihilator of algebraic degree at most

d.

The preceding theorem leads thus to a lower
bound for LDA(f).

Theorem 9 Let f:Fan — Fo be such that f(0) =
1. Letd be the minimum distance of C(Sy). Let d be
the lowest positive integer such that 2?21 (TZL) >4.
Then LDA(f) > d.

Suppose that Y5 (7;) < §. Then, according to
Theorem 8, f has no annihilator of algebraic de-
gree at most e proving that LDA(f) > e+ 1. Now,
if d is the smallest possible gositive integer such
that Z?Zl (") > 6. Then 21;11 (") < 6 and thus
LDA(f)>d-1+1=d.

In the case where a Boolean function vanishes
at 0, one has

Theorem 10 Let f :Fon — Fo such that f(0) =0.
Let 0 be the minimum distance of C(Sy). Let d be
the lowest positive integer such that Zle (7;) > 0.
Then LDA(f) >d—1.

Proposition 6 states that LDA(f) > LDA(f!)—1
where f1:Fyn — Fy is the Boolean function taking
the same values than f at every point of F3, and
equals 1 at 0. One then conclude thanks to The-
orem 9 that LDA(f!) > d from which one deduces
the desired result.

Collecting together Theorem 9 and Theorem
10, we now prove that

Theorem 11 Let f:Fon — Fo. Let § be the mini-
mum distance of C(Sf) and &' be the minimum dis-
tance of C(S14y). Let d be the lowest positive inte-

ger such that Z?:l (") > 6 and d’ be the lowest posi-
tive integer such that Zflzl () =0". Then AI(f)>
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min(d,
if f(0)

If f(0) =1, one gets the first lower bound on the
algebraic immunity of f applying Theorem 9 to f
and Theorem 10 to 1+ f. Similarly, if f(0) =0, one
gets the second lower bound applying Theorem 10
to f and Theorem 9 to 1+ f.

We are now going to consider a particular
case. Let a be a primitive element of Fon. Let
[ and t be two nonnegative integers. Denote then
V(sl,t) = {al,a!t1, ... o!Ft=1} We then begin
with studying the case where Sy equals V(o;l,t).
To this end, let us recall a classical result about
the minimum distance of cyclic codes (Bose-Ray
Chaudhuri-Hocquenghem, [8, Theorem 8§])

d )’Lff( y=1 or AI(f) > min(d—1,d")

Theorem 12 Let o be a primitive element of Fon.
Let r be nonnegative integer and t a positive integer.
Let C C Fan be a cyclic codes having t consecutive
zeros o, oL, o™t~ Then the minimum
distance of 6 is greater than t.

Theorem 12 is usually called the BCH bound.
Note now that, when z # 0,

"1 PACE |
Z aisr:i =z Z aixi_l =0
=1 =1
2" 2
< Z a¢+1xi =0.
i=0
Hence, since Sy does not contains 0, for any
codeword ¢ = (aj,ag, -+ ,a2n_1), it holds g(z) =
Z?QEQ a;z’ =0 for every x € Sy.
particular that

That proves in

Lemma 13 Let f:Fy — Fa. Every element of Sy
is a zero of C(S§).

Theorem 14 Let f:Fon — Fy. Let | be a nonneg-
ative integer and & be a positive integer. Suppose
that Sy =V (o;l,0 —1). Then LDA(f)>d—1 where
d 1is the lowest possible integer such Z?:l (?) >
0+1.

C(Sf) has ¢ consecutive powers of a primitive el-
ement as zeros. Therefore, according the BCH
bound recalled in Theorem 12, its minimum dis-
tance is at least 6 +1. We then conclude thanks to
Theorem 9 and Theorem 10.

Now, since Theorem 14 relies only on the num-
ber of powers of «, one can show the following re-
sult with similar arguments as those exposed in the
proof of Theorem 12.
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Theorem 15 Let f be defined as in Theorem 14.
Then AI(f) > d—1 where d is the lowest integer
such that

d

3 (”) > min(6+1,2" — §+2).
1

=1

According to Theorem 12, one has to show a similar
result for LDA(1+ f). To this end, note that

_ -1 _14+6—1 2" 2
Sl-i-f*{]-a'”va ’a ’...’a }
I+6—1 2" —2 271 2" 41 —2
:{a+ ’...7a 7a ’...7a + }
461 I+6—1+(2"—8)—1
={a el T +( ) I3

S14 contains therefore 2" —§+1 consecutive pow-
ers of a primitive element. The minimum dis-
tance of C(S14y) is hence at least 2" — 042 ac-
cording to the BCH bound (Theorem 12). We
then get that LDA(1+ f) > d—1 from Theorem
9 and Theorem 10. The result follows then from
the definition of the algebraic immunity : AI(f) =
min(LDA(f),LDA(1+ f)).

Remark 16 Let r be any positive integer rela-
tively prime with n and b be any nonnegative in-
teger. Let f be a Boolean function from Fan to
Fo such that Sy = {ab,abt? ... ob+(0=21} " Gey
B=a". Thus B is a primitive element of Fon
since v and n are relatively prime. Furthermore,
ab = gl for some positive integer | and thus Sy =
{pL,p1H2,.. B2y = V(B;1,6 —1). Then, ac-
cording to Theorem 15, one can prove that AI(f) >
d—1 where d is the smallest possible positive integer
such that 0| () > min(6 +1,2" — 5 +2).

We now state a first result that one can deduce
from Theorem 15.

Theorem 17 Let f:Fon —Fa. Suppose that Sy =
{1,002 =2}, Then AI(f) > [2]—1.
Note that Sy = V(a;0;2"71 —1). Set § =271,

Thus min(d+1,2" —§+2) = 2"~1 + 1. Recall then
that, for every positive integer n, one has
1 (%1

(51—
g <><2" 1+1<Z()

i=1
We then conclude by Theorem 15 that AI(f) >
(211

Remark 18 In [}/, it is indicated that the alge-
braic immunity of f is optimal, that is, equals 5],

when f(0)=0



MTNS 2014
Groningen, The Netherlands

Remark 19 Theorem 17 can be obtained for other
Boolean functions. Indeed, let f :TFon — Fo be a
Boolean function such that Sy =V (o;1,0 —1). The
key point in the proof is then that one must have

(5
;)
Suppose min(d +1,2" =5 +2) =5 +1, that is, 6 <
2n=1. Let us now indicate that 22[31%1 (1) <

1

1811 Ea
> (_><min(5+1,2”—6+2)<

7
=1

% =1

2=l ] < ZL%E (7;) for every positive integer n.
Therefore, if we take any 6 such that ZIEJ ! (7:) <
§+1<2" 71 +1, then AI(f)>[%]—1.

We now recall a generalization of Theorem 12
proved in [9, 10]

Theorem 20 Let a be a primitive element of Fon.
Let r and k be nonnegative integers, t be a positive
integer and m an positive integer relatively prime

ton. Let C CFan be a cyclic code having a”, o1,
ar—i—t—l’ ar—}-m’ ar—i—m—i—l’ . ar—}-m—}-t—l}

) )
ar+km+t— 1

Then the minimum distance of C is
greater than t+ k.

Therefore, one can deduce from Theorem 20 by
a similar proof of that of Theorem 14.

Theorem 21 Let f:Fon — Fo. Let | and k be
two positive integers. Let § be a positive integer
and let m be a positive integer relatively prime to
n. Suppose that Sy contains V(a;1,6 —1)UV (a;1+
m,d—1)U---UV (ol +km,0—1). Then LDA(f) >
d where g is the smallest possible positive integer
such that Z?:1 (’Z) >6+k.

Open problem 1 Prove a lower bound for
LDA(1+ f) where f is defined as in Theorem 21.

4. Conclusion

In this paper, we explain how to translate the
study of the algebraic immunity of a Boolean func-
tion into studying the properties of a particular
cyclic code. We show that it can be derived from
the knowledge of the minimum distance of those
cyclic codes lower bounds on the algebraic immu-
nity of the associated Boolean functions. The re-
sults presented in this paper highlight that it could
be an alternative way for studying the algebraic
immunity of Boolean functions.
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