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Abstract— Ideal group codes are defined as principal ideals
in the group algebra of a finite group G over a finite field F.
An overview of their properties along with their encoding and
syndrome decoding are presented. The correction of a single
error, using syndromes, is described in detail.

I. INTRODUCTION

Ideal group codes are a natural generalization of cyclic
codes, which can be described as ideals in the group algebra
of a cyclic group over a finite field [6], [1], [3].
Let G be a finite group, and F a finite field. The group
algebra FG consists of the expressions

a =
|G|∑
i=1

figi fi ∈ F, gi ∈ G, (1)

where the sum is defined componentwise, that is, the coef-
ficients of the same gi are added following field addition.
The product is computed by applying the distributive law:
the product of the group elements is performed first, and the
coefficients of the same group element are then added [2],
[9], [10], [11].
The group algebra FG is a vector space of dimension |G|
over the field F, and has the structure of an associative ring,
which is commutative if and only if the group G is abelian.
If the characteristic p of the field F is relatively prime to the
group order |G|, the group algebra is semisimple [2], [4].
Let g be a zero divisor in FG. A left ideal G in FG is the
set

G = {a = xg : x ∈ FG} =< g > .

Definition 1: A group code K(FG) is a left ideal G, and
the element g is called the code generator. The size n = |G|
of G is the code length, and the dimension k of G, as a
module over F, is the code dimension.
Note that results and conclusions are the same using right
ideals.

Definition 2: A basis B for the group code K(FG) is a
basis as a subalgebra of the group algebra FG. The basis B
is a set of k elements {ω1, ω2, . . . , ωk} of K(FG) that are
linearly independent over F.

It will be assumed throughout that the characteristic of the
field F does not divide the order of the group G. Thus the
group ring satisfies the minimal conditions [4, Theorem 24.2,
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p.160], and the ideal G contains an idempotent element e
which may be taken as the code generator.
When the characteristic of F is a divisor of the order of the
group, there may exist non-principal ideals. In this case, it
is pointed out that many of the properties of G that will
be proved, still hold. However, no further comment will be
made.
As an immediate consequence of their definition, group
codes are characterized by the following property.

Proposition 1: Let e be the idempotent element that gene-
rates the group code K(FG). Then there exist k elements
u1, u2, . . . , uk which are linearly independent in FG, and
such that the k elements u1e, u2e, . . . , uke form an F-basis
for K(FG).

A. Group code generator and generator matrix

A question that may arise, given the generator g of a
group code, is how to find the dimension of the code.
This computational problem is easily tackled by using the
representations of group algebra FG. Every representation
D(no) : G −→ GLno

(L) of G, where L is possibly an
extension field of F, induces a representation of the group
algebra FG

D(no)(a) =
|G|∑
i=1

fiD
(no)(gi) fi ∈ F, gi ∈ G. (2)

A representation of FG is reducible or irreducible as is the
representation of G. It is recalled that, in the closure F̄ of
F, the representations of FG are fully reducible into a direct
sum of (absolutely) irreducible representations. The number
of distinct (inequivalent) irreducible representations is equal
to the number s of equivalence classes Ch of G.
The following theorem is a direct corollary of [5, Theorem
1], which is reported in Appendix for reference.

Theorem 1: The dimension of the ideal group code gene-
rated by g is equal to the rank of the matrix R(g) in
the group algebra representation induced by a right regular
representation of G.

Since the characteristic p |/ |G|, the group algebra FG is
semisimple and the number of minimal central ideals (simple
subalgebras) is equal to the number s of classes of G
[2], [7]. Let χj be an irreducible F-character of G, i.e.,
the character of an irreducible representation of FG in the
algebraic closure of F. The element

ej =
χj(1)
n

∑
g∈G

χj(g−1)g (3)
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is a central idempotent generating a minimal central ideal, as
shown, for instance, in [7, p. 274]. Let g1 denote the identity
of G; from the properties of characters [4] it follows that

s∑
j=1

ej = g1,

and also the ‘orthogonality’ relations ejeh = 0 if j 6= h.
The group algebra FG and the ideal O = {0} are said to be
trivial ideals. An ideal J is irreducible if it cannot be written
as the (direct) sum of two non-trivial ideals J1 and J2 such
that J1J2 = 0. Irreducible ideals are characterized by the
following lemma, quoted, without proof, from [2] and [4].

Lemma 1: A minimal central ideal J(j) of dimension 1
is irreducible. If the dimension is greater than 1, then it is
the square of nj = χj(1), and J(j) can be decomposed as a
module into a direct sum of nj modules J

(j)
h , h = 1, . . . , nj ,

which are non-central irreducible ideals of dimension nj .
The decomposition may take place in an extension field of
F.

A consequence of this Lemma is that the number Nir of
irreducible ideals is

Nir =
s∑

i=1

χi(1).

The s minimal central ideals are given by (3) and each irre-
ducible ideal emerges from the decomposition of a minimal
central ideal. Thus, every irreducible ideal is known, a fact
that will be exploited in describing of a syndrome decoding
algorithm. Each ideal is obtained from the decomposition
of some minimal central ideal, and it may be supposed
that a whole set {fj}Nir

j=1 of idempotent generators of the
irreducible (left) ideals is known. Let X = FGx be an
ideal generated by x ∈ FG; to find the irreducible ideal
components of X it is sufficient to compute Xj = xfj , for
j = 1, . . . , Nir: whenever Xj = 0, the ideal generated by fj
is not a component of the ideal generated by x.

Generator matrix. Given the basis {u1e, u2e, . . . , uke} of
the code, we obtain the generator matrix G as an n × k
matrix over F, where the coefficients of uje are the entries
of column j, j = 1, . . . , k. Componentwise, the encoding is
performed as

c = Gx, (4)

where x and c are column vectors of dimensions k and n
respectively over F. The rank of the generator matrix G
is k. Further, after reordering its rows, i.e., reordering if
necessary the group elements, the first k rows of G are
linearly independent, and form a non-singular square matrix
B. It follows that G̃ = GB−1 is an echelon matrix of
the form (Ik|A)T . The group code with generator matrix
G̃ is systematic; this implies the existence of k linearly
independent elements {w1, w2, . . . , wk} in FG such that
{w1e, w2e, . . . , wke} is an F-basis of the ideal FGe.

B. Parity-check ideal and parity-check matrix

Since the group code K(FG) is a left zero divisor in the
group algebra, there is a right zero divisor H, of maximum
dimension, such that GH = 0. The annihilator H of G is a
direct sum of irreducible right ideals generated by a set of
idempotents {ei1 , ei2 , . . . , eit

}. The dimension of the ideal H
is

s∑
j=1

`jχj(1), (5)

where 0 ≤ `j ≤ χj(1) is the number of irreducible ideals
associated with an irreducible character χj . Each irreducible
ideal J

(j)
h , of dimension nj , corresponds to an irreducible

representation D(j)
hj

(g) of G of nj ×nj matrices. Therefore,

every irreducible ideal J
(j)
h is characterized by a set of parity

equations of the form∑
g

D
(i)
`i

(g)c(g) = Oi ∀`i 6= h, ∀i. (6)

Parity-check matrix. A parity-check matrix can be obtained
from the generator matrix of equation (4) by exploiting the
property HG = O [8], i.e., H is an (n − k) × n matrix of
maximum rank n − k. Using H, the parity-check equation
takes the form

Hc = 0. (7)

The rank of H can also be computed as the sum of the
dimensions of the irreducible ideals that do not belong to
the code, that is

n− k =
s−t∑
h=1

`ih
nih

.

The matrix H, in echelon form, is easily obtained from the
echelon form of the generator matrix G̃ = (Ik|A)T as
H̃ = (−A|In−k).

a) Minimum distance: The Hamming weight wH(c) of
a codeword c is defined as the number of non-zero coeffi-
cients in the representation (1) of c. The Hamming distance
between two codewords b and c, dH(b, c), is the Hamming
weight of their difference, i.e. dH(b, c) = wH(c− b).

Definition 3: The minimum distance d of a group code
K(FG) is the minimum distance between any pair of distinct
codewords

d = min
u,v∈K(FG)

u6=v

dH(u,v).

The next property follows immediately from this definition,
and from the standard properties of linear codes.

Proposition 2: The minimum distance d of a group code
K(FG) is equal to the minimum weight of the non-zero
codewords. Further, d may be computed as the minimum
number of linearly dependent columns in the parity-check
matrix H.
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b) Singleton Bound: Exploiting the definition for a set
of parity-check equations (6), the minimum distance of an
ideal group code may be upper bounded as

d ≤ 1 +
∑

h

nih
, (8)

since, in the set (6) of linear equations, any block of nih

columns is linearly independent, for every ideal in the code
definition. This bound is referred to as the Singleton Bound
for group codes.

II. DECODING

Given a group code K(FG) of length n, dimension k
and minimum distance d, let c ∈ K(FG) be a transmitted
codeword. Let r ∈ FG be the received word, which is the
codeword c affected by an error pattern e of weight less than
bd−1

2 c, (i.e., the number of errors falls within the code error
correcting capability), that is

r = c + e.

A minimum distance decoding algorithm looks for a code-
word ĉ ∈ K(FG) that is at minimum distance from r:

ĉ = arg min
u∈K(FG)

dH(r,u),

where ‘arg’ means the argument of the function ‘min’, that
is, an element u ∈ K(FG) yielding the minimum value of
the Hamming distance, i.e. dH(r,u) ≤ dH(r, c) for every
non-zero c ∈ K(FG). Note that u may not be unique.

A. Syndrome decoding

In general, dealing with minimum distance decoding, the
direct computation of the codeword at minimum distance
from the received word may be very expensive, even when
the number of correctable errors is small. An approach that
is a sort of syndrome decoding may lead to algorithms of
more manageable complexities.

Let T = {f1, . . . , fNir
} be the set of all generators of

irreducible ideals in FG. Its cardinal (i.e., the number of
irreducible ideals), which may be expressed in terms of
the dimensions of the irreducible representations of G, is
Nir =

∑s
i=1 ni. Further, it is not restrictive to suppose that

all generators are idempotent, a condition that always holds
in semisimple rings [7].

Let g be a generator of the group code K(FG), which is a
sum of m generators of irreducible ideals fj1 , . . . , fjm

, since

(FG)g =
m⊕

i=1

(FG)fji

and the irreducible ideals (FG)fji are submodules of the
ideal generated by g whose pairwise intersections are the
null-ideal.
A codeword of K(FG) has the form c = xg, and the parity-
check conditions are of the form

ct = 0 ∀t ∈ T \{fj1 , . . . , fjm
},

since every element in T \{fj1 , . . . , fjm} is an annihilator of
g. Therefore, the set of Nir−m syndromes may be defined:

St = rt = (c + e)t = ct + et = et ∀t ∈ T \{fj1 , . . . , fjm}.

Decoding at minimum distance is equivalent to searching
for a solution of minimum Hamming weight of the set of
key-equations

êh = St ∀t ∈ T \{fj1 , . . . , fjm
}.

If the number of errors is not greater than bd−1
2 c, the solution

of minimum weight is unique. The problem is to find an
algorithm that exploits syndrome knowledge to efficiently
decode every group code. The case of correcting a single
error is not entirely trivial, and is considered in detail.

B. Syndrome correction of a single error

Let G be a non-abelian group and F be a finite field whose
characteristic is not a divisor of the group order |G|. Let
e1 =

∑
g∈G g be the generator of the minimal central ideal

associated with the identity character of G.
Let K(FG) be a group code of length n, dimension k, and
minimum distance d ≥ 3, whose generator f does not contain
e1. Consequently e1f = fe1 = 0. Since the minimum distance
is greater than 3, the code must have further annihilator
irreducible ideals with generators h2, h3, . . . , ht.
If c = mf is the transmitted codeword, assuming a single
error, the error pattern is e = Egj and the received word is
r = c + e.
We may compute t (t ≥ 2) syndromes

S1 = re1, Si = rbi, i = 2, . . . , t,

where bi are generators of irreducible ideals. The following
theorem concerns group codes that may be seen as a gen-
eralization of Hamming codes. Further, it may be useful to
speed up the search for the error position in decoding single
error correcting codes.

Theorem 2: Let G be a non-abelian group, and suppose
that the characteristic p of F does not divide |G|, the group
order. The minimum distance of any irreducible group code
K(FG) of dimension k greater than 1 is at least 3.

Proof: Preliminarily, observe that the code generated
by e1 has minimum distance d = |G|, thus irreducible codes
of dimension 1 may have minimum distance far greater than
3.
Now, assume the code is generated by g and of dimension
greater than 1. If the minimum distance is 2, then a codeword
of the form c = x1gj1 +x2gj2 certainly exists with gj1 6= gj2

(note that codewords of weight 1, i.e., of the form x1gj do
not exist). Therefore, there is an element x of FG such that

xg = x1gj1 + x2gj2 ,

and by item 4) of Lemma 2 in the Appendix, we have

0 = xge1 = (x1gj1 + x2gj2)e1 = (x1 + x2)e1,

from which it follows that x1 + x2 = 0. Consequently, the
word of weight 2 has the form x1(gj1 − gj2). Consider a
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faithful irreducible representation D` such that D`(g) = O,
which certainly exists by Corollary (9.7) [7, p.147]. Then
D`(gj1 − gj2) = O, which implies gj1 = gj2 since the
representation is faithful. The contradiction concludes the
proof.

Theorem 3: Assuming that a code K(FG) is an irre-
ducible ideal of dimension greater than 1, and using the
above notations,

1) The error magnitude is obtained from the syndrome
S1 = Ee1.

2) The error is located by an algorithm mimicking Chien’s
search, utilising the other syndromes:

a) Find the values i such that Egib2 − S2 is zero.
b) Use the remaining syndromes to single out the

unique position j.
Proof: Item 1) is trivially true since we have gie1 = e1.

To find j, consider all indexes ih such that Egih
b2−S2 = 0.

Subtracting two expressions with different indexes i1 and
i2, it is seen that [gi1 − gi2 ]b2 = 0, i.e., the annihilator of
b2 has the form [gi1 − gi2 ]. Therefore, using the remaining
syndromes, the ambiguity is resolved.

III. A NUMERICAL EXAMPLE

Let S3 be the symmetric group on 3 elements. The group
elements gi have a standard representation as permutations

g1 = (1), g2 = (123), g3 = (132),

g4 = (12), g5 = (23), g6 = (13),

and are partitioned into three conjugacy classes

C0 = {g1}; order 1
C1 = {g2, g3}; order 3
C2 = {g4, g5, g6}; order 2

,

where elements in the same class have the same order. Thus,
in the group algebra A = F5[S3] we have 3 central minimal
ideals I1, I2, and I3 that correspond to the group irreducible
characters shown in the table

g1 g2 g3 g4 g5 g6
χ1 1 1 1 1 1 1
χ2 1 1 1 −1 −1 −1
χ3 2 −1 −1 0 0 0

These ideals are generated by idempotents that are central
elements defined by:

e1 = g1 + g2 + g3 + g4 + g5 + g6
e2 = g1 + g2 + g3 − g4 − g5 − g6
e3 = 4g1 − 2g2 − 2g3

Note that e1 + e2 + e3 = g1 (the group identity) and
e1e2 = e1e3 = e2e3 = 0.
Further, we have two irreducible ideals, which are non-
central, generated by

f1 = 2g1 + 3g3 + 2g4 + 3g6
f2 = 2g1 + 3g2 + 3g4 + 2g6

Therefore, we have 4 codes which are irreducible ideals,
namely the codes generated by e1, e2, f1, f2, plus one code

which is a minimal central ideal, i.e. the code generated by
e3, which is reducible. In the following table, these codes
are summarized, along with their generators and Hamming
weight distributions.

generator (n, k, d) wH(x)
e1 (6, 1, 6) 1 + 4x6

e2 (6, 1, 6) 1 + 4x6

e3 (6, 4, 2) 1 + 24x2 + 24x3 + 144x4

+ 288x5 + 144x6

f1 (6, 2, 4) 1 + 12x4 + 12x6

f2 (6, 2, 4) 1 + 12x4 + 12x6

e1 + e2 (6, 2, 3) 1 + 8x3 + 16x6

A code with a composite ideal generator (e1 + e2) has been
included for comparison: the minimum distance is smaller
than the irreducible ideals of the same dimension.

c) Encoding and Decoding: Consider the code gene-
rated by f1. It has parameters (6, 2, 4), hence it can correct
one error. Since it is a linear code, parity-check and generator
matrices are

H =


4 4 4 0 0 0
1 1 0 4 0 0
0 4 0 0 4 0
4 0 0 0 0 4

 G =


2 3
0 2
3 0
2 0
0 3
3 2

 .

Using G and H, the code can be treated with the standard
algebraic methods of linear codes; however, the example will
be developed in the group algebra framework, because this
exploits features of the algebra of ideals, otherwise invisible.
Let m = g2 + g3 be a message which is encoded as c =
m f1 = 3g1 +2g3 +3g4 +2g6. Let r = 3g1 +2g3 +4g4 +2g6
be the received word. Three syndromes, corresponding to
the irreducible ideals with generators e1, e2, and f2, are then
computed:

S1 = re1 = e1, S2 = re2 = 4e2

S3 = rf2 = 3g1 + 2g3 + 2g4 + 3g5.

Since the syndromes are not zero, then some error occurred,
and correction is tried assuming that only a single error Egi

occurred. If the procedure fails, then the errors are more than
one, but cannot be corrected. The syndrome S1 tells us that
the error magnitude is E = 1. The error location is given by
a ‘Chien search’, i.e.

∆ = Egif2 − S3 = gi(2g1 + 3g2 + 3g4 + 2g6)
− (3g1 + 2g3 + 2g4 + 3g5)

is computed for all i ∈ {1, 2, 3, 4, 5, 6}. The values of i such
that ∆ = 0 give the potential error positions. Explicitly, we
have:
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i ∆
1 4g1 + 3g2 + 3g3 + g4 + 2g5 + 2g6
2 2g1 + 2g2 + g3 + 3g4 + 4g5 + 3g6
3 0
4 0
5 2g1 + 2g2 + g3 + 3g4 + 4g5 + 3g6
6 4g1 + 3g2 + 3g3 + g4 + 2g5 + 2g6

It is deduced from this table that the error is in position 3
or 4. The ambiguity is resolved using the syndrome S2 and
computing g3e2 − S2 and g4e2 − S2, obtaining

g3e2 − S2 = 2g1 + 2g2 + 2g3 + 3g4 + 3g5 + 3g6
g4e2 − S2 = 0

Therefore, an error of magnitude 1 is located in position 4.

IV. CONCLUSIONS

Ideal group codes over group algebras are an extension
of the principle underlying cyclic codes over finite fields. A
generator matrix of an ideal group code has been introduced,
from which efficient encoding methods can be devised. A
syndrome decoding method has also been outlined, since it
could be useful in practical applications. The method is fully
developed, and illustrated by an example, for single error
correction. The extension to correct more than one error is
a challenging open problem.

APPENDIX

A regular representation of G induces a representation of
FG over the field F.

Theorem 4: Let I be a left (right) ideal of A = FG
with generators f1, . . . , ft. Let M1, . . . ,Mt be the matrices
corresponding to f1, . . . , ft in a regular left (right) represen-
tation of the group algebra induced by a left (right) regular
representation of the group G. Let M be the block matrix

M =

 M1

...
Mt

 .
Then the dimension of I as an F-vector space equals the
rank of M .

Proof: Let G = {g1, . . . , gn}. For each element f ∈ A,
the corresponding matrix, in a left regular representation of
the group algebra induced by a left regular representation of
the group G, has entries mij , where

gif = mi1g1 + · · ·+mingn.

In other words, the entries in the i-th row of Mk are the
coefficients of the element gifk in the F-basis {g1, . . . , gn}.
The elements gifk, for i = 1, . . . , n and k = 1, . . . , t, form
a system of generators for the left ideal I = Af1 + . . .+Aft
as an F-vector space. The rank of M gives the dimension of
their F-span and hence the dimension of I as an F-vector
space.
Similarly, for any right ideal I = f1A+· · ·+ftA we consider
a regular right representation of G. The entries in the i-th row
of Mk are the coefficients of the element fkgi in the F-basis

{g1, . . . , gn}. Again, the rank of M gives the dimension of
I as an F-vector space.
The following Lemma may also be useful to check whether
an element of FG is a zero divisor. Recall that F̄ denotes the
algebraic closure of F.

Lemma 2: Let FG be a semisimple group algebra, and
let {Dj}Nir

j=1 be the set of its irreducible F̄-representations.
Then,

1) If the sum of the coefficients of an element z =∑
g∈G c(g)g is zero, then z is a zero divisor.

2) If ζ =
∑

g∈G b(g)g is an annihilator of a zero divi-
sor z, then, certainly one of the sums

∑
g∈G c(g) or∑

g∈G b(g) is 0.
3) The sum of the coefficients of any central ideal, with

the exclusion of e1, is 0.
4) The sum of the coefficients of any F̄q-irreducible ideal,

with the exclusion of e1, is 0.
Proof: Let D1 denote the one-dimensional identity

representation, i.e., D1(g) = 1 for every g ∈ G. Point 1)
assumes that

∑
g∈G c(g) = 0, so

D1(z) =
∑
g∈G

c(g)D1(g) =
∑
g∈G

c(g) = 0.

It follows that z belongs to the kernel of D1; hence z is a
zero-divisor.
Point 2) is proved by applying D1 to the product zh = 0.
We have

D1(zh) = D1(z)D1(h) =
∑
g∈G

c(g)
∑
g∈G

b(g) = 0,

which implies that one of the two factors is necessarily equal
to 0.
Proof of Point 3). Let z =

∑
g∈G c(g)g be a zero divisor. It

is not therefore invertible in the algebra.
Observe that the sum of the coefficients of e1, which is |G|, is
different from 0 because p |/ |G| by hypothesis. Thus, point
3) is a consequence of equation (3) and the orthogonality
relations of the irreducible characters [7].
Point 4) is proved similarly: since irreducible ideals satisfy
the condition fj · e1 = 0, then D1(fj) · D1(e1) = 0 [7, p.
146-147], and the conclusion follows from point 2) since
D1(e1) 6= 0.

REFERENCES
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