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On Decoding of Interleaved Chinese Remainder Codes
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Abstract— The decoding of the Interleaved Chinese Remain-
der (ICR) code is reformulated as finding a short vector in a
Z-module and a decoding algorithm for ICR codes is proposed.
The complexity of our algorithm is linear in the length of the
code. We give a proof of the failure probability and derive the
decoding radius.

Index Terms— Interleaved Chinese Remainder codes, Lattice
reduction

I. INTRODUCTION

The Chinese remainder (CR) code can be efficiently
applied for distributive computations and for secret shar-
ing [1]. Several decoding algorithms [1], [2], [3] has been
studies to decode a single CR code. In this paper, we
consider interleaved Chinese remainder (ICR) codes. The
ICR codes are similar to interleaved Reed—Solomon (IRS)
codes in many aspects. Recently, the construction of IRS
codes have been intensively studied in several publications,
e.g. [4] where decoding beyond half the minimum distance is
allowed. Among these decoding algorithms for IRS codes,
Nielsen [5] proposed a module minimization approach for
solving multiple Key Equations by finding short vectors in
a certain space.

In this paper we adapt this approach for decoding ICR
codes. In Section II, after the CR and ICR codes are
introduced, we propose a decoding algorithm for ICR codes.
In comparison with [6], we focus on proving the failure
probability of the algorithm and give a decoding radius
afterwards. These are shown in Section II-A and II-B.
Complexity and test results are shown in the end.

II. DECODING INTERLEAVED CHINESE REMAINDER
CODE

Interleaving is a scheme which is often used in a bursty
channel. The codeword is a matrix where each row form
a codeword from some component code. The interleaved
Reed-Solomon(IRS) code has been studied, e.g, [4]. In [6],
this scheme was applied to the CR code, and a decoding
algorithm was proposed for ICR codes. However, the failure
probabilities were not completely shown and the decoding
radius was analyzed by our intuitive guess. In this work,
we continue our study of proving the failure probability
and propose the decoding radius according to the failure
probability.
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Now let us introduce the Chinese remainder code. Let n
be the code length and 0 < p; < p2 < --- < p, a list
P of n relatively prime positive integers. We construct a
polyalphabetic code, where the i-th component of codeword
¢ = (c1,¢2,...,¢p) is taken from the alphabet Z,, , being the
ring of integers modulo p;. Thus the codewords are selected
from the code space Zp, X Zp, X -+ X Ly, of size N =
P1p2 - - - Pn. We also need a cardinality K which is defined
by K = Hle pi, 0 < k < n. We denote the remainder when
x € Z is divided by y € Z, by [z],,0 < [z], <y — 1.

Definition 1 (Chinese Remainder Code). A Chinese Remain-
der code CR(P;n, K) having cardinality K and length n
with alphabet sizes P is defined as follows

CR(P;n, K) ={([Clp,s---+[Clp,) : C €Nand C < K}.

A CR code is Maximum Distance Separable (MDS) [1].
Assume we transmit some codeword ¢ = (c1,...,¢,) €
CR(P;n, K) over an additive noisy channel and receive the
word r = ¢ + e where e = (e1,...,e,),e; € Z, is the error
vector. Letting r = (r1,...,7,) we have r; = [¢; +e€;]p,,1 =
1,...,n. Using the Chinese remainder theorem (CRT), we
compute R such that [R],, = r;, and likewise an E such
that [E],, = e;; we then know R = C + E mod N. Since
[E]p; = 0 for all ¢ such that r; = ¢;, we know E has factors
of all the primes from the non erroneous positions.

The receiver can reconstruct C' from any k correct po-
sitions in r by the Chinese remainder theorem; a common
decoding strategy we use in this paper, is therefore first to
identify the erroneous positions. The positions of the errors
can be found by determining factors of the error-locator A,
defined as A = [],., .. pi-

Note that the logarithm of A is the weighted Hamming
distance between r and ¢, and AF = 0 mod N. Adding
AC on both side immediately leads to a Key Equation:

AR=AC mod N. (1)

In [1], a decoding algorithm is proposed which finds A in (1)

if
A <V/N/(K-1)). (2

Let ¢ be the number of errors, using A < p,t, we get a
decoding radius in the Hamming metric

t < {1 . log(N/K)J. 3)
2 logpn

Arranging ¢ CR codewords row wisely as a £ x n matrix, we
have the interleaved Chinese remainder (ICR) code.
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Definition 2 (Interleaved Chinese Remainder Code). Con-
sider ¢ CR codes CR(P;n, K;),l € 1,...,L Denote the list

Ky, Ks,...,K; by K. The Interleaved Chinese Remainder
code ICR(P;n,K) is defined as the set of matrices
W
HORCTIN
O Cél) O

where ¢V = (c(ll), . 7c%)) eCR(n,K)),l=1,... L

For the remainder of this section, consider some received
matrix with rows r() | ... r(® each with r) = ¢V 4-e® for
some error row e). We now define a complete error-locator
which identifies all columns having any errors, i.e,

A= H Di-

.7 (D £ (D)
i:3r; Fey

When we refer to “the number of errors”, it is also the
number of factors in the above product.

For each ¢V and r® corresponds a C") respectively
R, For a particular row [, even though the complete error-
locator A might be a multiple of that row’s error-locator, the
Key Equation (1) still holds with A; thus, to collaboratively
decode the ICR code, we want to solve a system of ¢ Key
Equations as follows

AR®M = ACY mod N
AR® = AC® mod N

. 4
AR® = AC® mod N

Recently, Nielsen [5] used a module minimization approach
to solve multiple Key Equations over some polynomial ring
IF[z], such as those arising when decoding Interleaved Reed—
Solomon codes. We will apply essentially the same approach
for our Key Equations, but the algebraic differences between
Flz] and Z implies fundamental differences in the final

algorithms.

The [-th Key Equation means that there exists some v; € Z
such that ARY — oy N = AC®. We can collect these ¢
equations into one in a vectorized form and say that s =
(A, AC) ... AC®) must be a vector in the Z-row space
of the matrix

1 RM R® .. RW
0 N 0 0

M — O O N DRI 0 . (5)
0 0 0 N

The crucial observation is now that whenever few errors
have occurred, s is often the shortest vector in the row
space of M; we will explain and formalize this later with
Theorem 1. By “short” we mean the L, norm, and to increase
the probability that s is the shortest vector, we will actually
regard the row space of M, a weighted version of M, where
we scale the ¢-th column with some w; € Z. We are thus

seeking a s, = (Awp, ACWwy, ..., ACWw,). We get back
to how exactly we assign the w; in Corollary 1.

We reformulate solving Key Equations (4) to finding a
shortest vector in the Z-module. Computing the shortest
vector in the row space of a matrix under the L, norm
is unfortunately an NP-hard problem [7]; however, the
Lenstra—Lenstra—Lovéasz (LLL) algorithm [8] is an efficient
method to find a vector which is close to the shortest one,
i.e. it finds a vector whose Lo norm is at most ~||v||, where
v is a shortest vector and +y is a constant. In the worst case,

v = \/EZH, where ¢ 4 1 is the dimension of the row space;
however, experiments indicate that in random instances the
LLL and its modifications usually do much better, with
v R 1.02¢+1 [9]. To be certain that our computation will
lead us to s,,, we must therefore not only be sure that s,
is the shortest vector in the row space, but that there are no
other vectors of length at most 7||s,]|.

Theorem 1 essentially says that whenever not too many
errors have occurred, this is indeed almost always the case.
Therefore, one can construct M, apply the LLL algorithm
to find a short vector in it, and with high probability, the
output will be s,. This immediately leads to the decoding
algorithm given as Algorithm 1.

Algorithm 1: Decoding ICR code ZCR(n, K)
Input: The lists P and X, the received words
rD 1=1,...,¢, N
Output: The error-locator A or Fail
Preprocessing: wy, .. .,w; according to Corollary 1

1 Compute R, ..., R® using CRT.

2 Construct M as in (5) and multiply the ith column by
w; fori=0,...,¢

3 Run the LLL algorithm which returns a short vector v,,.

4 If the zeroth position of v, has the form wgA where A
is a valid error-locator, then return A. Otherwise, return
Fail.

A. Failure Probability

With the overall idea explained, we can go on to analyze
the probability that the above algorithm will fail, and from
this derive how to assign the w;. Our failure probability will
depend on the unknown A, but we discuss in Section II-B
how this can be interpreted as a decoding radius.

The algorithm fails when there is a vector in the row space
M,, different from s,, but which has L, norm within v||s||,
and we will upper bound this probability. Our theorem will
assume that certain values behave as independent, uniformly
distributed random variables, and so we will need the fol-
lowing lemma:

Lemma 1. Given some N, T € 7Z with T < N and
Cly...,C¢ € Zy, and let X4, ..., Xy be independent random
variables, uniformly distributed on [0, N — 1]. Then

TZ

P = PrOb[Cle + ... +C£X£ < T] S m

(6)

1603



MTNS 2014
Groningen, The Netherlands

Proof. To prove the lemma we relax integer variables X;
to real valued variables uniformly distributed on [0, N] and
show that for this case (6) holds with equality. If V is large,
which will be our case, this relaxation gives a very precise
upper bound (6) for the probability P in the lemma.
Assume that X; are real valued variables uniformly dis-

tributed on [0, N] with density p[X; = b] = 1/N for
b € [0,N] and define the sum S; = 1 X7 + ... + ¢ X;
for 1 < 4 < £. Then we have

T/ci

0

1 T/Ci
= — / P[Si_l <T-— Clbl] db. @)
N 0

We proceed by induction on . For the base case i = 1,
observe that

T

P T —
[Sl < } NCl

=PlaiX1 <T)=P[X: <T/cn] =

For the induction step, we continue from (7) using the
induction hypothesis:

1 T/c;
P[Si<T]:N/ P[Si_1<T—Cib] db
— Cib)i_l

T/c;
N/ Z — 1 'NZ 161 —1
T/cl i—1
= - / Z —b)  ab.
(i —DIN?ey...cim1 Jo c

T/c; i—1 g
[ ) et ()
0 C; (3 C;

we have proved the step of induction and for i = ¢ we obtain
the expression of the lemma. O

db

Since

Theorem 1. Let A be a random variable, uniformly dis-
tributed on 1,...,|T/wy], where T is defined below, and
assume then that we can regard (AR®) mod N) for 1 =
1,...,¢ as ¢ independent random variables, uniformly dis-
tributed on 0,..., N — 1.

Assume that the LLL algorithm finds a vector whose Lo
norm is at most v||v,|| where v, is a shortest vector in
the row space of M,,. For a random error-locator A, the

probability of decoding failure Py(A) satisfies

TE T/WO
ONCw, -- -QJg)

JweAK} and 7 =

Pr(A) <1— (1_

where T = Amax{woA,wAKq,...

Y+ 1).

Proof. We consider two cases.

Case 1: If p;  RW,Vi = 1,....n,l = 1,...,{, then
the variables (AR(") mod N) are uniformly distributed in
[0,...,N —1].

The decoder can only fail if there is a vector v, # s,, with

4
Z wlvl < Y

4
(woh)? +> (w; AC)?
I= j=1

where w;v; are the components of wv,. Let T =
max{woA, w1 AKy,...,wyAKy}; then the above can only
oceur if Y1_o(wv)? < y(€ + 1)T?. Due to the Cauchy—
Schwartz inequality, that implies
¢

> ww <A+ DT =T. (8)

1=0
We will upper bound Py(A) by the probability that a vector
v, # 8, satisfying (8) is in the row space. Such a vector
can be written in the form

(woA, wl(AR(l) mod N),

where wgA € {1,...,7 — 1}. Now we use Lemma 1
to over-approximate the probability that for a given A €
{1,...,|T/wo]}, the associated vector of the above form
satisfies (8):

we(AR® mod N))

l4

Prob| Zwi(AR(j)
j=1
e .
< Prob| Zwi(AR(]) mod N) < T |
j=1
TE

- 9
DNy .. wy ©)
Thus the probability that none of the 7'/wy choices of A
satisfies (8) becomes at least (1 — P)7/«, and the statement

follows.
Case 2: If for some ¢ € [1,n] and some I € [1,4],
pi| RY, then p;|(ARY mod N). Therefore, the variables
AR® mod N) are clearly not uniformly distributed in
0,1,...,N — 1}, but still behave close to uniformly dis-
tributed in {0, p;, 2p;,..., N — p;}. In this case, the vector
Vv, can be written in the following way:

ARW
Di
Assume there are other p; which divide any R("). We

proceed as in Case 1. In the end we reach the same failure

probability, since
T* Tt
Z!N“lgwl e WiDg .. Wy - K!N‘Zwl .. .OJg.

P = mod N) < T — wyA |

(woA, wi([ARMN),...,wipi ]%,...,wg([AR(”]N)).

(10)

If there are other p; which divide other R®, same arguments
can be iterated. O

Though we have not proved that the following choice of
weights is optimal, it seems intuitive:

Corollary 1. With the weights chosen as wy = Ky and w; =

Ki/K;, i=1,...,4, the failure probability becomes
~0AlTTY FA
YA T, K
Pr(A) <1- (1 - —NT ) (1)
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B. Decoding Radius

To decode a single CR code, it follows from (2) that the
decoding will never fail if A < /N/(K —1)). For ICR
code, when A > /N/(K — 1), we can also correct errors,
but we can not guarantee that our decoding algorithm will
always work in this case. Therefore, we define a threshold
¢, and say that “If A is within some range, Algorithm 1 can
decode with probability 1—¢”. If we set the failure threshold
as ¢ in (11), i.e,

. . FATT, Ko -~
and th§ power part is approx1mat§d as 1 — %VA
according to the first order truncation of the Binomial series,

the error-locator is bounded as

5 1 1
@l _ .<N>+ éa<N> a2
r(e+1) K r

where K = /K;--- Ky and « is some constant close to
1 which depends on ¢,y and ¢. The decoding radius in
Hamming metric of our algorithm, in the above sense, is

‘< ¢ log(N/K) loga
~|l+1 logp, log pn,

where the latter term is a negative constant. To decode a
single CR code (£ = 1,¢ = 1,7 = (V/2)"' = 2), (13)
coincides with (3).

A<

(13)

C. Complexity

The complexity of Step 3 in Algorithm 1 determines the
overall complexity. By [10, Theorem 16.11], Step 3 performs
O(¢*log Z) operations on integers of bit-length O(¢log Z)
where Z is the greatest norm of rows in IM,,. Choosing the
w; as in Corollary 1, we have Z = /¢ + 1NK,/K; which
means log Z < 2n+v/£ + 11og(py,). Therefore, the complexity
of Algorithm 1 is O(nf*° log(p,)) operations on integers of
bit-length O(nf*-?log(py,)).

D. Test Results

As an example, let us consider the ICR code ZCR(n =
100, K = [81, 81, 82,82, 83)), i.e., interleaving factor £ = 5,
and with the prime list P = [101,103,...,691]. One can
decode up to 14 errors according to (13). For a CR code
CR(n =100,k = 81) and CR(n = 100,k = 83), one can
decode up to 9 and 8§ errors respectively. Table I shows the
value of log o/ log P,, which depends on ¢, v(= 4°*1) when
¢ = 5. We can see that log a/ log P,, is much smaller than 1

such that one can use D% %J to bound the decoding
radius.

Running 10,000 tests with patterns of weights ranging
from 14 to 18, we got the test results as given on Table II.
For each number of errors ¢, we then calculated the following

aggregate statistics

Aops = #failures/# Tests;

N A1
A% = EAETestst P}Y*V (A)/#TeStSt’

| =1 4=102 4=+2
p=1 |-0015  -0.024 0.174
$=09 | -0018  -0.027 -0.177
TABLE |

THE VALUE OF log o/ log pp, IN (13) FOR £ =5

the latter calculated for 4 € {1,1.02,1/2}. We have also
calculated P; = PJ]:&HI (Amax), i.€., the failure probability
of the largest possible A. )

We see that the upper bounds of P\ are quite pessimistic
estimates on the average failure probability, and that it is
slightly too optimistic to assume 4 < 1.02. According to (13)
with ¢ = 1, the decoding radius is ¢ = 14, which is also
pessimistic.

t  Aops AL ALz 4¥Z  pl pL02  p¥?

14 0 0 0 0 0 0 0

15 0 0 0 0 0 0 0

16 468 351 381 1071 9977 9998 100

17 8966 8725 8779 9484 100 100 100

18 9994 9995 9995 100 100 100 100
TABLE II

FAILURE PROBABILITIES % (n = 100)

III. CONCLUSION

We propose a decoding algorithm for the ICR codes which
has linear complexity in the length of the codeword. We then
give a proof of the failure probability. The decoding radius
is also analyzed.
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